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ABSTRACT

In Crypto 2002 May analyzed the relation between the size of two primes and private key in unbalanced RSA with small
CRT exponent. Also in Crypto 2003 he showed that if N'/* amount of most significant bits(least significant bits) of &, is
exposed in balanced RSA with CRT, N can be factored. To prove this he used Howgrave-Graham’s Theorem. In this paper

we show that if N'" amount of &, p is smaller than ¢4 and bigger than N2 to avoid May’s attack, is exposed in
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unbalanced RSA with small CRT exponent, it is enough to expose &,. We use Coppersmith’s theorem with unbalanced

primes.
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