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ABSTRACT

This paper presents a password based authentication and key exchange protocol which can be used for both authenticating
users and exchanging session keys for a subsequent secure communication over an untrusted network. Our idea is to increase
a randomness of the password verification data, i.e., we split the password, and then amplify the split passwords in the high
entropy-structured password verification data. And in order to prevent the verifier-compromised attack, we construct our
system such that the password vetification data is encrypted with the verifier’s key and the private key of verifier used to
encrypt it is stored in a secure place like a smart cards. Also we propose the distributed password authentication scheme
utilizing many authentication servers in order to prevent the server-compromised attack occurred when only one server is
used. Furthermore, the security analysis on the proposed protocol has been presented as a conclusion.
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