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- A Study on the Improvement of Web-based
Services Evaluation and Certification Program -
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Abstract

Web-based services have fundamentally confidential problems due to characteristics
of internet environment such as anonymity. These problems are serious obstacles
to grow the web-based services. The security and confidence of web-based
services rely on both service provider and users’ opinion. But the former has
difficulty in trusting the service provider and the latter takes too long time to
propagete all users after converging their opinion. Therefore it is necessary to
establish the objective and confidential evaluation and -certification program for
web-based service. In this paper, the internal and external web-based services
evaluation and -certification programs are compared and analyzed. The critical
factors and evaluation methodology for secure and confidential web-based service
are identified. Finally, this paper provides the improvement and strategy for
web-based services evaluation and certification program.
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1. A &

Z19S Adel 7HAE Qe iz T o83y AL HEY2 RdE fPr|vte g
Agste] gul R o2 A AFsAY A7t 7T, o]l8A e ol FuiEA
U U A= st MulAE o8 & Aok aY 971 Mulae el B
ZE UE 839 544 2oz A FAE <3 e, ot W/ Mujxrt
843 g 48 Feiz AL JdeA AHdeld [2).

F53 F2H3 e dHULS AHY o)SAR st F HEFA 7€ FAHE A
Pot=g stx ok AT AYARAR, BRFA 71eS 8 A AEAR, AR
B 39 #% 2 = NHsHA L}E}‘f}.l- At H}B}H A@Holx A AXRE T3}
o 38 Qe ARZRE 4N MEAE Pt - AFEE AxrE e

oz g UF - FIHAEE ARAAH|x *“ZJEP 5%‘7}3 T8 FAE JEe A3REE
B 179k Mool oi@ AT AEgel HIFE QU Huxg iz“é}ii“i
AR EHA #&, R - WAF, Ao, ME|A B, EXA PR FE,
2 5 AR qr)vo2RH GAE HEG A FHA 7l9gstn gl [4]

2 =EdA4e A =l -9 71 Muls A5 - FIHAEE Bla 434 ¢
Eo] FRsts 4 873 JFE dFstn AP 5 JdE Y71 Mujs FF4
ol & HI/PEHER ¢ 3@7%1]*1«] BrtedE =3 97wk Aulx I5H
7t dAS AFTAF B AHFE Tt Hrtedd HE9 ©B3E4E EMEH
Algte 2 ARG 4 &7 X—ii}"ﬂ Y71RE Mulx AT - FIHAAE ALY
o2X Qtdstn AT F e W Mulx AF - BT AEY BALFES AA
atazk gt

2. U - 9 719 ARlx QAT - FIE AE

343 ZAH e A FALL I o] &A= AT HEFA V& FHA
Q=S s Utk a3 sy ARE A7) Y3 2E EES Fus] 98 o
Ay PEL BA YolE e 5 AL BIYNIAY, ARFA 7S & A
1431, 71?41231 59 & 2 AdxE visA Jelvdz gldh
oo &y 7é £ AEFAY £ Alzd S AAKE A AZ T A 71EE v
date a7 zﬂs}a} O A2 “ARBAVNE RIS vl 2001 7€ 1¢9%H
Al g3t 31_0_04, “AREAT o] 4E27 L AR ETEY A3 YELY MAFRRIFA
A3 AJAAREIAFAE T3 MAAR B39 ARY FRE vidste AP et
£33 ARG o] & ANAAY FAHAAN 2= 2nAFAE H287 Y8 FHA
Y23 “DAZABFANMALUNARZFARFHE Y “AlojBlE EFo|&A4R"E v}
#ated Algsta Yot
olgigh AR Fxo HYo] A A7 H3 WYY Hqulx SF7)EH ARG AL
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g 71 Muj2 o] &&te] AJAAKRE HIForsty ¥ A B opstEx ] gt o)<}
G719 Mul2 o] g2 MJARE FEolv ANE A7 A3 8its 719 Ay
2 £971% 2 AIGAE AEE £ e Q71 Mulx BriRdd g A7 AFEA
275 Yok o9 FAR ATFE IS R vF, B T, YIIEE m24o],
FEAFEY) 59 Jedl AZFeA Y oy, A3z AF - FHAZE =459
Al g3t glt,

o] Alxe A JHYURFET go] FAYUE e HWAIEE Uz AHAREA
e & ARE Hristd AFAE Fo3e ¥R AFAFA =(Customer Trust
Seal)} A YAlEE o2 MAAREE T Al2" HexHY 5+ JRE 7}
3t nlaE BAsteE A A ASH E(Privacy Trust Sea)2 788 4 Ut}

AAe d2E v)3 BBBOnline A2 (Reliability) t2, 9= TrustUK ©l3, Y& £
u}3, PWC BetterWeb vh3, &3 eTRUST ®tZ Seo] 3ttt £xt9] 2= m]=F TRUSTe
ut2, "= BBBOniine Xetol¥iAl vtz 48 ZeolWA] whz, T i-Safe 1%,
ePRIVACY ¢1% o] Ut

olzigt FAo] wgtFo] I Jejlide] BAY ZAste] &S wl@sax FFA9)
o]-&A}, AtAteh AwAzEe] A AA FAAS A8 AU olE 29717 L AdA o
g o] g BIE AT U AL FAZ g3 Axrt 0] Ags)e] @1 it
FUde AAANNZAY eTrust, FHHEFATHE3 9] ePRIVACY(HNAAH R E Fvl3),
i-Safe(AE YA EQHARLE) 5 FAEGE FF71BAAY FrAA s APsn Qo

eTrust®] Z-¢ 24AN PAOIEE oz gFEE FRSG YrpEg 29 34§
31 glom AvARE MAABEE A 2HES RES 2% msn ot A F
2 IAtolE Mg olgxt HeAdd AuARFY W HrE FHYoR AFPsn o
BOTEFo oigh Hrh7b Adsivtn & 4 gl

ePRIVACYS] 7§ 7AARE $3e ZE YAo|EE Yoz 2 FEY 2 AA
o] 5o i AP ARE FridEoz 3o A5 - HIistn Yot A EA) A 9
MAAEES AN T AAY 5 T Ty 9 nstn glon o £3 BYREd
g Brte A5 e & Aol

i-Safed] A4 BIoTFE wet 1o BE Q73 HdEH 1¥A FE dFe
2 7R3 Grir1Es 28383t A" B AIARRE, L¥ARE BES 2R
B7hska Sl

3. ARAEE FIPEYPE

2 FME @Ay AHT F e WAL vz 95 - FHAE AL s
of mesor & 848 EE3HT Hgahs] Psted ARALY B ARRFAAY P
PHE ATl st wm BAL Suw,
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3.1.1 BS7799

BS 7799 ArRAA#II Y Mds "Wy AAZon FEXQA FIAY 2 PHS
vtA s nat 9= EF7] B (British Standard Institution)o] 19953 A& 3 F7FA A
th BS 7799 Part 12 % 1079 F8 £k, 36709 MFRoHFA=3), 18 1277
o] HEAFES Hostm gt 2 F 10709 Eoke BAAA wAxF AMEF
2 ZA, A9HuG 2 € 44 B, A 2 293, HIEA, A=d A
2 fFRARE, dF ASAH BE, FFEEE FAHLYY Part 2(Specification for
information security management systems)IAE ABRIBHUAAE FH3= A
(ZHYgA=2)E AASEE et (1]

3.1.2 GMITS

Bty A A < FAEEeRZ  dFHA  Rel ISO/IEC TR 13335
GMITS(Guidelines for the Management of Information Technology Security)oll A A
ANate ARBET/E ZT2A 2otk GMITSS T4 EF7]79 ISO/IEC JTC1 SC27
(ARE7E BEEst E3499s]) WGLAA FAAd3 ZEFAE ISO/IEC TR 13335,
"Guidelines for the Management of IT Security”®] 5% 2 FA =9 o}t [8]. GMITS
dAes A fdHE AAE AU o] FAHA AFHY BHEL A
T AAA 71EAHQ E(framework) 24 €88 F o

3.13 FITSAF(Q9¥A R & RA4F7 U A)

"] CIO(Chief Information Officers)d 93] HtA A3l o] Hdd AWA
B71E 2a¥rt ZH JYA(Federal Information Technology Security Assessment
Framework)e 2 71#9] @3aHg0] 7I&9 AR #dstd 1359 Hd Z2a]
o dx ZeE AR, 8% AS FH FEE FHNV] AT TwHE *ﬂ%"f\‘}q,
A ZYgYPart M= Bt aFAES SR g 3l

32 ARBIA Y HIMHE

3.2.1 TCSEC (Trusted Computer System Evaluation Criteria)
oo AFEHA o] HYste vYARE B3IV H3 dHS FL&3tn U
=R 27 (DoD Directive 5200.28)0] 19723 2EH olF 2 198113 Iy HFH
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¢t B} (DoD Computer Security Center)’} ¥ 3 u3x A 512510 <A HAF
H H37171E AR 2 FUidFe did o] WAHEA 1983¢ TCSEC(Trusted
Computer System Evaluation Criteria)®] Z<H(Orange Book)el A=A, 2@ #H<Ql
19853l m] w4 EF(DoD STD 5200.28)2.2 € = et

ol% 19879 WvEHA AFS st H7}7]F TNI(Trusted Network Interpretation
of the TCSEC) [9]8] A|Ad] o}o] 1991'd DBMSe| #3 H7}7]EF TDI(Trusted
DataBase Management System Interpretation of the TCSEC) [10]¢] AR Fich.

3.2.2 ITSEC (Information Technology Security Criteria)

499 ITSECE 92, Zda 59 Jdds 5 429 AuusNad J7s
S ARSI AP 4= BrAFL] FEAAF L HIIEo] Aol wet A
BHES AFY FEH7M sivise A, A€, € Aa48-g A7 g8t g
2 59 Z1FEolth 4= 19899 A9 “dX¥ B7HA A (Harmonized Criteria)' &
ZAe712 Fgeldtn 1918 FF9 HIP|ES2 ITSEC ¥A 128 AAIFHAC.
ITSECE A&3la Y& 7t 937, 54, T2, Udds, oHE, 294, &5
% 7h=°lt}t [7]. ITSECE TCSECe €8 d¥7|Ees RE AHES AEFEL H7}
gk mEba B)Ee AEATE AFC v FF BrlFS JLATE AFol
ALEE A4 & nEstd ERVeE AARHAY vlE] AF RV E ARES
fon, AFF7te RFFEW /A3

3.2.3 CC (Common Criteria)

SA FFH7H7]E(Common Criteria)2 ZHFEAIAHS] Ld@F} ol W& 289
A%, A% S VA4l Y 2T Frkdl o 19839 #F TCSEC(Trusted
Computer System Evaluation Criteria)& A&22 1913 FH(F=, T2 59,
Jd @& =) ITSEC(nformation Technology Security Evaluation Criteria), 1993 7}
yrt}le] CTCPEC(The Canadian Trusted Computer Product Evaluation Criteria) %9
H7p71EE MEe T /HANSHAJY. AE ol 4] HIMEES 43
A7) A% BEFAe] FAH FA FFHI7IE] 1999 1SO 15408 FA R
oz AARE defolthsl

ol gl 71&d HAYATFE did vz AHE ¥ 19 Jeldith
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AA | GMITS | %2 15013335 g
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“AA Az9 AAE " 5434, AeAde AEaE U
TCSEC | _ gy 3= Aol Hegoe
AZ/ ITSEC |~ AA Hxe ZAERF - gadrjEoz RE AT L HI}
NP - TCSEC %% FaAe
|- FAREATE AT BEAE | - BAael A% R A=
- A FFOE F2F(IS015408) FAH A&

4. §§719 Aul2s AT - HIHAE A

41 9718 AH = A% - FAAE A BeA

FUAAE 19997 H ABU2BES o2 AHURFFHAZ A= U]
B AUz A% BAAEES =9 Agste govi(s], 2001dAE old By @
getel £, ARUE, 9 5 JFTEYUC) AHY AAIES PP AF - Hr}
S3 gtk 71E W% Aus 1F - AAAEY Yool W BAY R AAE
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Y71 MulE A% -y AAL] HIARAE A AT BIIAH BHE 9o 7
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421. 3709 VA2 A8 8934 ¥4

g AT - B7HAE(-Safe)d] HIMH A+ dFEE A AIF R BAFLE T
3t B7HEAE HASAT ADEFS 3§, ¥3¥ T LY BEs 83E 4Tl
o, BAF2 A% S AT dut dFS gudg. dA dFE2 YAolEE F3
o FRE FHAY HEGE FR FLEEFE)E AN Ested, EMEAE
EE Bagold & AGx 4 - HFde AR 5L £FY AERE FFH - AT
T Jue AE & 7 AT "N A Ees HMEAE ADFS LA A &5t
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€ AR £&o] ¥E F& Y= Aotk wtAN, BaF AE3te FIIEE A
I8 A48T F= dvE A& ¢ & AJHt
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