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A Study on Real-Time Web-Server Intrusion Detection
using Web-Server Agent

Hong Tae Jin* - Jong Sou Park**

ABSTRACT

As Internet and Internet users are rapidly increasing and getting popularized in the world, the ex-
isting firewall has limitations to detect attacks which exploit vulnerability of web server. And these
attacks are increasing. Most of all, intrusions using web application’s programming error are occupy-
ing for the most part. In this paper, we introduced real-time web-server agent which analyze
web-server based log and detect web-based attacks after the analysis of the web-application’s
vulnerability. We propose the method using real-time agent which remove process ID{pid) and block
out attacker’s IP if it detects the intrusion through the decision stage after judging attack types and
patterns.

Key words : Web-Application, Intrusion, Vulnerability
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