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VPN Traversal Scheme in Hierarchical MIPv4 environment
Sulyun Sung’ - Jungho Kang'" - Yongtae Shin™"

ABSTRACT

This paper presents an efficient interoperation scheme of a VPN(Virtual Private Network) and Mobile IP using a hierarchical structure of
a FA(Foreign Agent). In the proposed scheme, the GFA(Gateway Foreign Agent) plays a role of VPN gateway on behalf of the MN(Mobile
Node). When the MN moves in the same GFA domain, because the GFA has already an IPsec security association with a VPN gateway in
the home network of the MN, the MN does not need an IPsec re-negotiaion. In this way, our mechanism reduces a message overhead and a
delay resulted from an IPsec negotiation. And a MN can send a data to a correspondent node without a packet leakage. We show a performance
of our scheme by using a discrete analytical model. Analytical results demonstrated that the total processing cost calculated by a registration
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update cost and a packet delivery cost is significantly reduced through our proposed scheme.

7I9= : 0IF IP(Mobile IP), VPN, iPsec

1. Introduction

Mobile IP agents are being deployed in enterprise net-
works to enable a mobility across wired and wireless. With
the growing deployment of IEEE 802.11 access points in
public places such as hotels, airports, and convention cen-
ters, the need for enabling MNs(MNs) to maintain their
transport connections and constant reachability while the
MN is connecting back to their home network protected
by Virtual Private Network(VPN) technology is increasing.
This implies that MIP and VPN technologies have to coex-
ist and function together in order to provide mobility and
security to the MNs. The VPN requires that a new IKE
negotiation be done whenever an IPsec peer moves because
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it is based on the IPsec. In other words, whenever the MN
moves to the other network, it requires a new IPsec
association. In this environment, the MN experiences a se-
vere delay and overhead resulted from IPsec re~association.
There are few studies to solve these problems. Reference
[4] identifies and describes practical deployment scenarios
for MIP and VPN using an X-HA. But the induction of
X-HA is impossible to realize and the MN has a large
overhead. Reference [2] suggests a basic solution about an
applicability statement of a MIPv4 and IPsec to provide the
session mobility between aninternal and external network.

This paper proposes the efficient interoperation scheme
of VPN and MIP using a hierarchical FA structure. Because
the GFA plays a role of VPN gateway on behalf of the MN
in the proposed scheme, the MN does not need an IKE ne-
gotiation whenever a MN moves to the other network.
When the mobile node moves in the same GFA, it doesn't
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need a new IKE negotiation because the GFA has already
had an IPsec SA with a VPN gateway in the MN's home
network. In this way, our mechanism can reduce a message
overhead and delay resulted from an IKE re-negotiation.

The rest of the paper is organized as follows. Section
2 presents the general topology of operation. Section 3 in-~
troduces a new mechanism to provide a VPN interopera-
tion in the hierarchical MIP environment. Section 4 eval-
uates the performance and compares the proposed method
with the existing protocols, Finally, we conclude this paper
in Section 5.

2. Topology

The network topology is illustrated in (Figure 1). The
home network is typically a multi-subnetted network
which uses private addressing. Subnets may contain home
agent(HA)s, VPN Gateway, etc.

Foreign Network VPN Dorai niranet)

(Figure 1) Network Topology

FAs are organized hierarchically. At the top level of the
hierarchy, there is at least one Gateway Foreign Agent
(GFA), 2 FA with additional functions. There are one or
more regional FAs beneath one GFA. We assume that these
FAs are trusted parties.

3. Protocol overview

The mobile node(MN?} is located inside ofa VPN domain
before a movement. We suppose that a correspondent node
locates in a MN’s home network. When a MN arrives at
a visited domain, it should create an IPsec tunnel with a
VPN gateway in the home network to send a data to a
correspondent node. Because an IPsec, as currently speci-
fied 3] requires that a new IKE negotiation be done when-
ever an IPsec peers moves, the MN experiences a message
overhead and delay resulted from the IKE re-negotiation.

In our mechanism, the GFA plays a role of a VPN
gateway. If the MN does not have an existing IPsec SA
with the VPN gateway, it creates an [Psec SA using the
address of GFA for an IKE/IPsec communication. When

the MN moves in the same GFA, the MN doesn't need a
new IKE negotiation because the GFA has already had an
IPsec SA with a VPN gateway in the MN's home network.

3.1 Registration at the GFA

The (Figure 2) shows a registration procedure at the
MN's GFA. When a MN first arrives at a visited domain,
it performs a registration with its home network. We as-
sume that all domains support a regional registration. There-
fore, the HA registers an address of GFA at this registra-
tionprocedure. But, this registration message should be sent
inside the TPsec tunnel. When the MN moves to a new GFA
region, if it isn't registered at the GFA, it cannot create
an IPsec SA using an address of GFA. Therefore, we sug-
gest new messages, which are the R-1rrq message and the
R-1rp message with an extension field. These two mes-
sages are used for the MN to register locally at the GFA.
After registering at the GFA, the MN begins an IKE nego-
tiation with VPN gateway.

any RFa GFa VPN HA (o3
R-rrg
R-ryq with extensipin
R-
tiJ Rerrp with extensipn
IKE IKE IKE
WE
rwe ] e i
g
Ty ! N
) TREP R
oy
ot o [
i okt okt
VPN turina}

(Figure 2) Registration at the GFA

At this time, the source address of an inner tunneling
of IKE negotiation packet is the GFA’s address and the
destination address of inner tunneling is the VPN gate-
way's address. After an IKE negotiation, the MN sends a
registration request message to the HA through the IPsec
tunnel. After a registration, the MN sends a data packet
to a correspondent node through an IPsec tunnel, In this
way, the MN creates a new IKE negotiation only when it
moves to the new GFA region.

3.2 Regional registration at the GFA

When the MN moves in the same GFA, it registers at
RFA in a general registration way. Because the GFA main-
tains an IPsec tunnel with a VPN gateway of MN's home
domain, the MN does not need an IKE negotiation procedure,
After the regional registration, the MN can send a packet
1o a correspondent node using an existing VPN tunnel. The
procedure of the regional registration is illustrated in



(Figure 3).

MN RFA GFA VPN HA CcHN

frq with extension]

Tp With extension]
pkt
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it

Pkt
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(Figure 3) Regional Registration at the GFA

3.3 Security consideration

In this section, we consider a MN which doesnot support
an [Psec. In such an environment, we divide a security do-
main into two parts. One part is a domain between a GFA
and VPN gateway. This security domain uses an IPsec-
based VPN tunnel. To send packets to HA, the GFA
re-generates all packets which are received from MN or
VPN gateway. The other part is a domain between the MN
and GFA. This domain does not apply IKE to establish SA
because MN’s care-of address can frequently change.
Therefore, we need to use our proposed method for a key
exchange between the MN and GFA.

MN FA GFA

Agent Advertisemert (Col and piblic key of fFA)

Create session key

R-1ry with session key and extersion
R-1q withsession key - ey
-nip with sessi
R-np withsession key Ronp with sessionkey andd
DetaTrilt

(Established Secure Session identified MN’s NAD)

(Figure 4) Tunnel Establishment between the MN and the GFA

The (Figure 4) describes a procedure to establish a se-
curity tunnel between a mobile node and GFA. We assume
that GFA has an asymmetric key for a key exchange and
both GFA and MN have an encryption function of an IP
layer level.

First, the MN can get the care-of address of the FA and
GFA, and a public key of the GFA by an agent advertise-
ment message. The MN creates a session key and encrypts
the key by a public key of GFA and the MN sends it to
a GFA. The session key is a NAI of MN. All packets are
encrypted using a session key. In this way, the secure ses-
sion between the MN and GFA is created. When the MN
moves one FA to another FA inside of the same visited
domain, the previous secure session is still useful because
it is identified not by the care-of address of the MN but
by the NAI of the MN.
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4. Performance Analysis

In this section, we derive the cost function of registration
update and packet overhead of our scheme and the one of
the existing scheme. The total processing cost in a regis-
tration update and packet delivery is considered as the per-
formance metric. We do not take the periodic binding up-
dates that a MN sends to it's HA or FA to refresh their

cache into account.

4.1 Registration update cost

This registration update cost includes a cost to create
an [Psec tunnel between the MN and VPN gateway or be-
tween the GFA and VPN gateway. We define the following

parameters for registration update in the rest of this paper:

an : The registration update processing cost at the HA

ag ‘ The registration update processing cost at the GFA

a;  The registration update processing cost at the RFA

a, : The registration update processing cost at the VPN
gateway

Chny ' The transmission cost of registration update-
between the HA and VPN gateway

Cgr : The transmission cost of registration update be-
tween the GFA and RFA

Cuvg * The transmission cost registration update between
the VPN gateway and GFA

Cgr * The transmission cost of registration update be-
tween the GFA and HA

Cire * The IKE negotiation cost between the GFA and
VPN gateway, between the MN and VPN gateway

The home registration cost and the regional registration

cost can be calculated as :

Cuon=2ar+2ag+an+2ay+ 20Crw+ Cgg+ Cog ¥ Cim+ Can) (1)
Cur=2a5+ ag + 2(Cqr + Cin) (2)

Let I be the average distance between the HA and the
VPN in terms of the number of hops, Iy be the average
distance between the GFA and the RFA, I, be the average
distance between the VPN gateway and the HA. We as-
sume the transmission cost is proportional to the distance
and the proportionality constant is 8v. Thus Chs, Ce, Cog,
Cen can be expressed as lux 8y, ly 8, L Ou and len 8t Since
usually the transmission cost of the wireless link is gen-
erally higher than that of the wired link, we suppose that

the transmission cost over the wireless link is o times
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higher than the unit distance wireline transmission cost.
Then the home registration and regional registration costs

can be expressed as :

Cthzaf+2ag+ah+?au+2(lhu+lgf+ll)g+p+lgh)6U (3)
Cur=2a7+ag + 2Ulg+ 0) Su (4)

The 7 is a constant for an IKE negotiation. The IKE ne-
gotiation cost of MN and VPN gateway is Cie = 7lm and
the one of VPN gateway and GFA is Cie = Tl

Assume each MN may move randomly among N subnets
and there are k subnets in a regional network. We model
the movements of a MN as a discrete system. Define a ran-
dom variable M so that each MN moves out of a regional
network at move M. At movement 1, a MN may moves
to either subnet 1, 2, --- or N. At movement 2, the MN may
move to any of the other N-1 subnets. We assume that
the MN will move out to the other N-1 subnets with equal

1
probability, -1 . In the regional registration, the proba-
bility of moving out of a regional network, the probability

of performing a home registration at movement m is :

pr= %

N—1

N—k ( k—1 )'"—2
"\N—1 , where 2<m< o (6)
The expectation of M is like followings :

N—-1
N—Fk ("N

plM] = 3 mP"= 1+
m=2

Assume that the average sojourn time in each subnet
within a regional network is T:. In our mechanism, the IKE
negotiation procedure happens only once when the MN
moves to the new GFA region. Therefore, the average reg-
istration cost for regional registration is (includes an IKE

negotiation time) :

(EIM1+1)Cy+ CU+ thyy,
E[M]1T, ®

COurs —RU T

When our mechanism is not used, the IKE negotiation
procedure happens whenever the MN moves to the new
subnet. Therefore, the average registration cost is :

(EIMI+D(Cy+1h,,)
E[M]T, 9

Cnoirr ~RU —

4.2 Packet delivery cost
The packet delivery cost includes the transmission -and

processing cost to route a tunneled packet from the HA
to the VPN gateway, from the VPN gateway to the GFA,
from the GFA to the RFA. We define the following parame-
ters for a packet delivery cost in the rest of this paper :

Un  The packet delivery processing cost at the HA

Uy : The packet delivery processing cost at the GFA

Uy : The packet delivery processing cost at the RFA

U, : The packet delivery processing cost at the VPN
gateway

Tw : The transmission cost of packet deliverybetween
the HA and VPN gateway

Ty + The transmission cost of packet delivery between
the GFA and RFA

Tuwe : The transmission cost of packet delivery between
the VPN gateway and GFA

Ten + The transmission cost of packet delivery between
the GFA and HA

The cost for packet delivery procedure can be expressed
as .

Cowrs—pp= Un + U Y Us + Uy + T + Tp + T + T (10)

We assume the transmission cost of delivering data
packets is proportional to the distance between the sending
and the receiving mobility agentwith the proportionality
constant 8p. Then Th, Te, Tvg, Ten can be expressed as
lvh Op, lg D, lug Op, lin6p and lgn 6D. Assume on average
there are w MNs in a subnet. GFA serves all MNs which
move inside of a regional network, and the total number
of MNs in a regional network is wk on average. Therefore,
the complexity of the GFA visitor list lookup is proportional
to wk.

We define the packet deliverycost functions at the GFA

as :
U, = ¢k A (awk + Blog (k) (11)

where A, is the packet arrival rate for each MN, « and 8
are weighting factor of visitor list and routing table lookups
and ¢ is a constant which captures the bandwidth allocation
cost at the GFA. The processing cost function at the HA
can be defined as : Un = 74, where 7 is a packet delivery
processing cost constant at the HA. The processing cost
function at the VPN gateway can be defined as : Uy = &4,
where £ is a packet delivery processing cost constant at
the VPN gateway. Then the total packet delivery cost per



unit time for our scheme is :

Cours—PD = (;/la(aa)k+ Blog(k)) + (lvh+ lvg+ lgh+ lg[+ 0)30

+(p+8)4, 12

When the regional registration is not used, the packet proc-
essing cost functions at the FA is same with the cost of
above GFA. Therefore, the total packet delivery cost per

unit time for the existing scheme is :

Chriotrr—pp = cAawk+ Blog () + (Lt 1, + P)ap
+(7+8)4, 13

4.3 Total processing cost

The total processing cost is calculated by a sum of the
registration update cost and the packet delivery cost. Based
on the above analysis, we may get the total processing cost
function as :

Cor-tor(k g, Tp) = Cy_gu+Ciy_pp (14)

5. Analytical Results

In this section, we demonstrate the performance im-
provement of our scheme over the existing scheme, using
an above a total signaling cost. Also, we stmulated the pro-
posed mechanism using a NS-2 to verify an output value
resulted from an above numerical analysis. Since the total
number of subnets that MNs access through wireless
channels is limited, we assume w = 30. For our evaluation,
bon, lgr, e and g 1s fixed numbers. If not, signaling packets
may take different paths each time according to the traffic
load and routing algorithms at each mobility agent. Thus,
bon, lgg, g and lgn vary within a certain range. An MN may
use the TTL field in packet headers to get the number of
hops packets travel. Since the TTL field in IP header is
usually initialized to 32 or 64, the upper limit on the number
of hops through which a packet can pass is 32 or 64, we
assume lun =5, lgr= 10, Ly =15 and lgn = 20. The home agent
has the highest packet processing cost since the home
agent maintains the visitor list whenever the registration
packet arrives at. Since we suppose that the private net-
work has the smaller size than the public network, the /g
value is smaller than the other length constant The band-
width allocation cost at GFA is usually far lower than the
packet delivery cost Therefore, we consider the packet de—
livery cost at VPN, HA, as 10 and the bandwidth allocation
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cost at GFA as 0.001. <Table 1> lists some of the parame-
ters used in our performance analysis. In the simulation,

we used same parameters in <Table 1>,

(Table 1> Parameters for performance analysis

an 25.0 7 10
a 15.0 i ¢ | 0001
Pkt process cost £ Pkt processing

ar 10.0 constant £ 10

av 170 c 5

| su 0.1 . a 0.3

Distance Cost Unit Weight

sp | 005 8 0.7

Number of MNw | w 15

IKE factor T 12.0

Wireless Factor I3 10

First, we compare our scheme with the existing scheme
by using the call-to-mobility (CMR)., We define the call-
to-mobility as the ratio of the packet arrival rate to the
mobility rate, CMR= A, T:. We assume that the average val-
ues of residence time in each subnet and packet arrival rate
of all the MNs are the same. When the CMR is low, the
mobility rate is higher than a packet arrival rate. In other
words, the registration update cost dominates a total sig-
naling cost. (Figure 5) shows the comparison result of reg-
istration update cost and packet delivery cost as a function
of CMR for the two schemes. Our scheme has a better per-
formance result in the aspect of registration update cost
since the registration update cost includes an IKE negotia-

tion cost and our scheme has a hierarchical structure.

.

\\\

B Registratio\nuﬁsl’esast

Registration update cost
fours T f existing scheme

R

Packet delivery cost
of existing scheme

Packet delivery cost of ours

° 1(; 1 2
Call-to-mobiiity ratio, CMR

(Figure 5) Comparison of registration update cost and packet
delivery cost based on the CMR

(Figure 6) shows the total processing cost as a function
of CMR for the two schemes when the arrival rate and
residence time increase at the same time. When the CMR
value is low, because the higher mobility rate results many
registrations and IPsec negotiations in existing scheme, our

scheme performs far better than the existing scheme. In
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the experiment, the network size of two schemes is k=6.
In (Figure 6), the two red lines show simulation results.
In the simulation, our scheme can save a total processing
cost to 22% compared to the existing scheme and we could

show the similar result to a numerical analysis.

2xn,._ Sim: Existing scheme

‘\‘\~-.\_________/,.- ‘‘‘‘‘
e R ¥
Existing scheme using k=6 D
ww 73

Our scheme k=6

10

Totat processing cost
o

0 1
Call-to-mobility ratio, CMR

(Figure 6) Comparison of total signaling cost based on the CMR

In the second experiment, we assume that the residence

time of users follows an exponential distribution, like :

1 -7,/ T,
T — — ! fl’ T 20
W) = =p—e d (15)
Let the packet arrival rate A, be the fixed number, A.=10

and the average residence time 7‘/1=0.1. (Figure 7) shows
the comparison of total processing cost under an ex-

ponential distribution of user movement pattern.

10

existing scheme

{packet arrival rate =10,
mean residence time=0.1)

our scheme
(packet arrival rate=10,
mean residence time=0.1)

Total signaling cost

° 10"

User residence time

(Figure 7) Comparison of total signaling cost under user with
an exponential distribution

Therefore, the total processing cost of our scheme and ex—

isting scheme are :
Cror =f0 FTCCy - 10r(k=6,2,,T))dT; (14

Although the performance improvement of our scheme

is not large under the user residence time of above 107, our
scheme shows a high performance in the most user resi-
dence time.

At this time, we assume that the residence time of user

follows a Gaussian distribution :

1 — — T2
fZ(Tf) = —— ¢ (T, Tp2) /uo'z, szo

V2ro a7

CTOT =f; fl<Tf)C(.)ATOT(/€=6,/1a, Tf))dT/ (18)

Let the packet arrival rate be the constant and the aver-

age residence time 7}1 =0.1. (Figure 8) shows the compar-
ison of total processing cost under a Gaussian distribution
of user movement pattern. Because the long residence time
makes an IKE negotiation not happen frequently, the total
processing cost of our scheme is lower than the existing
scheme to the some extent. In (Figure 8), the two red lines
show simulation results. In the simulation, our scheme can-
not save the processing cost compared to the existing

scheme under the long residence time.

Total processing cost
=)

Sim : Qur scheme
Existing scheme
¥

Sim : Existing scheme

107" 10° 10" 10
User residence time

(Figure 8) Comparison of total processing cost under user with
a Gaussian distribution

We assume that the residence time of users is fixed num-
ber, Tt =1 and the arrival rate changes. (Figure 9) shows
the total processing cost of our scheme and existing scheme
as a function of a packet arrival rate under a mean residence
time=1. When the packet arrival rate is high, the processing
cost of our scheme is almost as same as one of it. But,
when the packet arrival rate is low, we can save a total
processing cost to the about 20%. This is resulted from
what the packet processing cost excesses a registration up—
date cost. In (Figure 9), the two red lines show simulation

results. In the simulation, the higher packet arrival rate, we



can save the less processing cost to be compared with the
existing scheme and our numerical analysis result is

verified.

3 Existing scheme
{mean residence time =1)

Sim : Existing scheme
Qur scheme
(mean residence time =1)

Total processing cost
>

Sim : scheme

10 10 10 10
packet arrival rate

(Figure 9) Comparison of total signaling cost under packet
arrival rate

6. Conclusion

In this paper, we introduced the efficient interoperation
scheme of VPN and Mobile IP using a hierarchical structure
of FA. Since the GFA plays a role of VPN gateway on be-
half of the MN in the proposed scheme, the MN does not
need an IKE negotiation whenever a MN moves to the other
network. When the mobile node moves inside of the same
GFA, the mobile node doesn't need a new IKE negotiation
because the GFA has already had an IPsec SA with a VPN
gateway in the home network of the MN. In this way, our
mechanism can reduce a message overhead and delay re-
sulted from an IKE re-negotiation efficiently. By using a
discrete analytical model for cost analysis, we compare the
proposed scheme with an existing scheme under the total
signaling cost. Analytical results demonstrated that the to-
tal processing cost was significantly reduced through our

proposed scheme
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