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Implementation of a Secure Wireless LAN System using AP
Authentication and Dynamic Key Exchange
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ABSTRACT

The existing wireless LAN standard IEEE802.11b has many vulnerabilities from security point of view. The authentication mechanisms in
IEEE802.11b have many vulnerabilities. As a result to complement the weak of IEEE802.11b authentication, the IEEE802.1x had been developed
in the sense of providing strong user authentication with appropriate mechanism. But this mechanism does not perform AP authentication and
there are also some weak points. And in confidentiality and message integrity case, WEP is weak from key stream reuse attack, IV reuse attack
and so on. For that reason, in this paper we propose secure wireless LAN system. Our system provides strong user authentication,
confidentiality, and message integrity based on existing IEEE802.1x framework and TLS.
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