Aol BEIAXE Auj20) FEER F7hE Qon old me WEAXE A9 nekd RAFGE Ao Fad WY gRE
aE7 B &34 EAS AT BAZE Atk 2F & WU AAHYE M2 25718 ANEY 2F ueA BRE duseld dg
sojof gtk M2 715 A $Hldte 32 BE Qs 27SEE rekeydl?] A8t Bl wIAA9] 9} B371E A AR o
8-S FHastahe AL 7 BVEE Wste SaF Vet dFAAE WHE £AHE UIY AASE 28T rekeys] HE WAl
Ao} ot B A vl Y & Ak £ =RoHE 2594 AAE AL ANARE dAARG A2 @uET S AA
geh o] A9 ANE AAY o A= 24 G FYHY rekeyE 3t WA o BRG] HE At vEE =
ol FREA 7isAol AAHE ool i

The Efficient Group Key Management Blocking Collusion Attack
Tae-Gyun Kim' - Jong-In Chung"”

ABSTRACT

Multicast services are provided on the Internet in fast increasing. Therefore it is important to keep security for multicast communication.
Member leaving is deeply associated with scalability problem for group key management. If one member of the group is removed, new group
key has to be generated and distributed to all remaining members of group. Minimizing the number of messages and operation cost for generation
of the composite keys are important evaluating criteria of multicast key management scheme since generation and distribution of new keys for
rekeying require expensive operation. Batch removal can reduce these important parameters rather than removing members sequentially in fash-
ion one after another. In this paper, Hamming distance is calculated between every members to be removed. The members with Hamming dis-
tance less than threshold are selected for rekeying procedure. With running the round assignment algorithm in the case of removing several
members simultaneously, our model has advantages of reducing the number of message and operation cost for generation of the composite keys
and eliminating possibility of collusion attack for rekeying.
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