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ABSTRACT

Privacy enforcement has been one of the most important problems in IT area. Privacy protection can be
achieved by enforcing privacy policies within an organization’s data processing systems. Traditional security
models are more or less inappropriate for enforcing basic privacy requirements, such as privacy binding. This
paper proposes an extended tole-based access control (RBAC) model for enforcing privacy policies within an
organization. For providing privacy protection and context based access control, this model combines RBAC,
Domain-Type Enforcement, and privacy policies. Privacy policies are to assign privacy levels to user roles
according to their tasks and to assign data privacy levels to data according to consented consumer privacy
preferences recorded as data usage policies. For application of this model, small hospital model is considered.
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WA 55 AT F o opdEl, A} i1 ==}
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£& AERS Boe AR FHE FHOE HA
3lal7] gl AAE Qlod, AR $5 B Al
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A A ASJ(MAC: Mandatory  Access
Control)®} ¢le}d A A|(DAC: Discretionary
Access Control)'7¢} Z+& HEAQ Hl RYEL
ZgjonjA] A AL3tr] s AAEA Wk
FoE]e] Exd & geid vk ndd g
Zepol|A] 7t okl a] AFAQ Rl RIELS
5% Z¥(purpose binding)(3h1e] FA o2 A=l
dlolel= 22 Fo glo] e FHoz A4
e & Hch)eld Hgo] A (principle of
necessity)(Hlo€12] Rulel Xele HAY UE 4
3 2% o 3t FHEF|ojof gcht 2L 7|EAa
ZejolHA] BF2| QT AR AHg3hed tha
RIS Holx it

A3 uE AHZANRBAC: Role-Based  Access
Contro)= = 993 AIA e e} 72AH A3A
ol2] gt dijke® FE-g wky gtk RBACe]
Al H¥role)?] EAL ZElolwA] Aol Q%)
2291 B (purpose)? #HAE Z3 9lth RBAC
oA G 2 G| P AEAA W}

Hglo] Fodd ZANAe] 2] 7722 A=t
oluf %o Fojd Mgl A EASE ¢4
o2 T3} =F, RBACE ZeloA] H3o|
8% FA7ME A ol(context-based  access
contro) & 43t AP FEL AlFIcl
Al Zejo|HAE H3slof sk 7] &
A 2de] Bk HIPAA Bt Exd] 2
A& dx A ==, o] FFelM k] 4
A2 AR iuser-based) H2A), 7]
dHrole-based) HTAY], 18]x E97]4Kcontext-
based) H2A) EHL ot T FASL 9l
ok E97E AZA s dlelelel] sk AL
o} AZshs dolel {38 1eid ¥R ol
AE® A2le] TR E megcl Zele|WAlE
AAE = ol A FHE o] A<l A
T 23 T2l ® dlole] AR AA, a2jn o
o] dlole] HE A% FA ol & & ik
7R A2AE ATk 23 DAFMAT
(Dynamic Authorization Framework for Multiple
Authorization Types)’® & RBAC3} DTE”} Zz3}¢l
7R &8 AladE Adsisick DAFMATS)
7 F83 S Uy [, 711§ A%
Foio)l e oF §3e WIME Ak A
oln], = 3] 3E& AASlel 839 A
e AR A% =8l = W RS A
Sh= Aotk el ZelewA] B3 AHAS A
£3l=dl lel DAFMAT®] 3Hle Sx3 ol
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wehi] £ ol Allgt 2de DAFMATS
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WAl H3E Ze F7)EE A2Ale e A3kl
- ARAE J¥e] Aglel] ue} melolwA] FF
g
- A mejolwA] AFe) uwle} deleld] e}
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1. &7|8t H2H Of(Role—Based Access Contrdl :
RBAC)

RBAC= HeF Hooli] ZEAl dold HITA
o9} A ATAY R AR FEE
wlolgir}, 19961 o] E ACM RBAC/SACMAT
dze] afFe o] AT Aol FEHIw 35S
RolE dolc}, FH RBACE NIST ¥F o= Ag
=gl

RBAC®lA] A8l ARl ATo] 344 37}
£ 7K 9 =S A, a9 AA M2
& 4 9l RBACS 83 ¢|A¥E RBACIS
2o}’ RBACI6S oj2] AMAle} o] A4l
Alle] Ealgh Alxdleld ARAE B
RBAC 2® familyE A2J3}3{cl. RBACY €&
ML 229 71 d¥F fARR oA
RBACS Z2|9] MoAe wdlashed] 2@l
S AlFgc}l Fell RBACY A4 FYPA< =
dglo] 41&3=] o] RBAC®] o= EX% n
¢ AL e A 2 AAE F¥F
ol71% dlths Aol I RBACS AEIY 7
Adelz J2A-) A2A e T A
< 7K 4 o 323 RBACS o= & <49
A Bl Yo B 29 (information hiding), &
A FAx3(least privilege), 2|F ¥=l(separation of

= O

duties), "lo|&] FAt3Kdata abstraction) & AU
gl RBACS| & t}E AL o] AR &
At L2 A el nlF] A&AHe|lng AN
o] Felrl AEH Bt ndd vjs] Hoks Ao
t}. RBACAA A o] A3l 3715 dwdghd
B4, v, 259 7leAe Soledl 71
% gt} =g RBACS < AollA M3l AAE A
23p7] 98 sV 979, OF x84
Mg kg 7F5Ae) galsEr|x Fofl

2. Hel-7& 2l H&(Domain-Type Enforcement :
DTE)

DTEME FAloll Eojql 2l J2)z Axd) #
3 ehllg AMgslEE AAe oi’RE FA HIS
Agste ¢ 2 A AZA 7o)t
DTE? RBAC Aloldf| o2 & RBACE AHA}
o} d¥o] P gle], HYo] AFA ARgAlell
A 7Fsd Aibg ARbsleRAE Adwiich bl
DTES FAE Eriigldd] |ax]o], o2A Zrqlo)
FAldl 7HR Aakg ARlEEAE Al 28
v =Eedide 9 =oi]l 2 a2la F4
o 3 g Al o] thE =wjle A
% oAgA ARPERA] = AFA 78R Qaks
AgsleAE 2493k

3 Z2lo|HAl B E(Privacy Protection)

I Pt
S
N ) LE | Level 3
. ~ i
G % N Level 4
o] @ Level 5
Where : :] is a hyper node

() s adummy node

—> is a branch

2¥ 1. Hyper Node Hierarchy(HNH)
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Ear 9lek

77} AR A]2~%(Health Information System :
HIS)olA Ag &Fot m=x ¥ HEelx %
5 5ol A7 AR AdAQ A8 A8 Ase
A Hs=|efolt i) ol2Ft nIE s}
A FAHY ZatolHA] E-FHprivacy level)S A&t}
22 Zrjo|HA] el whE dHoleld] H4gto
24 o] A & ek ZbelelA] S RBACH
Ao Advhe 7t Al ok ZelelwA]
T A% AZdA A(E)e] $X(position)]
o H4dE 4 gtk dF Al A3 iz
Aold IAE 25 # 5 e Zele|HA 530
gt mEld o]l AlZe AL Auiske
shte] Aol ok & o] Foizl 3t ze)
ol FHE FoFel 9l HdHom ARl
A& zApe| oA3e] zele|wA] 55 Mcl 3 A
< ZefolHA] SHE s deridls &4
ahte] Aol ZelolwiA] 5F 271 FeiEm o
ZA; Q&) Lol A 7 47} BdE 9. o]
£ S13 ot (2¥ Delxiet Zo] F 9 k=
Apolell ¥l :=(dummy node)7} AMEET} BE A
& Hag FEEDHY ZelollA] Sgo] g
He 27 x=F9 ¥ 58§¢& Zerh o8 RE
FEEE O kE5E9 2Ae Ako] HI HE §
ol 1At

$l9} e EAES A|Yshr] 918 eMEDAC
oA HeFS il A’ (2¥ I ZE
Hyper Node Hierarchy HNH)E ¥ &=iolie =
o] RIE 95 A3}

At

HNH: hyper node5& FAsIcha® 1). Z
2] hyper node+= THE hyper nodeoll branch '}
linkell °jsf <dZ=r}t o] of branchE®2 HNHE
TA317] 918) hyper node5-S dZsh= d AL
w, t}5 Ak&e] xfd=lr) ZF hyper node?] branch

£ Z2 HNHY 9= =A% A9 539 hyper
nodeE A|¥ZH). linkE w3 WA 42 2L
52 hyper nodeE ZHe] 9Z-& 2|8 AMg==d,
o] <lsf th2 HNH7} Al=bElc)

b

Bt 598 =3 $18] HNH NdS 2183}
£ eMEDAC2 REE AREAP} do]elulo] 2ol A
2a7] S8l WA Baplel she IHAR P4
ek Aelrl. A WA Ao ARl Al1lE
=} qlFo] ealE, QlF Fof| 2 AMERA 3}
o] Gl I3t F HA Al HVME
Arsl7] 93] HNHe| 7]HM8- & URH(User Role
Hierarchy)7} ¢|8=o] A|uf, A WA A=
Bel 558 =3b| #18] URH7}F ARSE|oixIch
oJHE eMEDACS F WA wAlol|4] P8z 9
4 H2AIDAC)E X|¥sh] $1s) RBACS] 317}
HAUEI AT dHS AME3sla Qo Al HA &
Aellrle 17RE 2 dloleld] AIsr] s 7
A AZAIMAC) STAGEE WS g
A% URHE AH83ta glcth A oA A2A
of uhio|u} Z3AA AHZAle] whale) 22 AxA
Ql Bl BEES Zoje|HA| AHAEE A-g5lr]
SAdsia, A o} Alxwl elo]Be] A2
Zajo|HAl HIe| gyt F sk HIAAE
23] g 7k AT 5 slck

. MoK =

o] el Algkgt e e gt A
Aol 224, RBACT DTES Z§ste] 7]
Hb Hghtolel 23 Aghreier 2 obF AIY
1% A Y8k DAFMATS shp-pzel Zejolw
A Bz slal 2] Al ot z2joln A 5
& ¥k 54 Z¥(purpose binding) S A4
sha, wAe) Asel B2 A = dole] AHE
AolE AHesio] TefolwA) BEE ZE Fule
Aabyol2 AFA o Aol o) 2dle) 74
8457 2 59 BAE s dEch

1. ®iohel mEol =ajo|HA] M

o] =Fo4 Aelgt TS DAFMAT Hokudl
o ke T, ohee] 1= 7]z}

- EE MR AR Aadgel 42 e
2k o2 Qlsl Axdel A4 FRsele A4

1079



8183 =4 "04-8 Vol.29 No.8C

e Azdlel 219 ¥ 4 gl AR Aokt
W}, of AL vlg B AHeA} el Q]
ok, 23 o] e S8 AHile g
cepalck

- BE ARA 93 zglo|y]A] SF-& 7A,
2 Zzlol|A] BF AMgal de] Ay B4
< epich

- RE diojg] AlEdE= 349 malol¥A] AF

o wet Zefoluld] Sgo] Yolsle wlold Abg:
o] A4k

- AE8A OiFE AP AA] Zrjolw|A] B
3E Exo® 3 AwjaA: Bell-LaPadula™ =9
o 71&3t & A& s AR 98] =
gl A] SHo] AIT33A} 3= dlolefel dlofe]
AL Al 28] Fojd dolg] ZelojA] HFR
o} =AY} Zhojo} it

2. Mokl 24l 78 24

R 2 AR}, ¥, zeelwA] 54, F
A, =dlel, FA, AA £33, AA Y g2 T
Al (2w AR 299 725 Me|x gl
.

SUBJECT

Object Policy

a8 2 A =

3. Metel 2ol 7Hx|zie] 2HA|

Ak 2R3N ANAE 7] A Y
AL} EANA Alolell TeichM:N), THRUM:D),
Alch1:N), e 2uid1:1) A9 AMRe FHER
2 Yepdick

~ User_Role(user, role) : cioict

Aol o8 d¥E0) ¥4E $ dlw, = 3
vhe] dglo)] o8] AR e 4 Qlck

- Role_Domain(role, domain) : thod

Fle] Emeld 2| 3 715A EokE et
Wick weba] ofz] H¥e] & mwiQlel]l AxkE oA
o, s}l Q&L 3 B4 mrlle) &3k}

- Role_PL(role, privacy level) : thld

shie] malolwjA] Sgo] shie] Aol Ywdwled
A} a2|3 3] o] e Zalo|A] SHFE&
7Hd 4 et

- Subject_Role(subject, tole) : theljr}

1080

FAE AHAE A8l 54F d(taskyS 3%
o} mehA shie] FA7L A7 JE o 3F
g & ook = s J3e A" dg 95
7} $18) A8 FAE 3% ¢ qrk

- Subject_PL(subject, privacy level) : T
FAEe 54 dely Zelo|wA] 552 Z2 ol
o disiMt A& YL A3 FAEe] shie]
dloje] xejolA] Sl dTE 4 Qrt

- Subject_Domain(subject, domain) : TFd

Z} FAle shie] 54 Ewlelz dis]eixis, shi
2] mo]lell 2] FAEe] At

- Object_ObjectType(object, object-type) : Thlld
3] AAH-3(object type)< HHH AHRE 71A|
= AAE 2ot webA 4 AA= EXT A
Al APd=E, shie] AAREHL o= AAE
F It

- Object_ObjectPolicy(object, object-policy) : Urid
Ztzke] AAobjectys 2 AA ARl AY {2
3 AAS =t



=&/ Zefe|HA B3I E Zhs g

A&7 ALA 2

- DTE_Entry(domain, object-type, access-modes) :
oo}

EdRl-f3e] Trel-f8 AL P F(Domain-
Type Access Matrix DTE table)ol vjepdich
DTE table®] 7t 85 34 & 4 Qe IR
7} A"

4, HEol Z2lo|HA| &

A& ZejolA] FE-E eMEDACS HNHel
7128 AM8AF dEAIE(User Role Hierarchy
URH)°2HE feseozict AMgAl 9% AlF
(URH)& #HAg sh)e] “All Users”8le ARSAE o
gL TPJL ol BE AMAPIA BEE 35
oS Yehdichk o] A¥LE EAE AR JIER
TAEE it = 1 o] TR Al
AREAE qF AFelA ZelelwA] T S A
of A=l Au, Beg AEske] Al 2Ed

ok ARSAE JE AFe] 7EE fltop)ell $AFR= A}
L2} A3 S ezl el 5F 19]
ok A2 f3dink)e] A= N2 AlFel o]
2ZA sla e Azl 5 S84 iEEe] A
wj7k2] HHEE o] Ao},

Fozl A3te] mejolwiA FHE& frslr] 4,
Tl ZEtelA] 5595 12 ‘J]i@}?’hjr L |
FoAd Ag B4 Age wspd A 982
connection(branch %&£ link)2 whe} Al&2] top o2
271 ok 2 2 conmection®] branch™ S
of 15 tgch o] AL AR HE “All Users”
o =2& wirlx] AL T’/P

o] AR} o A&
AE EHjEE 4 BR E?‘} Zolct HFEL djo]

B Ay vBIRE Medical  Decisions,
Administration, Patient  Hospitalization =~ 18]35
Logistics 5 4712] =gl }Feizict

E 1. 95 A8x 985

Domains User roles Abbrev. Domains User roles Abbrev.
Medical Patient
Decisions Doctor D Hospitalization Nurse N
Personal doctor DP Head Nurse NH
On duty doctor DO On duty nurse NO
Head doctor DH Training nurse NT
Medical M Ward W
Administration
Administration A Logistics Logistics L
Administration -
Staff AS Logistics Staff LS

Level 1

‘-— """" Level 2

,‘{'.
oz} 1 Level 3
e L
A
03 ‘ Level 4
o
$

{ o~
| as | [ po] oe || ou |

I LS | Level 5

O 3 AHR 9% AF
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5. GlolE AFZ T

I3 29| AlgkE =ddlA] Object-policy= A
Aoz dole] A AMolch deldl AHE AL
349 Azl met 29l deldle] ZejoluA
TEE Fodhe AR zElolwA] Fgdl wE
dloJe] A3} AlZ(Data Set Hierarchies : DSH) 2 &
2389 5 ook dold A AZ 7P Sltop)
A AR selel WIS AP de +E Zae]
WHAE Zhow ZeElolvii| g 1E 27|13k d

oe] Ego|w|A] FSi(data privacy level)2] &
AR A=} e, AZFE wet olHE ez
o ZejolwA] Fg0] 1 4 7RI

Zt xeo ¥R ey e AR J¥E
o] A Y& Sl & e} A avlwm ==}
oAl B35 93 AA Wl o8 HgsHE &
A Zzle|jA] Al &R thge] dlolg A
g Al W AR A (¥ 4 2B (R 2)
9} 2}

level |

Lavel 2

;o (]

i i e ol 8
LA
2l 4. dloe] A¥ AZDSH)
E 2 muqd doly Ayt
Domains Data Sets Abb | Domains Data Sets Abb
Administration . A ient | o
Administration Patient \dentification | Paient Patient talization H
Patient Demographic o
D::n aph IN | Hospitali- | Therapeutic Treatments HT
-zation
Patient Social Data IS Physiotherapy HTP
Insurance Data i Pharmaceutical HTF
Logistics L Radio Treatment HTR
Logistics ) Exam Orders &
Cost-account LC HE
a " Restilts
Administrative data LA Clinical HEC
Medical g(;cbcal Decisions HHD% Laboratory HEL
Decisions Expectgations DE X-ray HEX

6. JHA Zh Aol ciet ®et

MASZEe] A A 28] FP=HAY 5
e}k AFEL RBACHM 71 23 54 39
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E ) Z2folHA REE 2 $AE 487 P2Ae] 2

AR 1 FAE ¥YeTE BE GBS FA
o 99 2e $U Selgde] YIHeIHel B
o}

V(subject, domain, role),
Subject_Domain(subject, domain) A
Role_Domain(role, domain) =
Subject_Role(subject, role)

A 2 0 BE Gl 47 iy Zapolwi
THol FoiAla, o] =Zejo|wA] Fgol FA dl
ole] A sl A o 1 J¥ FA= #
o] At

V(role, subject, privacy-level), Role_PL(role,
privacy-level) A Subject_PL(subject,
privacy-level) A GTE(RolePL(role),
SubjectPL(subject)) => Role_Subject(role,
subject)

*(GTE: greater than or equal)

V. Mg Zglo| S8

Ak 2l ds] ds A 42 A
Alghe}, o] S-gollr 49l AMHAKJohn, Smith,
Susan, Patricia)ol|A] ®4e] 22t o} FAdl 47)
o] ge] AP iy 71AEkAL o] of s} A
AzEe| BA7}F g3} e

1. S330M 7HAI2} FHH ZEe| RA|

Users = {John, Smith, Susan, Patricia}
Roles = {A, L, NH, DP}

A: Administration, L: Logistics

NH: Head Nurse, DP:Personal Doctor
Domains = {AD, LD, PHD, MDD}

AD: Administration Domain,

LD: Logistics Domain

PHD: Patient Hospitalization Domain,

MDD: Medical Decision Domain

Subjects = {IDP, CAP, XRP, DGP}

IDP: Insurance Data Proc,

CAP: Cost Accounting Proc

XRP: X-Ray Proc,
DGP: Diagnoses Proc

User-Role Assignment = {User_Role(John, A),
User_Role(Smith, L), User_Role(Susan, NH),
User_Role(Patricia, DP)}

Role-Domain Mapping = {Role_Domain(A, AD),
Role_Domain(L, LD), Role_Domain(NH, PHD),
Role_Domain(DP, MDD)}

Subject-Domain Mapping = Subject_Domain

(IDP, AD), Subject_Domain(CAP,LD),
Subject_Domain(XRP, PHD),
Subject_Domain(DGP, MDD)}

Subject-Role Mapping = {Subject_Role(IDP, A),
Subject_Role(CAP, L), Subject_Role(XRP, NH),
Subject_Role(DGP, DP)}

Domain-Type Access Matrix(C: create, U: update,
D: delete, V: view) :

E 3 =vlel-eal AT 9

Dormain Object-Type / Access Modes
- " - Patient Medical
Admgl;t;atlon LO%EI:S Hospitalization | Decision
Type Type
AD cubv '
LD \' CuUVv
PHD \ cuv \%
MDD \ \ CuVv

2. Mickel ZEofiMel Z2iolHAIES

SfellA] AR AN AAE S o= dlo]
B AR 8AES A, 1 8AES )
g AR e AR AAAE B3

834 1. AR} Johno)] Insurance Data Procedure
(IDP)E 53%3}o], Insurance Datadl] H& 843
ok

M-69] 74A 2t @A gt AlgE 19 )5 John®]
33l Administration(A)®]

Administration Domain®} A#%+=3]
Role-Domain MappingS F3ld #slz, IDP7}

1083



FFEA3]=74] '4-8 Vol.29 No.8C

Administration Domain®l] 43=X]E  Subject-
Domain MappingS E3}] &It ¥ Subject-
Role(IDP, A) & A<} IDPO] S EHlk)
= M-69 A 7F Al it AL 290 s
John®] <&l AS] privacy levelE ANKI}
(RolePL(A)=1). Z&]*} IDP’} DSH® privacy
level 3(SubjectPL(IDP)=3)¢l] $]x|slm2 Agt 27}
WHEEA] 9o} Johnd] H¥]l Aell 9’ IDPY]
o] 385R] er)

8A 2. Head Nurse(NH)9] H¥2 zH= Susan?]
X-Ray Procedure(XRP)E 33E3l¢d X-Ray Al
AL 23

m-62] A 7t Al izt A 14 2}3) NH7}
Patient Hospitalization Domain(PHD)¥} <3-=]|1=x]
Role-Domain MappingS $3l¢] <lslx, XRP7}
PHDol| <31=A] Subject-Domain Mapping2 %3}
o &gkl = NHe XRPe| AWAE
Subject-Role(XRP, NH)-2 53] <13t ¥ 116
2] JNA zb @Al gk A’k 24 2j8 NHE
privacy level & Al4gIcKRolePL(NH)=5). ©]uj
XRP7} DSH| privacy level 3(SubjectPL(XRP)=3)
o $ixstez A7 271 ] AT 450k

24 3: Head Nurse(NH)2| <¥& Z+= Susan®]
Expectations Procedure(EPP)E £23%¢] Medical
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