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Abstract

In this paper, we proposed the image hiding method which decreases calculation amount by encrypt partial data using
discrete wavelet transform and linear scale quantization which were adopted as the main technique for frequency
transform in JPEG2000 standard. Also we used the chaotic system which has smaller calculation amount than other
encryption algorithms and then dramatically decreased calculation amount. This method operates encryption process
between quantization and entropy coding for preserving compression ratio of images and uses the subband selection
method and the random changing method using the chaotic system. For ciphering the quantization index we use a novel
image encryption algorithm of cyclically shifted in the right or left direction and encrypts two quantization assignment
method (Top-down/Reflection code), made change of data less. Also, suggested encryption method to JPEG2000
progressive transmission. The experiments have been performed with the proposed methods implemented in software for
about 500 images. Consequently, we are sure that the proposed are efficient image encryption methods to acquire the high
encryption effect with small amount of encryption. It has been shown that there exits a relation of trade-off between the
execution time and the effect of the encryption. It means that the proposed methods can be selectively used according to
the application areas. Also, because the proposed methods are performed in the application layer, they are expected to be
a good solution for the end-to-end security problem, which is appearing as one of the important problems in the
networks with both wired and wireless sections.
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procedure{ChaoticEncryption_LL4}
Size of LL4 subband = M XN;
Select parameter r;
Select a, B, x(0) as secret keys,.
c=0n=20
x(n) = x(n+1) by eq. (1);
for (iis 0 to M - 1){
for is 0to N - I){
P = b(2o);
g = (a+ Bxb2c+l)) mod t;
if (o == 10) then
fGj) = fij)<<< ¢y
else
Ji) = fi)>>> qi
if ((c mod z)==0), then
x(n) = x(n+l) by eq. (1);
n=n+1I;
c=c+1;}}

a8 5 L4 foidel goet WY

Fig. 5. Encryption method for LL4 subband.
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Fig. 6. Example of a quantizer.
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M=MSB(msb value is the selected subband)
chaotic_Encrypt(){
switch (mode) {
case Top_down : Topdown(),; //Fig. 7 (b)
case Reflection code : Reflect(); //Fig. 7 (c)
hy
Topdown(){
Jor (i is 0 to x)f
Jor (G is 0 to y){
il bk) == 1 ){
if (fij) = M) then
fGj) = faj) - M;
ese fij) = fij) + M; }
else f(ij) = flij);
k=k+ 1 } }}
Reflect(){
Jor (i is 0 to x){
Jor (G is 0 to y){
I b == 1) then flij) = fii)"* “™™;
else S6j) = fijh
k=k+ 1, } } }

’. I:IH:H

a8 8 LL4 o] 2| RrofHol c3t 2
Fig. 8. Encryption method for the vsubbands except

LL4.
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Fig. 9. Image encryption/decryption procedure; a) encryp
-tion, (b) decryption.
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Progressive_Encrypt(}{ /* mask(ij)is a map of the ROI */
bs = block size
for (k is 0 to +-1)f
Jor (i is 0 to x-1){
for (is 0 to y-I){
P = b2
g = (a+GXb(2ctl) ) mod t;
switch (RO} {
case O : block(s) = bit-plain(ijk);

s=s+ 1

case 1 : if ( mask(ij) == 1 ) then
black(s) = bit-plain(ijk);
s=s+ 1

/
if (s == block size ) then
if (pi == 0) then block'(s) = block(s) <<< g
else block'(s) = block(s) >>> gq;;
Jor (t is 0 to bs-1) bit-plain(ij-bs-1+tk) = block(1)
c=c¢+ I
=0
if ( (¢ mod z) == 0 ) then
x(n) = x(n+l) by eq. (1);
n=n+1l

Iy

a8
Fig.

10, MAXN Maof M2 ool o535 ghH
10. Encryption method by progressive transmission.
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12. Encrypted image by progressive transmission;
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Fig. 13. Progressive transmission in image that encrypt

ROl area; (@) 5 bits transmission, (b) 13 bits
transmission, () 17 bits transmission, (d) 27 bits
transmission.
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