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(Design of COS for smart card user authentication using signature)
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Abstract

This paper suggests the way to realize smart card security system by using handwritten signature instead of a
password which is traditionally used for user authentication. Because of the familiarity of signature we don't need to try
to remember the password and signature is difficult to be used by guess or illegal forced situation. The feature data of
handwritten signature is large, so we designed COS which is consist of special commands for processing user's
handwritten signature data, user authentication, and basic commands based on ISO 7816-3. Also protocol among user,
smart card, terminal and DB server is designed. In registration process, the feature data of user signature is saved in both
a DB server and a smart card. User authentication is processed by comparing the user signature and the saved feature
data in a smart card and in a DB server. And the authentication result and hash value of signature data in DB server are
transferred to smart card. During this process the authentication between DB server and user is finished. The proposed
security system has more higher level of security in user authentication of smart card and it will provide safer and more
convenient security services.
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Table 1. Command APDU structure.
I 3y 7r Aol
CLA[INs | P1 | P2 Lc | Data | Le
71 o]
HE e (byte)
CLA| Class of instruction 1
INS | Instruction Code 1
P1 Instruction Parameter 1 1
P2 | Instruction Parameter 2 1
Lc | WHo oy "E o] EA5E vlojE F{0%+]
Data| 332 B dHolH Hlo|E i
Le |$% Held oA oadsle ) vlolE £0Es
3y 20 Btk AvtEslEY HPS F 8AL T4
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9000 ~
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% 3 def sjolEQ| x HA

Fig. 3. Structure scheme of status bytes.
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Fig. 4. File System.
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WE 7l= $HeE A" ger 5 e &
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data wnit)E 7I=A EHud EE HudoA JlER
ASHE 9ol AN S5 HAAE T8, B
Hol-gg Aol EA3e HH] mAx ¢ SgHA
A dolHE 2 4 gtk ¥ APDUE E L
A BE AAE 4ulo]ES] P4 Fg E 7ol
Conditional BodyZ T4 ®t}.

(Ch Mef SE(SW : status word)

HHo] A2le JEE FASE Hlo|E SWI, SW2
E SRHAAR AF AFd ddte] $8AFeE A
$53, A8 volEY 3y 2 IYTEE 1Y 37

25

o

(Bh ADEEZIE mY A|AH
2utEFIES] gty Al2"g ¥ 49 YeRIL

MEE 0|88 LOIEILIE ALEAL

(424)

e as
ASE A

COS 44

ok
o2
0z

Smartcard Terminal
TR | - TR Y ||
C=E{TR) TR=D(C)
sgds
Yes ¢ UNeOIE !
CRY & CRZ ¢
C=E,(CR)
2B -
awes
H(T_sign_data)=D(C) C=Ex(H(T_sign_data))l |i
H(C_sign_data)
oo M
sads | HEnes
H(C_sign_data) H{T_sign_data)
CR,
TR
Session key ¥ & Session key & &

a3 5 ADIEZIEQ| ROt o|AHUF
Fig. 5 Smart card security mechanism.
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A7) FEzte] dHolge 79dE A7) Sl
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7h Ws2 S (Internal Authentication)

WEQEe @7t AHEE R t=g
7] 1%t ARpeoln A= g3 Zr

O @271+ 29 TRE AAste A4

7] R0 A Jt=2 AFg
@ 7t=€ TRE 389 Akd 348 7IKD= ¢
sstate] g AHE
C=Ex(TR) Ili  (E : encryption)

@ dE7lE C& A8l CE Hass § Aalo]
2 TR B33 @ TRo] 22X wwsld 7}
=& AFF

TR = Di(C) (D : decryption)
(i = key number)

Q) -

= As3t

433}

(Lh 2% °1&(External Authentication)
A5 7tert dErlg AFs] A "ijol
W Aake o3 2
© 7=+ A4l9 CRE ABAstY dgr]d] A4gc)
@ 927]e CRE FA8ty KiZ2 43383 ¥ Jl=
oA HE gt
C = Ex(CR)
@ 7t C& #4181 CE B33 & zalo] 1
H CR¥% 5353 @ CRo| #&x Husty 7=
5%
CR = Dx(C)

=
=

2. MEE 0|28t AIBX 215

AHEA AFL AR}

dud 7h=e ARA Q) g
2 9F AFo] 45 © F o] FofFioh
&3 2ol AA

AL AEE M-S DBAH e A% glE )
ojejet MG ThE Jt=R AMEA AT A o A
g dHole1 9 a4 gh(H(T_Sign_data)& HEect 7}
oF o} Fh=o] AFH & MW HelHE
AHE T UH(S_Sign_data)? TAE A %&
Blarsto] ARERE QlFo] o] Foixitt.

@ AHEAPZE 493 D9 AHEAe] AHe A% DB
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Zoto] vl G ES B AMEAL QB0 o] F
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@ 2ol e AT AFHG AT & ge =2 F
A, 2vlEFIEE 1 goE & $aldt, o]
dolHe 388 J(KIZ 4353 st @43,
C = Ea(H(T_Sign_data))ll i [IAMH-2F 1% A3}

@ sAE woly F AMERF AHel tid §ge] OK
ol Tlgo® AwlEylz=o] EEPROMO =<
F055 st MW ZRE 4149 s+ dolH
& AR Ft=dAE 3F06Y HFde AAEHY
Fted A= A AE dolHE 4 g5
% A% @& A%t 2E3 Sign_Compare
HEolg olgstd F e dHolErt FYEE
AWE AF #elzglt) Sign Compare BEol&
COS¢ Commande]t}.

Verify = AH&2 915 23 1A
H(T_Sign_data) = Du(C)
Sign_Compare = H(C_Sign_data), H(T_Sign_data)

=

9279 AntET]
A7l A& e
HAH o2 Gr|2HE A% TRY 7= A
4¥ CR, 7t=dll A4d A9 dolElE F3f M4
718 Addth & =EdA S AvtESIE g
A BE= S3CRK8E Triple DESE A ¥3sly, &
A 433E YA AHREHE Jlolth MY Fx
bR 2 AntESIEY CRE FAlste] §Y%
o e AAIE AT Kse 16byted] XA
" AA7] ofcth

= % : Ks = Hash(H(T_Sign_data), CR, SR)
@] & Ks = Hash(H(C_Sign_data), CR, SR)
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108 ASE FA% COS &4 394 9
2 HEH 2= 4 vlolele] AFNAFE HH 3F030] AYE EFolx
Table 2. Commands code design. 0000= I FoAod t3 e = 4 gk mx

7] Command
w| MoRaend |value A g
Read Binary | B0 [EF 39 y£& 97|
Update pe [APDUAL Foldl dlolctg BF s
Binary o gulolE3t: HH
Get Data | CA 2550 208 428 99 &
Jledd ARE Jleo 84 49
PutData | DA o yigepen A
7] [Select File | A4 |9d& A3t B30l
B gy 2RE A4 challenge =]
Internal Auth.| 88 [o]E{9} 7}=¢] A¥E AHE AME
s 95 AAE Faeis Bl
: ke et e S
3 Chall sh=ol Az k
Affuemd | [owld dea avd b
' ﬂi sl AEG 724"“ W}
A s ooy
g%;ﬁ}xl °‘: APDUE 7}/\5011/‘1
7 X A4
o | o0 [T SR R
go] 9= Bl
Get Challenge| 4 Challenge®] 2A4g 87 31 HH
A |Create File | EO Q}gﬁiﬂfc’w % 1§22 EF
Al [Create en 719 @Il Ao Al
9 {Session AEE key A HH
Verify D _[AeA Q1E A%e 9 g9
3 giv|2RE we *1"331]0]39%
2 |Sign_Compare| CE ﬁgo‘ﬂﬁ] AEdelHE HlastE
* vms % |9 958 w95 AT 5a9

2% 2ulEslEe B2 98] AHEH A= B
golz o] e 7|2 Waolst AFuolES A
87 918 2AE Hgols el -

4. M3 Ho|H 5§

Ao Aol 54 29
ol2sh 2vtETLES] A% i,

A HolH & 2KByted] A7E ZE
o A= MF(BF00) ©ol 3F032] EFg wEo AFgt)
g7eA FlE o2 AF dolEE 3 ¥ Hu=
B 4 9E 37|E Obyteoltt. Adl A AV|E
2KByteE 7t ¢ A 2ntEFI=S] AR #E A
Aot 168S Aol tolelS A5 ALgA A
FulolE & 2ntEFIE AZste] ALgR}F S2o] o] F
oAt} AZHE dAE et 2t

- Create File : EEPROMe| A &4 dolEHE A
A& #9 3Fr039 EFstd-e AAdstn, fde] anE
2K2 AAS FAr) diolee] F Zol= 0bbyteo] L

HolEE HlolEH|

/\u}Ey}:

(426)

ot 219 Jhyte= HAA7|E FASI Qo B =Eo
Ae Hd g AllZ2E 800714 Z 2Kbyte7tA 7]

23 £ UEE COSE AASIY L
CLA | INS P1 P2 Lc Data
90 EO0 00 00 06 3F0300000800
- Select File : 2vlEFIE 9 A| 2" A EF3d
S Meshs g#Hojolt)
CLA|INS | P1 P2 Lc Data
00 Ad 00 00 02 3F03
- Update File : Update File& 3Hdo)] A$d = gl
¥ dlolg =7|7} 80Byte= 2KbyteZ 16¥o] Ax A
£3th A$EE dolEHE wREd 2798 offset]
A AL Pl, P2l A3t AHE3tA T
CLA|INS | P1 P2 Lc Data
00 D6 00 00 80 A7E dlo)H
5. AIEXL 215
(7h W5 215
w2717} A% TR 1ubo|E iE Jt=d d4sta
e 2 Add 718 TRE 933 3o didr|d
A%l g2 WEASES Fhst7] A HHo &
Ho F3 glod, dolHe mx9 lbyte(Le)w 719
e Zke EAEk ok
CLA[INS| P1 | P2 1c Data Le
00 | 88| 00| 00| TR &0+ TR Il i 1
(Lh) 2% 215
Ftest A CRS 9272 A43le 9FAFol
o] Foj .
CLA|INS | P1 P2 Lc Data
00 82 00 00 CR Zol| CR

(Ch MExL AT

7129 £vtEIIEE SEZ2IYN FHESY Q
A R/ F AL o] FofAY B =78 Ax
AA BRZ ol&3tod DB S Fh=ste] 45 <
ojFoAg ez F o HYo] x& Axwlol @
Aok 2" 60l BRol Mu AN AREA Ao
ofFolAA ALgA AT FQ HolHE wol A @

—

4 2 o ol

. 01)1 n‘“ r
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<hH THE>

=

[ ¢ - ExitHT_sign_dsty 3t=2 B |

v
| FHEo] HEHH R |

- <~

o | |
T

| 25

2 =
v
| H(T_Sign_data)E 3F05H AZ |

v

| sFosel MEI0EI S 3 oret St |

3FO6H AR |

¥
| Compare (3F05: F05) |

| 20

| SH2TIZ ASAH OIS HAIK B2

X

a8 6. MY do|HE 0|88 AIEAL 2IF XMal 24y

Fig. 6. Using signature for processing user authenti
—cation in smart card

t}, 1:}& D:lE:lo]7} ;GM&]

3l
pud

o2 Fq5o] AW 2vpEs}
=9 AR 9 BAE FReT. ¥ 5
94 Bo¥ A8A AF A doHE A 4T 32
38 W71 k=% 27]7 (Unblock) B,

Verify : 487 2%¢ $887) 1% Command
ot MBIRE e HolEst Fheel A gt o
@ato] Zodl Y Ay Pel3 AP

CLA
0

INS
8A

Pl
00

P2
00

Le
08

Data
AR 45 89Ql dlolH

A DBMWZRE 7FA e 3 &

+ Create File :

< A8 Ade A
CLA|INS [ Pl | P2 | Le Data
9% [ E0 |00 ] 00| 06 3F0500000016

- Update Binary : DBel 350 91 A@ djolE

A4 F5Q MDEE T ME S @5
(H(T_Sign_data)& "I o] HloJEHE KiZ2 ¢4%3
st} Fheo] AEatt g9 dolEs}t ALHW 23
32 3te] $Jo] AAF EFEF05)0) Ak,

CLA
Q0

=

INS
BO

P1
a0

P2
00

Lc
16

Data
Eu(H(T_Sign_data))

“MD5 : FhEel AFH e MHHlEE 4
38 sy A3}ES EFEF6) A33,

109

CLA
00

INS
2

Pl
00

Lc
02

Data
3F03

P2
00

- Sign_Compare : A% DBMB25EH 7142 8
7 g(3F05) =AM 438 sl FHEF6)E vl
stod A2 Q15 E AW QIFo] o]FojXT,

CLAJINS | P1 P2 Lc
00 B4 00 00 04

Data
3F0B3F06

(2f) M7 dd

- Create Session : 7}=9] w5 Ao e
A 34 dlolE(EF06) e 7h=e] d(CR)ISH Emd
9] G(TR)E ©]83l9 Hashd+E T3 IFHo=
1286ite] 715 AAg AA7] A4 APDUE 90 8A
00 00 o]t} AdE 7)== RAMO A= o] F2lo] &9
2 o 7R AHgEH

v. 718 3 48
1.7 2
B oegold ANe A% BHoE AA S=dols
AZEAOIE U & gk dEdolzt svjEsts

Emulator, Target Board, Reader, Tableto] 1o™, A
ZEoIZE COS AAE A% =23, A& Ay
7] et 20 ojEAloldE 2}
gt 22 ooz vE 5 vk 4 FES o 2

A

S
=3
(1) AOIEFIE © &+ S3CBIK8 Device
(2) 7HY &4 © Pentiumlll Processor, Windows
2000 Server
(3) 74 &0f : Assembly, Borland C++ Builder
5.0

APEFIE ) COS 78-S 9814 OPENice i50007 4
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