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(Implementation of Analyzer of the Alert Data using Data Mining)
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Abstract As network systems are developed rapidly and network architectures are more complex
than before, it needs to use PBNM(Policy -Based Network Management) in network system. Generally,
architecture of the PBNM consists of two hierarchical layers: management layer and enforcement
layer. A security policy server in the management layer should be able to generate new policy, delete,
update the existing policy and decide the policy when security policy is requested. And the security
policy server should be able to analyze and manage the alert messages received from policy
enforcement system in the enforcement layer for the available information.

In this paper, we propose an alert analyzer using data mining. First, in the framework of the
policy-based network security management, we design and implement an alert analyzer that analyzes
alert data stored in DBMS. The alert analyzer is a helpful system to manage the fault users or hosts.
Second, we implement a data mining system for analyzing alert data. The implemented mining system
can support alert analyzer and the high level analyzer efficiently for the security policy management.
Finally, the proposed system is evaluated with performance parameter, and is able to find out new alert
sequences and similar alert patterns.

Key words : Policy-Based Network Management, Intrusion Detection System, Alert Data, Data
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2002.07.20
1 50 99:10:10 203.255.71.10 210.155.167.10 9158 21 TCP
2 50 200.2'0.7'20 210.115.167.79 210.155.167.10 9159 21 TCP
22:10:11
2002.07.20
3 50 99:10:12 211.115.161.19 210.155.167.10 9160 21 TCP
2002.07.20
3 50 99:10:12 211.115.161.19 210.156.167.10 9160 21 TCP
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Association Rule

Meaning

Frequent Episode Rule

Meaning

50<=>21
( supp : 49,
conf : 100% )

21<=>tcp
( supp : 49,
conf : 100% )

Attribute 50 (Atid)
correlated with attribute
21 (dsc_port)

Attribute 21 (dsc_port)
correlated with attribute
tcp (protocol)

5001:210.155.167.10:21tcp
= 5007:210.155.167.10.21:tcp
( fre : 10,

conf : 100%,

time : 10sec )

If 5001(Ftp Buffer Ovrflow)
occur, then
5007(Anonymous FTP)
occur together.
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Clusterl 54.85% 0.23% 1.54% 10.45% 32.34%
Cluster2 10.40% 7.46% 1.39% 71.23% 9.21%
Cluster3 29.09% 3.10% 3267% 12.72% 11.88%
Cluster4 0.93% 2.49% 20.10%% 67.86% 10.23%
ClusterS 2.43% 5.45% 10.44% 1.93% 76.06%
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