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ABSTRACT

As a large number of distributed systems becoming more popular, interoperability, portability and security
are becoming major concerns of modern computing. CORBA and object-oriented database which provide
transparency of network and database are increasingly being used as the basis for distributed system to solve
these problems. The two methods can help accomplish assurance of security by using a method-based access
control technique or an attribute-based access control technique. These methods also enhance the
unavailability or inefficiency caused by the delay of access process and bottleneck of the network due to the
complex instance-based access control. We propose a security model on the type information based access
control system that can enhance both security and availability by separating the functions delivered from
CORBA and object-oriented databases. We apply the access control model specifically to enhancement of
security system and also perform a test to verify the security and availability of our model.

A=

BAA2E, AEA, SRR, ALAHA, Bird

Foltfstn gEwalge ~IolgEm al=gA 3T
xRt 2 2004, 4. 28



g FAE AT =EA A8d A%

M B

WEAIS B3 oled J1EY FeolAE
MW B BTk BAAL BaAAEe] B3
93 Ao olelg BAN2DE tie BAET
dEszel 4 Adsle] n thdd AR
BEAo2 o83y MBS WA HATAE
23 ik EE ARYle] EAA LS 98 A=
g2 ZgA AEHD 5 Ao FAHEEA
2R tatel A e Aol iy
3 Aok

GeA oleid BHAY HTL olse Ha
Aolol g Wage Bg FAAHL Aok 19
4 A2AE BRHD e Tl AP
Yoz 2agnd oE $E% A2PHel A4
Holo} @) mebd BAAsWe tRE AR
g Mt £8an A BAAAPEY AL
bl 23} AADBA AR E AHEste] 7E5
Atk FeoldEst AMAZY Aolg 23 AR
& =ur1ee ol §an ol Wa F2e A
At Yelz VYHPD YBY HoHTEE
AZste AADBA 2 S ALSHTHIL Mt &
Gl 7o) BAL) FATE ASHAA
£ 1geht 24¢ 4A5tn gsted 843
dolet2 N ZetoldEsl 280 osted DBolA
SERES EIEL PPN FEEREEE TR
At

)% A&AAA FAClE sstd Ttk
dAS AAY AIATIME Agse W
AADBA LY &4 A¢H FEAlE Fo
o Hghe AWsH UTH2. B =RANE 19 1
3 o] sivbsh AADBALHS FEAlz Ao
WE 5UH P2 Foo Fhase HYAn
g 0|88 Aol BUL SEU} AL HdL
AR ATYUANN A&AAA) B
WoR PZAIE FUFoEH A HIA
oo} A& AAAe) dxds YL AATOZH
54 ous=g B2 5 Aok

o8 9% ATPHe 19 29 Ro| Zujs} A
Adoletuo]2e] HaAol g RHSY BY
2 088 FA] RIEYL =29 F Ty
DR ERECE PR EREC ERIE-E BT
& Az

662

el
R

=1
EIRI7 Rk

B\ polwd [/ polwd

a8 1 S8y HaHo =& 29
Fig. 1 The suggested model of integrated access
controt

AADBAFZ A A

woted
A
T
EEDREREY VB e ES
PR " uozg
884 B

=AY
NE Aol A

a3 2. o3 Mz 29
Fig. 2 The model of research approach

I, AN AR 017 DY

21 A =¥ uet v

bl tF AMEA 7] FEoldE/ AT
ZE ALdte EMNAIIEEAM BOALEHY 3
& 938t FHA AT Ut ol olF &
A A& G554 AN mde] dad
ATE ANY3F7] ot FnpAadgL BE
AXIEE AAATE gty AMan FHI3)
3 Mg E3td HIAE gt Zto]
AEE AAd Ui Ae At A gxdx
g o] &3tm A gYH +dd T3 s A
A= ARE A1 MUlAE 48HA €. ukeg
A ZutA WA 2" AR dolEe did H2
Aol & A WA= g SeojdE] A}
2443 FA3e #P L .2 3]

Fupr 2Flo] HAIZ A E FYy3e A= 19
33 23 E0)AES IS5y ¥ 53 B
AEES AR AHAIAHY FEYAA A
Azl 38 2AHFHH LAZEY] vl IS
3 8l= ORB(Object Request Broker)7} 87 w|
ARAE JEAAES T o] HIHEFTE 2%
= AZAAAA A Btk HIA AN B
SQEZD iz 3 AIARY2EE Fxd}
o g Aottt Zupe] HAAAHLS ALz}



BF $AVRAA BY YRE o18F A AAY 2o 2 % $§

E 53 289 254712 AAE THgleE §
gt WMEE Hores ag3gesn 9
o2 HEFS HAY F UAZE 31 UtH4]

EeloRiE AT 78]
AR

, ! -

< Holes >—> AAR] 4—<: | e

1% 3 3Hie| MIZHo 2y
Fig. 3 The access control mode! of CORBA

22 A ADBAIAH] B v

HoleHlo] Ay &&AAH ] ALg3te 79

FH A7 dHelHES Aedstn e AF
4 AAEY Aotk 4 MEHZSY AA A
71&o]l AHWA BEADBAARC R AA b=
TDdsiEn dad 2dE Xd3te AADBA X~
o] gl AHEH T ok AADBAIAY-E A 2]
g fEAI e Be I adz ANE X
3 F&3te Ag 7FssiAl gtk ol= DB z
STEG fEYH A RaT2I}t AHGe &
A3}HT YdHE FEHZ FAE7] gEFo tlolH
WS e FUEQ AYe e X ¥ A
g HAx ARE Mewde Fe AL¥(query
shipping) T Z¢}= @] Eeto]AE S DBA ¥
A 2787 Lu7be AE WD (data shipping)

TZE AP glojx ol dHoJetE Fgeold
Eo]] HANA ASLTAL =23 AL 7538
A 5]

ae B dojEMelaE s EE
Sz st 1Y delguloliug Be ¥
¢ Al =EHo] ok whatA dlo]E W o] 2o
Agd AAe A7iE A ge FAF 83 o
FASF HAOZREH HIEFojop dit) o]F 9
gt AADBAIAF S Aol AT ARUY w0
B gAY J2 g A &3e AAUFLE
gt} 4 ol g vLFFE AL o
g B8 HIANE 3%

AAWN e soled dE HIAE Asty =
vhe HME AFAH HIANHE AMSste
REE HolE o] 2 A AF S 4 AFHA FZA

€ AHE3it) o]9tzo] AADBA XS AAE
B358t7] fsted AANS &4 wlojelo] it v

Yd53e FAsn Ho2 Aoste Ad 24 &
w351 gloH6]. HolEMo]A BAAAwE 17
49 23 o ZYA ol AL AL AR RE YA
3 HAEZL Fjo A A4shd DBAEAlA
He HaAFI2EWY Ao U nUFFE
AbE-ALe] AEE FA e HAEEWY Q7S FE
o B E F3to HIAAE FYH.

NERA P

JE ] Al

38 4. tlo[e{HjojA Hot
Fig. 4 Database security

23 RAEIH FARUA2ES AP
2ehs} AADBS §4 FooldEE AEae)

V%8 Sl A2ddAne %He BES
Y5 ASL A2He FF ARy 7@1
o REE AFE W # %lc ez A A
g HIA o] B AR A} 7L Y
71 A% 718 842 Eo|AET} AHE Al o
3 AF8E Fddn AHEAY ks EE %ZH
F RYESS JFIA Foh HAEZY 72
IY 59 Zo] R FAH8LE AR éltﬂz}@r
2% IOF 383 AtEFE 2FH3

a3 5 HEeotEde| #x
Fig. 5 The architecture of
security token

HEARY2Ex: HolEe Fuz =mdysn

663



A FHELEANGS=EA A8E A3

Zt gde] dEd: HIHKAR Ee 58)&
vetdg7]. F=ddNAUSE 29 63 o]
ACL(Access Control List)3} CL( Capability List)
g3 SL(Security Label)ol]l 2}3}o] &g t}8].
ACLE AAE 2fste AHEAESY IHeF2
F¥3te wHE CL2 AR} &7 & e A
Ao HLTFS BT WA ACLS AHE
Ak AHEA 2Fo) 249 W 23 e A
Aol g AR HSHERE FFo] ZojAH
#F2 2 g4 ewser) Ao wid CLe AA) 9
7t AL o "Hsht Foij AAE H2¥ F
AE AHEAES Fetated Alde] Bl Hxm
Bl E-& A olt}. SL2 AM&Apsh AAol st ¥
FES Uehle dolEe A9stn A8 A
T8 AHEAL e Betgol &S AFSIA AN
AN A FAd Bt ol vwE Fold
HA2E 59 AJMA = AR AJQA AR
o m2bA o] AREAS BAAERE FASHE
BAA AR S sty e AMSET

<ACL7M> <QL7IE> <SL7E >
A X AHEAEA AR} A B A X
AHgAL | RSt WA | d2s7h WheH, viLsd
A 1 X 1 Secret

3% 6 HoUsRIAES F3 W
Fig. 6 The representation method of access right list

M. XSHAMA|LEEe Hot I 3 S8

31 A& YA 29 72

AEAA = At SolAES 3 &4
ol EAL ALHE LRHNERZN 7Y
FHeleE Fesstn Aok AEA AAe 2Y
o] AAE B¥s= AAZA DBl FHA Felz
FAHT HTA TEaA A drgd QAd2H22H
g4gtdo. ole A& AA g FEgoldE
9] & AdE T2 A2 W29 DBY A&7
Aol FH3A WP dAE FHE FAHE
AL a7 A9 ASHAAN 2L 19 7
7 go] YAAAAI2HS A 22 TA
ot o9t 2E AEFHAAAN LD E A &
BolAEE ASZAZAANAN2Y S T3t YAIAH

664

Al2Re BE MHIAE AFEE 4 JUTh

of 8 A oA
:

| A& A AN LT
T N

AN A A A & A d o) B W o] &

33 7. X SMHBAA AL ofF B X
Fig. 7 The architecture of persistent obiect system

AADBA| 281 A& MA e AHHE 5574
c2 ARsed FHL Fe vl IZnks B4
o] & AHAAAN d4AL A% FANAUES
o] #Ae] tiitelth wpetA FTulel M AIDBMSE]
Fiol o3t Ao AHPMulAE EE8H0F
GAEH10]. FHEAAN2H ] A& Ax 2d
< 19 83 21 FeteldETL A4 AA Y €
HHAd2E 843 AESAHAA Mulzes AA
DBMS9} A& 388 F3lo DBY 9] &4 A
E T2 A2 fReged A4 F ujgd L Y3 =
b ARE AT E=g AHZAA AMulzs
DBe} Zute] A &4AAE Gdsty @8 g4
2 fA #eldo2] geA fEHA S F Al
2% Atole] AFoldt ARFZIrY] wiPzge] B
a3t ol HYE A&sA & = Ao 71
9 FEHAEE Ao AM&xl= 432 dHolH
€ A& e A4 /288 He
AolE "o g ot FHIAol= vIytE WA
v 24 WA EN Hre FTANL BT}
I HIAEE 717 ALER el H2g FHE
FozA 71848 FUHAA T vAsAA Al vY
AR FAHS AL AT

A 25 DRVB

HEloRE

O8 8 SEHFEMAAHL XEMAH 2
Fig. 8 The integrated persistent object mode! of
distributed system



B3 FNERN B ARE ol 8F ASH AAY Bt B 2 3§

32 AHAHAANN LA He &8 2d

T AL A EGAA N FAE3tE Ue
doleel g HIANE M= aAvAA
A FHste BH HAADBA LY £437
gl o3t FAFRT12]. IupA A A DB
Aado] sgsteE HaAo] AL T4 AL
2ot Wi 2tz o] s AR Ho] X3t o
 ASAYA N g JALH2E FTo|AEYY
oz el/dol 8455 o] Fd HEAE FYFL
EN AEFstet Haaoly Aoz A JE
AE AEd o] FHA B JIYE ARSI A
Ty A& A A2F AREel lojM &
A S AFstdor B} o]F st 1H 99 2
| A&4AA e HIBAANA vlg] H2 & o
FE AAste AS4AA dP By ZRE &
&3t FIA] EdE AL HIA oA
He =g st AR Aol B§ vA A2
A&d AA9 BHUBRE FE3n H2EE 8
L2EW S o M= HdSFH AR B
JAESE Hwdtd FIAo] MH2E AFH

o

L BT S ( . ! PEETR
) ¥
’ O}iB H %g%EB ]q—r O;%B }
SRESEED
1eAe8s

33 9. XISAAlAE 2| Hotme
Fig. 9 A security model of persistence system

33 A& HANAHY L8 HYEUE

HAAZFALHANA FAL AT S8 v
Q WMARAE dE P 715 J2AE
HAAZozMY q¥e FYH=E AT
ol A% RIAZEANAE 1Y 105 2ol IF
& B3l LoAE AR A7tEFA ke F
I HEFAE ST BAZEANY IHY
7Ve e AEZAAE AHgdte AHER Y BAES
€ AAT At A 240§ a8n ¢
7teaS & dEy 7o el AMgAte

2& Agsa BdFIAAYAANA YAl

Ag ddeldEste JeE FYHY. AFEY
AL AY FA e 2§ AdEE 19 113
231 54 2§59 AEAE 4 dHFskE AH
of Wet 8 MAAE H7)E

potea  (RUEEAAA
FeeIdE | a3uAA  [HHGAER
2 A agRegH
GE() -

33 10, 2o ZRA| A
Fig. 10 A security proxy object

a8 1. FHe 28 =
Fig. 11 The group architecture of subjects

HAIAAAA = A&EA4AA i HI2ATS
2R3 ey AR A7V E T A& A A
o] epgloll izt vidFFS Y82 SFoH10] AMS
A2 QI EFE HIEZoZRE 435 w4
Al 23 ALEA4A4H 9 gyol s vEgs
& BAACAR AU Y AR E oz R
etk HIAo A nerge gy By
T80 AHEAY s EEY Y 5T 5
ol &3t HITE L&A BgHZAANA
v 29 129} o] HAESIUWE A/FFH WA
o} &4o i3 el FRe Rod r|dE5Fs
ol HRE B3l HIZAAE A A&A A
= 39 1390M BoFe= A Zo] Hlor 1
33 o dulel e &4 YA sl
dFgoz HIZANE FPct. ohf Tl
Z3Eo] e AEA AA HZA oo dE 9
ArdARol FHEHE ASde 54 934 o
2 A3 g

665



P GHEFAGE =EA A8E 3%

porea | BEEAAA

235417

et IR E

H2A0

O 12 e IH HA
Fig. 12 A type based access control object

a8 13 LEMES| Too X
Fig. 13 The domain architecture of objects

ANAGFGAN 2N P2 e FAS A S
FTFAA £A4F dM=d Ui R FAHD
JA2E2E AAste HEHEEMY 48S 3
gt AoWRAAE 1Y 149 2a JEHAA
o] BYAER FA4F WA= dsle vdFF
£ FA3tn ok A& A 9 = FHA T2}
A E J€dtn Y= Fdzgde BHYe ojr§
A&EQAAA Y BEiE A9 Blgdez Aoy
I H FEE 49 WA= 2L gHYuds
R Rl

g Badd 2=

— Az [EywoMEET

A il - =70 20 H
B2 Ao N oNEn s

a3 14, EFAXZAHE Y
Fig. 14 A type based access right object

v. xld\_A'l ZH

S 2| =
2RI HE

666

41 SENZ=H FHTZ

£ dFoxe 2o 2" AADBA 2" §
A MEED AFE AMS-EE 23] Al A2
€ QTASROE AMES] ASAHAA Y HUR
dg AF3d AHEAE 2PUFEE B 93ty
AR Q135S WU Fo dFAR A3 dET
£ Pt uetA AFAYANLYL 1Y 159 2
o] 28N 9 AN e AFAAZ T
g0 2B = ALEA AFS YItd AHEHE
A& AR elx LPAANE Y&T9 dide] He
AZRNAE #este BE A (factory object)o]
ol AF A BEdF £t BFFes dA
H2gts e AHAHAAAZ BADBAI A A E
o] #eldn). EToldEE AFAA g 2y
H2E E7] Astd JAAARA P AR E- 283

of DBUel AHARAN Fdct.

AN A5 B
A=A
= A | 3R [ AR
2 I=
31 R
o i=]
o s
E t. = -~ %’3‘ ‘%5}01}%0—2
Gz A A = |
Bl gl | Esas

33 15 Al A[AHe] x| 2
Fig. 15 The object mode! of account management
systemn

<89 AR 2Flo] FHE Imupeh AA
DBAl &Rl 9] FRHENAIETL 19 165 2o} =
vhe} AADBAAFE AFde FxAA upY
&2 o] AES} Mol a7 o] &5}
3 dolEuol A AJAYe] M2 sube] Ay A
Ao A FHHLR o]FolWn}. EFo|JEE
AHEAZRE AFAA G g 23S ol A}
Mol Al 1 FHE HAAHSA ARl A
Bo. vl Mue doleHolAle] AFAA
€ HA}] A8 EIRAE FYFAh volH
o|EA T Y BHAM E wf Iupxvie HolH
Hlo] A AR o] Eeo]dECIT. AA 7[NS T3
BN LELE ET0|AdET ARAAE FI8A
A 5 JEF 3vks} DBMSE Adstn A
AAE Aedte A&HHMH2E AT



£ BUBYAA B9 ARE 015 A%

N,

AAS) wdt 5d R §8

Fejolgle 2 v A W DBAM
2 2
23 AL A
28 (g 1l & B3| D
o3 g gl oy M, | B
sgf%»s_ = #" IS ] lgfl

g 16 BH} 3 DB SEA|IAHS S3 2=
Fig. 16 The integrated architecure of applied CORBA
and object database system

42 AEHAA BAN 2R S &T2

M 25l o] AFAA N g Seo]AdEY
ZH e deleidol2xy ARNNZ £HEA b
FEo. ETtoldEs DBY ARAA ] &3}
ol A= dFdd H237] e WA ALz
ASS T3 d2 HIEEH AFAAY HE
Zl AAQ LFAAN HYHVAE Y53 o] &
ARS8t MW A2l A AFAH ] e H2 8
gk ol AFAA N F H2AAE FY3}
= BQMAAYL 09 173 o] AF¥AA 7} DB
FH HAise] JdagdasisEe o] ddAdA Kt
E23 ARAA Y HAL2 R 53 53U
RE V122 HIAE FP@o

Bk 222 AAe AR FasHA e A
474 87HE AREARIZEE #91F F BYA
ZAAAAA HA o ARAL dAET A
ZAAAA = SFo)AdET 8T ASKAAA
HME BYgH HMETE Fxde A&SAAAA
£4 Bl A @ vd SIS BHIAIATEES

AZRE &dstn HEH H2A 8 FPdch

CEE:
gaelds L Aaﬁlcaigrmﬁ

ERELR B EREL
‘ H) J ‘ aaxﬂoﬂ L F#) ODBMS
¥ t * DBZ A
r [ | j LETE
ORB .

Q
Hzas

O3 17. X[&HN HoNAHS S83x
Fig. 17 The application architecture of persistent
security system

43 A& 4 A $Eut wde] P=
BN AEARAN 2T S8 male) A8y

S #37] AF AFHAL ZupA2g e A
=k HZAo] Rdst MADBAIARY] £47]
g A 2Aelnd a3 gridt HZARdg
g 239 ARFAANEHE THEA wa
43U 09 182 BY7INe] A&HRAA
2dd g 484 7t 2dE RoFa Qo
FupA 23 HADBA L] HIA o gL
MuAlaEle] vWime gl dAste ASAAANE
geg JIAole Fdste wd BT A
ZA0] ZIYe A&AAA ] HAE FF d2E
8 ojAgANA EBdE dder HIA]
S et HIAAE VE3A 3
AL BHIF FAFE ZLA7E olHE A

O

ghet.

of -y aju >

ZER PP

1 i 1

B 7]
A

R
)
rHxo

A DB
A o H A o

E

28

% 18 AN ot 2
Fig. 18 The evaluation model of practicality

B7IRke A& Bt AA"9] 8 Ryl
A84E BQsrl 9% mogdde Ad-eE
850MHze} Y=9-= 2000 FFAA BAs A
IonaAte] Orbix FulA| ¥ 3 ObjectStoreAls] 7Y
ADBA 2Bl AL&3te] ® 13 & ALEAY 4
el £40F a8l QUMEES Re HUE
23 ¥ 29 2L BUAIIREES ALEFY
$9 "WARE ded 2a85HE ARS 3o

dgsA

E 1. ALBRle] Holg R
Table. 1 A security token of user

28 7} 2% | ArEE
kys manager 2
choi executive 1

667



YA ELFTATI =EA A8A A3E

B2 X5MUHe HI2UTIEE
Table. 2 An access right list of persistent obiject

T Al 2 e Y BT ¥
%A amount 3
view () 5
A = deposit() 3
withdraw () 3

2IAE S Bt €& AAgE ¥ 37 #1
gdl&ge BHY ARE ol&dte FIAA B4
o] AIHelel L85 AZto] i 5t
AL ¢ F A o WA= HIA ] T4y
o &£4719F HIZ Ao alo] DBREEH A&H47H
AL ARzt A2EA8 FFo] FYHI) Q&
d F2AMg 4 &£z HelA egriwt J24
ole] ARt ATte] o 28 HUSTE #1)
g 5 ok B®F A28 29] g Fte e
HEAdEEe U2 8B ZRE o)8se A
ZAO Aol E & %] S AT = AN
th ol Y S22 RE HAYE A2w2Y A
FelE AFSGE 597z vy 2U2 BHYL
oz HIAE A3y BFojtt. 1dn
EF7INE Aol 2 FutA 2 E Fid 2
Bl RAIAH 3 AFDBAAE gl 44
2€3 Bse Bz 7NN EFEA AL
2+ Ao

H 3 HIHO Ma|Azt
Table. 3 Throughout time of access control

azgz | TIET sgom | ggne

A% | game | B2 | AA

100 0.0353 0.0406 0.0030

500 0.0640 0.0765 0.0031

1000 0.0940 0.1020 0.0032
v.d g

GBS Q=2 Agdte BF BASAAA

668

7L A% BAAR Y drtEx g B
HAHQL AL 7IgA 2"y HAARE deHn
BAAYP e AL tALY. wEt BaAs) J1E
g EAY ngdls oA oz B1YA
BE A A&EAAAAY B =dE AdA
th At 2de FHREAALHY FPFHog 7
Z50o] A48 F )3 FupA]ago] AFse= o
A=A6 Hage]l Betwd gjn AXDBA A

e wARd 47 FIAojmd Fal
S%HE YEz 7EH0) A8E & Ao =2}

o] MuAl 2" AADBAI&Fo] F3ls HI
Aol wrale o 4o AEAANAME ze vo]
HHlo]2F o2 FeolAdET} dF-AMeE &
Pt Aol AW RIE oprist AT
o] Ado g AF Mul& AAef Ui EAE °pr]
g 4 glenr ZaFo] i) ol HIAE
F33}7] A3t AEAAAAN 7 220y vz
ol §A3ls]o] e JAHAE Hag 37 g
o e BAZA A$gRsiet ATHe A
doll e FR /&S AT B =FoA
Atstn = BIYFHE o] &3 NEAHAAY
HA2Ael 2de Inpe}l AADBe Bt a2y
H 28 #gA5E dgz J2ZAo 75 S AFE
oZN MEFZE MP3n FHIA ZEY A
AHE-E TAAD £ Utk = F&3A =97ln
e YA Asrmds 71de] HAHA
FoolelE AEFn Je AKAAAAE 25
22X Aade] AP AP L ¥ 5 A
& ez JdEd. ¥F HYHAIIANEEL
B8 A2yl i 715 F S 2U4F A
DB¢} Bl A28 4 A= A58 = e o
g A7/t g8

Fuz#
[1] Cuppens, F. and A. Gabillon "A logical
approach to model a multilevel object

oriented database,” in Database Security,
Chapman and Hall, London, pp.145-166, 1997.

[2] Reddy M., ORBs & ODBMS "Two
complementary ways to distribute objects,"
Object Magazine, pp. 24-30, June, 1995.

[3] Karjoth, G., "Authorization in CORBA
Security," In Proceedings of Fifth European
Symposium on Research in Computer
Security, pp. 143-158, 1998.



4 BABFNA Y YRE 8T ASH AN B RY Y $§

[4] Blakley, B., R. Blakley and R.M. Soley, COR
BA Security: An Introduction to Safe Com-
puting with Objects, Addison-Wesley, 2000.

[5] Byme R, M. Roantree, "An Object Architec-
ture for ODMG Database,” Proceeding of
the 34th International HICSS Conference,
IEEE Computer Press 2001.

[6] Elisa, B., et al, "An Access Control Model
Supporting Periodicity Constraints and Tem-
poral Reasoning," ACM Transactions on
Database Systems, 23(3), 1998.

[7] Joshi, ].B.D. et al., "Security Models for
Web-based Applications,” Communications
of the ACM, 2. pp. 44-52, 2001.

[8] Hale, J., J. Threet, and S. Shenoi, Capabil-
ity-based primitives for access control in
object-oriented systems, in Database Secu-
rity, Chapman and Hall, London, pp. 134-
150, 1998.

[9] Pernul, G, A. M. Tjoa and W. Winiwarter,
Modelling Data Secrecy And Integrity, Data
& Knowledge Engineering, Vol. 26, pp.

291-308, 1998.

[10} Joon P., and S. Ravi, "RBAC on the web
by smart certificates." In Proceedings of
4th ACM Workshop on Role-Based Access
Control. ACM, Fairfax, VA, October pp.
28-29 1999.

[11] Hale, J., J. Threet, S. Shenoi, "A framework
for high assurance security of distributed
objects,” in Database Security, Chapman
and Hall, London, pp.99-115, 1997.

[12] Evered, M., "A Two-Level Architecture for
Semantic Protection of Persistent Distribu-

ted Objects," Proc, Intl. Conf. on Software
Methods and Tools, Heidelberg 2000.

R R4

219=(Young Soo Kim)

19899 29 AEUEw
3 249 (B9HA
1992 29 AW
p 7 EA(F YA
20033 8Y ZHldiEm HR#
At 59 (FrBYshiap

*FBARE AEY S&, BAHBAAAH

3] A &

ox

& 8]

o

Z|ZAl(Heung Sik Choi)

1983 24¥

324

1985 249 g=sr)ed A

EECE A

19914 24Y University of
5 i Rochester, 73 94 8} A\

19953 2¥ University of Rochester, Computers

and Information Systems, 73 g 8}utA}

1985 39 ~ 1988\ 6Y HO|FARFAATA

279

1995d 39 ~ @A AW v 2Y2ITEHE

A

¥FAHAER FAAY, FAZYAY, MEYA

A7

FFHSE T

669



