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ABSTRACT

Development of an efficient and secure payment system is prerequisite for the construction of electronic
payment mechanism in mobile environment. Since current PayWord protocol system generates vendor’s certificate

for each transaction, it requires lot of operation for transaction. In this paper, we use a session key generated
by ID-based tripartite Key agreement protocol which usz an Elliptic Curve Cryptosystem over finite field F q for

transactions. Therefore, our protocol reduces algorithm operations. In particular, proposed protocol using ID-based
public key cryptosystem has the advantages over the existing systems in speed and it is more secure in

Man-in-the-middle attacks and Forward secrecy.
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