X 23 23 (2003. 6)

rok
Hl
ox1
HI
oim
=
nx
o=
Jot:
toi
rr

A Simple Algorithm to Predict Committed Bit

Hyoung Joong Kim - Department of Control and Instrumentation Engineering
Kangwon National University Chunchon 200-701,
Koreakhj@kangwon.ac kr

ABSTRACT

This paper presents a simple method to
show that the committed bit based on pseudo-
random sequence can be predicted with a pro-

bability very close to.
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1. Introduction

A bit commitment protocol comprises COM-
MIT protocol and DISCLOSURE protocol,
involving a sender (Alice) and receiver (Bob).
Alice wants to commit a bit during the COM-
MIT stage. However, she does not want to
reveal it until sometime later, namely DIS-
CLOSURE stage. Bob, on the other hand,
wants to make sure that Alice cannot change
her mind after she has committed to the bit
up to DISCLOSURE stage. Bit commitment
protocol is an important area in cryptography
[1-6].
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There are at least three variant of classical

bit commitment protocol [6] :

(1) Bit commitment with symmetric key,

(2) Bit commitment using one-way func-
tion, and

(3) Bit commitment using pseudo-random

sequence generator

Among them bit commitment using pseu-
do- random sequence [5] is quite simple to
implement and easy to use. It is claimed that
if Bob’s random bit string is long enough,
then there is no practical way Alice can cheat
[6]. It was believed that this protocol requires
exponential time complexity to predict com-
mitted bit exactly. Here in this paper we
show that Bob can predict the committed bit
with considerably high probability before
DISCLOSURE stage.

Quantum bit commitment is a latest tech-
nology. It has been believed that quantum bit
commitment might break a road for secure
protocol. Unfortunately, it is also insecure

[2-3]. Thus, security of classical methods
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should be analyzed for further tight security.

II. Bit Commitment Using Pseu-
do-Random Sequence

Bit commitment protocol using pseudo-

random sequence is given as follows [5] :

COMMIT stage :
(1) Bob selects a random vector where for
and sends it to Alice.
(2) Alice selects a seed and sends to Bob
the vector where
(1)
DISCL.OSURE stage :
(3) Alice sends Bob her random seed .
(4) Bob completes step (2) to confirm that

Alice’s committed bit was itself.

Note that denotes the th bit of a pseudo-
random sequence generated on a random
seed where Alice and Bob have the same
pseudo-random sequence generator in mind.
Here, we assume that any pseudo-random

sequence generator works.

M. Determination of Commit-
ted Bit

Let which is a function of Bob’s random
sequence (), Alice’s committed bit () and the
pseudo-random sequence on a random seed.
Let the first elements of be the seed of the
pseudo-random sequence generator. Since

Bob knows the random number generator

architecture, he can try to find out whether

the seed generates or not.

Case (i) : If seed does not generate , Bob
concludes that the committed bit

is one.

Case (ii) : If seed does generate , Bob cannot

conclude whether the committed
bit is zero. The committed bit can

be zero or one.

To avoid the difficulty in Case (ii), Bob
changes the seed. First Bob recovers from,
since he knows. Then Bob derives another

seed' from the recovered .

Case (iii) : If seed' does not generate, Bob
concludes that the committed bit

is one.

Case (iv) : If the seed' does generate, Bob
concludes that the committed bit
is zero with a probability very
close to, and the committed bit
is one with a probability very

close to.

The novelty here is the property of the seed'.
When the seed' generates, the probability of
is, which .is very close to. When the seed'
generates, the probability of is. This property
of seed' helps in the determination of the
committed bit.

The weak point of the protocol is its
recoverability of seed in Equation (1). Thus,
if there is a way to protect the seed from

recovering, this protocol will remain safe.
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V. Conclusion

A simple algorithm is presented to predict
the committed bit the protocol using pseudo-
random sequence in this paper. It is shown
that the committed bit can be predicted with
high probability before DISCLOSURE stage.
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