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Multi User-Authentication System using One Time-Pseudo Random
Number and Personal DNA STR Information in RFID Smart Card

Soon Hwa Sung'- Eun Bae Kong''

ABSTRACT

This paper suggests a multi user-authentication system comprises that DNA biometric information, owner’s RFID (Radio Frequency Iden-
tification) smartcard of hardware token, and PKI digital signature of software. This system improved items_proposed in {11 as follows : this
mechanism provides one RFID smartcard instead of two user-authentication smartcard (the biometric registered seal card and the DNA personal
ID card), and solves user information exposure as RFID of low price when the card is lost. In addition, this can be perfect multi user-
authentication system to enable identification even in cases such as identical twins, the DNA collected from the blood of patient who has
undergone a medical procedure involving blood replacement and the DNA of the blood donor, mutation in the DNA base of cancer cells and
other cells. Therefore, the proposed system is applied to terminal log-on with RFID smart card that stores accurate digital DNA biometric
information instead of present biometric user-authentication system with the errors of pattern matching and pattern comparision. RFID in smart
card can manage personal information and trace the card situation when the card is lost, which doesn't expose any personal DNA information.
The security of PKI digital signature private key can be improved because secure pseudo random number generator can generate infinite
one-time pseudo random number corresponding to a user ID to keep private key of PKI digital signature securely whenever authenticated users
access a system. In addition, this user-authentication system can be used in credit card, resident card, passport, etc. accelerating the use of
biometric RFID smart’ card . The security of proposed system is shown by statistical analysis.

F|9= : RFID ADIEIFIE(RFID Smart Card), DNA STR Information, DNA Personal 1D, 222 2JAl4#(One-time Pseudo
Random Number), PKI XM JCIZ[(PKI Digital Signature Private Key)
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2.1 DNA HE X

o A, dF A4, AE, 281 handwriting 5 %
& A A3 Fe) wwg Q7sE ol Wy U
Hog BE Axglo £3589 WA identificatione
oA gk old e Eude 2agss AleAt
H0# 2& local applicationsoll #|g+& wra gt wid,

biometric information®] ©j& 7}x #el¥ DNA informa-
tiond FHGL 2A4E77L 0 ogde A F ol &
g privacy issue %ol biometric verification®] 242
DNA AR AH&& 933 22 applications] o} |35 o]
St afelx £33 DNA information® 2@H 0w
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FE F7MIM 2N identification H3HAo] Z7tE £ 9
7) Wl A& Fut 2l A5 9L potential
applications& 7}2t}.

Azt F& oF 50F cellsZ o] Folx gick M| DNA
sequence’t EAE R derhd 2709 YHFRE A o
15m® bandE® AT} o] Tz Yol 4259 bases
A, G,C and T(the first letters of the chemical names Ad-
enine, Guanine, Cytosine, and Thymine)7} W& s|o] QlTH5].
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(Z¥ 1) DNA9 STR informations el

DNA v} F29] base sequences® STR(Short Tan-
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7 243 o2l

L2
L3
Ls @ L6
Location

- DNA base sequence \\\-.\
ARG CTAGCT AT CGA TG A -

 TCGATCGA TAG ACT
1 2 3 10
[ascr+—{aeeracer}----{ascT}----

1 2 3 14

------------

STR(Short Tandem Repeat) repeat

(& 1) The STR information of DNA

2.2 DNA personal ID M4 2t
DNA personal ID aa® STR 7F$EE 7F271% pairs
#& sequence? o EH AAEL o] multiple lociE Hg

FopzloH6l].
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2.3 DNA personal ID mapping
A= DNA personal IDE aaZ FAISCE o] ga0l] &
£-% hash function A8l A3 a2 F S

Sa=h{aa)

Secure Hash Algorithm(SHA-DI[8]2 Y% hash func-
tion®] Uy¥t H-olx hol tfa) Al&HoXITh 4™ n(STR
multiplicity) = 159 @ ¢F 10” -bit size®} B/} §\7, n=

il

tE AL QISAILE 749
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3049 o 10'%-bit Hx7} Ak SHA-1= o] 2%

bits Bt} 22 bit string®d @ 160 - bit message digestS

£83l% one-directional functional computation® 433}
7] W&o o] hash function ¥1gdFL AEE 4 <lth
olm hi¥ publicC & 5,9 UvtAd S wAgtor 72 A g
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24 Smant Card
Smart card= AFE HLAHAEE F3 AR IF HRH
AAste] FAZAME A HHE Vo AR
Z& &t} PSE(Personal Security Environment)®] #%
2 ohde v FH B 5 5 SRR AME VH
s, wi A dg ohdd FAHA Ts E—v—?ﬂrﬂ B
i glth ojgdt AmtEFEY] g P R T
H 2olA & 5 . dukHQ AnEFIEE QITETH«]
s 53 U dolge BA WAE At R (FEA
8 deole e A8 S)7F Hol glvk B 2ntEFE W
8.2] EEPROM(Electrically erasable & programmable ROM)
of A7 7iQ17) 59 dolelE A4 + Atk H 4
AARzre] AvlEFI=E ICE 64kubo]ES i€ EEPROM,
ARMALSY] 2BIE BeHE X2 A4 SC100, Ad 453 =
EAME WA, AAdAY, ALItE, A48 FAA &7
51 RSA, DSS(Digital Signature Standard) A4S 7%
< g Al Agd § JoH9] & =FdAE HEA
}—7}‘:9} H]3 %4 RFID J71=9 45§ %% combi
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Electronic tash .
o] W l- _________________
Electrical contacts - 1
{(HIIY&Y) ey N i Secure Single Chip
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2.5 RFID(Radio Frequency Identification)

54 F34E o] 43 RFIDE DSRC(Dedicated Short
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THAl 88 & o] AB A% THo] FFso 9t ®
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%% RFID &7t #d 715¢ DB 9&& 39, B57]
Aol 7hsst BE Ao fdEd FHe gig ¢4l ¢
F4e] bt & RFID 25 7HAx 9y $HEL
73 4 %%Xl%éoﬂﬁ AP AFE A 5 gloy
olgA 5 ARE JEAQA Mulx 3 Qe ALg
Slof 2 ¢ vk RFID Al2=ge e, EdA Y, a8
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RFID% A|A& ~nfEyl=o] F3Eo] Fo 7153 DB 9
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Exhibit 1
Global Shipments of RFID Hardware to Support Supply
Chain Management Applications (Millions of Dollars)
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(222! 3) Global Shipments of RFID Hardware(Millions of
Dollars)
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31 oAbt 2T Jie

AuRE NN EAS A%y 7
dtol ohE daeE Ay *J}*Ur =L 3*4, ran-
dom challenge 5ol 4% ¢ v U EA7I7 F435
ojof &} W BAVE HARBE Aswo] zhEo]ok &
712 Al _g_/\o]tq F8kA 0] =glo) 93 A
et dA R ook g}

e a0 4HEY] el d2e & Qe Folth
W 47} 0, 21 Abole] Whatn A 27 38
O we FEE USE 5T 5 gk $#0 ohy
o w7k AAE i, mo1Y dharel diste] U

G sfete, mEA Fle G 2] FERT 52 2F
2 miA FE 453 F flolor v 1ehd ofEd
W (True random number)& HAsh 2 4oz
Br7bss g e o gAbd g (Pseudo ran
dom number)& A3t} dE ARgwTh Al GeTE

Fop U 4 e BEHA duFel TANA R
+2 ofmlareill
32 oAbt wa7lel 2H
A% W 49 F%ia-‘ﬂ Ho/As g 99z
@A 5 9k 2 47F0~2562 TN E k- 2560

2 & 7é° o 5 oAl %01]"1 T3 no] Fakd A o
09 Mg kol FHEE &

Ag8e ndl 29 o SAYE FEH o] HlEF
o glo] Ae #dd $£¥9¢& d4(random number)g} k.
w214 o A% glo] dAg A weh vasAT
I8 A @ o3 z7|3Eo] LA & 10789

Wag 2dsietn AFH AASE 83,1,6,04,2,9,5,7
Sz Zeahd Ue AN Ao 192 S 2715
A7lE o wek dAEt: B2 A dgrt Al

= & kAT Qe B2 39 27]3gk(seed)o] 1A H
W oAAEE Bee dAY FYE U 2N #A4E 7}
o} olAle] HFE W §F & APtk 9
FE APoHAE Addd o] HdFEHA F 7 A
QA et #A SAk(pseudo) et It 2R Ao
CU C++ollM = d¢E 2784714 srand(seed)(seed
£ unsigned int &, 0~65530)HH L 23, HFE A
SAAI7) = e rand( ) (B 0~327677F 24A)E 2t
F1000E 27188 10719 d5g E=HEE Had 7t
T Ry FA=E ofgfe} Pt

#include < stdio.h >

# include < stdlib.h >

main{ )

{

char again ;

srand(100) ;

for (again = 0 ; again < 10 ; again++)
printf(*%d”, rand( )) ;

}
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y(0) ={1,12, 41, 65, 83}
y(1) = {123,101, 82, 32, 5}

y(n-1) = {4, 24, 46,51, 7}
m={d1, ¢F2 d43 ¢4, dF5)

x(0) =y(0)9 %2713 #t(seed)
x(1) = y(1)¢} seed

-1) = y(n-1)¢] seed
x(n) =y(n)¢ seed

A A DE gedy, x(a) = y(b)e seedd 2$ a
=ho]a o]AE T} by BT A wEky B
= yy), y), -, yo-1), yin)& 22t A2 gad. ®
g x(n)e ymE H 7124 gz o] F% yn)
Ztzbe SAE J4E sty Hol o wdEAM dFo W
Fxoth yn)9 ¢ F, n+19 L 2569 1536AF ]
o o]FddlA & NE HI FAME duslstn Esg)ste
Holth, dF9 %JEH“ g BAZ T y=1fxAA f(x)
T 7] xoll g B54o] dr

f(“71") = E-’F?H‘-(‘ 1Mol EFg4gd 7] FuE Y
s ddd S HA wE} & bt E5gSs Fhol A
et a=711 b=7129 F$ 5 5 #%ol f() = b}
W oa bE AR 23, a=bo|HA fa) =) a b #lTh
3 ek one-way) FrolE2E f(a) FOBRE aE £
sAE Roth 7MY SR e Jld o wheolw
g He) Aghol ofU R ST W (0~255)2
ol Foj & A HAgeltt. ojd E¥eE YeE 27
e &E A TR A8y fsAelth. & srand
(100)1 4 “100"] 719 d&& 3}t G2 27|38
o] W7t AW 45 GHAol vestd Az ¢
717t srand(x)®) x¥ unsigned intE o2 100,000& ¥R
Eoot geta dssie] rdAdS ggste Folrt 5
ATt

J_% ?-_,}]_E}% ]}“] B.‘F‘S:]L‘ _4/\}-\&-?— }\gxc-}y]{_ ‘]'E_-?J]O‘]
2 A hdes AAsHgE 2ZEdR FAHE Ao

=P key
—» InputiOutput State
Update - XOR
Make Seed [

(o s

o)

b

Pseudo Random Number

(38 4) QS oAl Y| =

FtELH DNA STR Informationtt L3 QA2 ALRSH CIHE AR XL CISAIAE 751

A4S 1) med A9 Ry 998 98 Bs
%5 FIAFE Nond YISE ST AT o

Abdsr 2718 =R FT{16].

EUE gabds BV e dugFes ofFofz
o AR 25E AT seedE AEA FUATE re-
seeding 41253 seed2HH AL HrE A3 ¥d
3 gaelFoly, ddst duyFY 48 &s AsA B
Al7le dulole gaeFolth

@ Reseeding ¥4322152 e AHEZFE seedE A=
S EY seedE ol &AM 718 BAE dnEFe
2 TAEY 2 seed AN G2EET 7] A daEE
o2 FAd

{noise || state) = AL I 1211131 14)

(01 11 02) = RandomFnt(I1 || 12, key)

(0311 04) = RandomFnt(I2 @ 02 | 13, key)
(0511 06) = RandomFnt(I3 @ 04 || 14, key)

© 43t L3 EL gAdS A A dY FH
tASHA 37 Y38te], RandomFnt¥+8 F W ukEs}

oI AGEE AHFER BT

Randl = RandomFnt(state, key)
Rand2 = RandomFnt(Randl, key)

Rand27} &3 5= 9Aldoln
&9 Jdow Argdr)
@ gHoE gugdFaNe A3 duedFe £z e
o] 4522 Rand2t AAE AR ALEE ol
FAAANA Q4A =22 5 Utk #d A= AFA 4
dolE =z &1 FHANA =FEU, Randoant
g7k 4o AXE 5 g "o agnE dg

, Rand1 & Ulo|E &2

AR B 79 stateE AL EE YFE HFLES B
T 002 2713 AAk 39, = MEA QUlolE 3
ojob @t} 7|32 EAIE Update XOR dte 7]& 7
Ze o ALgEHE 1288 EX 1284 E Randl3} XOR 3

= Aotk o]y AAHe= Fle= duolEHY, dle)
Ed 719} Rand2E RandomFuntdt+e ¢doz 3+ 2
12 Qe (state) S Pulo]EAZITH

td

Key = keyoutputl
State = RandomFnt(Rand2, key)

olel% SAbs WAl U84 RandomPntol A
.‘

T4, A% A AT 2 gn £Xd] ke, AH
Hel 2y Ad HE 33, 717 8 34 53 £o] 7
Eo L FHEY GHIEE AAHUAG £ AAdE
Agabdg do Hade dolry) ) 189749 FAH
+ AAE Adsto] o= AES(Advanced Encryption Stan—

dard)[15] 4% 71& ¥ ?'5}4%1 deAd gk N1EeR A4
3 715 & A oabda WAy e1{16].
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4. Proposed user-authentication system

d dF dAAYEL gd 9F wAYZgN 3
“ﬂﬂql 2% M-S B8 49 JF % e 7¥E O 3
2T PIN+PKI 154, AvlE 7}z « PKI 9154, 44 ©
4 +PKI AEA Fol St} ¥ =Fe F Aga} oAy
AUES B 7&“‘ ARG QFAI A o2 A Q% Bop
) DNA91r fr718te] Hardware token %-ok¢] RFID 2w}
E ZF=(C Card), Z12]31 Software 1% Hokol PKI @z}
N GaA ARgA QEAl 28 S Aokgit)

o
oy
= °‘>*

-

4.1 DNA biometric signing
A ol ALEHI Qe ofufd 2How ojdma ¥
QE}LHF_ AE#= &8 DNA personal ID= 2AA

#d4E 7HE dAd Axold. mepa 23964
= I} DNA personal ID?) asS 43 645 key pairs
A28k information security systemol ] identifier 2
SR 5 Atk WANEE key pairs AAAE = 4
¥ A9 tolArES dsestsu) AL Algate] )
A719 FAANE Hdry

Hash function® AH23}o] private information DNA per-
sonal ID?! 2a& privatedtAl SATFGE= Qe 1 A
e vEbd & glohs delAE Y, DNAE Abzke)
AN A AHSAY 3 5 9ol g8 BM" 2
A%k wekA DNA personal DY) o 2% privatedtsl] §7)3}
71 S8 YT 648 key pair2 AT privates
FAANLY. F private keyZ 042 $E 331 public key
& A3t Certification Agency(CA)o| £ 2stc). ol Z A
biometric personal authentication® biometric signing-2 t}
% 2L PAA ez TR,

re o e
" HU to

® Secret key : Xa 2'%(bit string of about 160 hits)
® Secret key generation method : X3 = &4+ ra

® Person’s secret random number : ra(7]¢l IDe| t]-$
3 obd S Gabdg bAoA wHAE 71

ne 5% HupdelX Jjel IDE gdaid o)) njgs)
= AT SAbda Aol @A Ztolt) Biometric in-
formation e av &3 UE A1ge DNAY +1x gloma g
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¢ Public key : Ya
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4.3 Muttiuser-authentication system
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4.4 Statistical analysis of multiuser-authentication system
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t : number of tries
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P: : Probability of success
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