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A Study on Survivability of Node using Response Mechanism
in Active Network Environment

Jin-Seok Yang'- Ho-Jae Lee'" - Beom-Hwan Chang''!
Hyoun-Ku Kim'- Young-Ju Han'- Tai-Myoung Chung''*

ABSTRACT

Existing security solutions such as Firewall and IDS (Intrusion Detection System) have a trouble in getting accurate detection rate about
new attack and can not block interior attack. That is, existing security solutions have various shortcomings. Shortcomings of these security
solutions can be supplemented with mechanism which guarantees an availability of systems. The mechanism which guarantees the survivability
of node is various, we approach intrusion tolerance using real time response mechanism. The monitoring code monitors related resources of
system for survivability of vulnerable system continuously. When related resources exceed threshold, monitoring and response code is deployed
to run. These mechanism guarantees the availability of system. We propose control method about resource monitoring. The monitoring code
operates with this method. The response code may be resident in active node for availability or execute a job when a request is occurred. We
suggest the node survivability mechanism that integrates the intrusion tolerance mechanism that complements the problems of existing security
solutions. The mechanism takes advantage of the automated service distribution supported by Active Network infrastructure instead of passive
system reconfiguration and patch.

IR HE|E HEHT(Active Network), EZU(Intrusion Tolerance), MZEM(Survivability)
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int checkWebServer()

inti=0;

int sock ;

struct in_addr addr ;
struct sockaddr_in sin ;
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unsigned long start ;
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char buffer(1024] ;
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start = inet_addr(he) ;
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}
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