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Design of Privilege Delegation Mechanism
using Proxy Certificate
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ABSTRACT

In real life, we frequently use the proxy signature by delegating one’s own privileges. It is necessary to distribute the data related to privilege

delegation securely in order to use such a proxy signature in the Internet. However, in order to use the secure proxy signature, we need to

have some mechanism to prevent a proxy signer from misusing his delegated privilege with an issued proxy certificate. In this paper, we have
proposed a policy restriction field to prevent the misuse of privileges by applying proxy certificate and a privilege delegation mechanism to
manage information with related to privilege delegation. In addition, we have implemented the prototype to demonstrate the possible proxy

signature service using proxy certificate.
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ProxyCertInfo ::= SEQUENCE {
version INTEGER (0 --- MAX),
pC BOOLEAN DEFAULT TRUE,
pCPathLenConstraint INTEGER (0 --- MAX) OPTIONAL
proxyRestriction ProxyRestriction OPTIONAL,
proxyGroup ProxyGroup OPTIONAL,
issuerCertSignature ~ Signture OPTIONAL }

ProxyRestriction = SEQUENCE {
policyLanguage OBJECT IDENTIFIER,
policy OBJECT STRING )

Signature ::= SEQUENCE {
signatureAlgorithm  AlgorithmlIdentifier,
SignatureValue BIT STRING }

ProxyGroup 1= SEQUENCE {
proxyGroupName OCTET STRING,
proxyGroupAttached BOOLEAN DEFAILT TRUE };

DelegationTrace ::= CHOICE {
x509 [0] X509DelegationTrace

X509DelegationTrace ::= SEQUENCE {
agreedCertInfo AgreedCertInfo,
x509Acceptorinfo X509AcceptorInfo }

AgreedCertlnfo ::= Sequence {
ignoredExtensions SEQUENCE OF OBJECT IDENTIFIER
certSubsetHash Hash }

X509AcceptorInfo = SEQUENCE {

acceptorSig Signature,

acceptorName Name,

acceptorAltName GeneralName OPTIONAL,
acceptorCertHash Signature }

Signature ::= SEQUENCE {
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING }
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EtriPolicyLanguage = SEQUENCE {
period [0] EtriPeriodOPTIONAL,
usage {0] EtriUsageOPTIONAL,
target Application [2] GeneralNamesOPTIONAL.
}

EtriPeriod == SEQUENCE {
notBefore  INTEGER (0 *-- MAX),
notAfter INTEGER (0 - MAX)
}

EtriUsage ::= SEQUENCE OF IA5String
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1. Pc_issue_req(Pub_A)

2. Cert_agree(body of PC)

3. sign_by A(body of PC})

4. Pc_jssue(PC)
5. Sign_by_pe(data)
6. verify_resp(yes or no)
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[5 B4 verify acceptor_certificate and signature of DP :
Acert = {Ai, Apub, S-CApri [H [Ai || Apub]}

HIAi |l Apub]l == V-CApub [S-CApri[H[Ai |} Apub)]
HI[DP] == V-Apub [S-Apri [H [DPI]]

generate proxy_certificate :
PCcert = {Ai, DP, PCpub, S-Plpri[H[Ai || DP || PCpubl}
Pl — A : PCcert
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[6 @A sign message and send it to V :

S-PCpri (M}

A — V : S-PCpr [MI], PCcert, Acert

verify proxy_certificate :

HI[Ai || DP || PCpubl] == V-Plpub [S-Plpri [H[AillDP ||
PCpub] ]

confirm privilege restriction . delegation_policy

verlfy message :

HI[M] == V-PCpub [S PCpri {M]]
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