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A Correction Security Framework for Reliable Internet Services

Seung Min Lee'- Taek Yong Nam''- Sung Won Sohn''"- Chi Moon Han'''!

ABSTRACT

We propose a correction security framework as next generation security technology to provide secure and reliable Internet services. The
framework guarantees durability of the services in spite of external attack, intrusion, vulnerability of Internet. The main concepts of correction
security consist of the recovery and improvement technology. The recovery technology includes network survivability for fault tolerance, and
network management technology that covers the set of techniques aimed at providing rapid service recovery. The improvement technology
includes system itself improvement and dynamic improvement preventing faults from being re-activated, in cooperation with other systems such
as vulnerability analysis system, NMS, ESM. It is expected that our framework will be applied to global networks as well as system alone,
and be able to guarantee the network survivability and reliable Internet services.
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