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A Study on Key Information Service Protocol
for Secure XML Web Service

Nam Je Park'- Young Ki Moon''- Sung Won Sohn''?

ABSTRACT

XKMS(XML Key Management Specification), one of XML Security specification, defines the protocol for distributing and registering public
keys for verifying digital signatures and enciphering XML documents of web service applications with various and complicate functions. In this
paper, we propose XML Key Information protocol service model and implement reference model of protocol component based on standard
specification. Also describes the analysis and security method of Key Information Service(XKIS) for Secure XML Web Service, paying attention
to the features of XML based security service. This protocol component supported includes public key location by given identifier information,
the binding of such keys to identifier information. This reference model offers the security construction guideline for future domestic e-Business
Frameworks.
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. Introduction

in the first place for secure XML Web Service. The security

The XML(eXtensible Markup Language) is a promising
standard for describing semi-structured information and
contents on the Internet. Some of the well-recogmzed bene-
fits of using XML as data container are its simplicity, rich-
ness of the data structure, and excellent handling of inter-
national characters. The practical use of XML is increasing
in proportion to spread speed of XML Web Service as global
standard for Internet and Web Service. In this environment,

a security mechanism for XML documents must be provided
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mechanism also has to support security function for the ex-
isting non-XML documents, too.

The XML Security standards define XML vocabularies
and processing rules in order to meet security requirements.
These standards use legacy cryptographic and security tech-
nologies, as well as emerging XML technologies, to provide
a flexible, extensible and practical solution toward meeting
security requirements.

The Industry is therefore eager for XML and PKI(Public
Key Infrastructure) to work together in fulfilling the widely
held expectations for cryptographically secure, XML-cou-
pled business applications. The best-known simplicity of

XML is to provide portability of data between disparate
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business systems contrasts with the complexity of tra-
ditional PKI implementation. Therefore, a key architectural
godl in the XML Key Management Specification(XKMS) is
to shield XML application developers from the complexity
of traditional PKI implementation. It permits delegation of
trust processing decisions to one or more specialized trust
processors. It enables XML -based systems to rely on com-
plex trust relationships without the need for complex or spe-
clalized end-entity PKI application logic on the client plat-
forms where XML processing is taking place.

The world recently, by way to offer certification about
important transaction of this XML environment, is research-
ing about XML key management to integration of PKI and
public key certificate and XML application. At the same time
Setting a reference systems that embody this are developed.
But, R&D for actually system that domestic can construct
XKMS offer of Trust Service based on XML are insufficient.
Therefore, further research activity is needed for the pro-
gress and standardization of the XML key management
technology, and it is necessary to develop XML key mana—
gement system for the activation of the Secure XML Web
Service.

E-XKISS(ETRI XKIS System) which will be introduced
in this paper, is a subsystem of XKMS that has been im-
plemented to support the processing, by a relying party, of
Key Information associated with a XML digital signature,
XML encrypted data, or other public key usage in an XML
web application.

In this paper, we propose a design for XML Key Infor-
mation Service(XKIS) Model and we explain our imple-
mentation, service protocol component based on standard
specification. First we investigate related work on XKMS
and then we explain overview of the service system struc-
ture. Then we propose a design for service model and explain
implemented service protocol component. Finally, we explain
function of protocol component and then we conclude this
paper.

2. Related Work

2.1 Standardization Activities regarding XKMS

To simplify the integration of PKI and digital certificates
with XML applications, an industry consortium of VeriSign,
Microsoft, Ariba and webMethods have created the open
XKMS[2, 28, 31]. XKMS 1.0 was submitted to the W3C
(World Wide Web Consortium) as a technical note in March

2001 and a working group formed to develop a standard. And
it's getting more and more support from the industry. Later
XKMS efforts were joined by Citigroup, HP, IBM, IONA,
Netegrity, Entrust, Baltimore Technologies, Reuters and
more. Although a number of vendors released products and
prototypes based on the 1.0 specification, a number of minor
variations were made during interoperability testingll, 2].

The W3C has announced the launch of its XML Key
Management Activity, tasked with the development of an
XML application/protocol that allows a simple client to ob-
tain key information(values, certificates, management or
trust data) from a Web Service. Based upon the XKMS, the
Activity is chartered to produce a companion Recommen-
dation for the IETF/W3C XML Encryption and XML Sig-

nature Activities,

2.2 Products related to XKMS

Verisign and Microsoft, Entrust, Baltimore[4], RSA Se-
curity has its own XKMS reference solutions. Verisign is
one of the original authors of XKMS. Microsoft maintains
client and server sample code(ASPNET) at Internet web
site. Entrust maintains a java XKMS reference implemen—
tation as a service on the Internet web site. RSA Security’s
BSAFE Cert-] SDK supports XML-DSIG and XKMS.

3. The Structure of the E-XKIS Service Model

In this section, the structure of XKIS platform based on
XML Security and XML Key Information Protocol Service
Model will be introduced.

3.1 XML Security Platform

As is mentioned above, XML Security Platform has XML
Signature API, XML Encryption API and Java Crypto
Library as its subsystem. Java Crypto Library is compatibie
with Sun JCE(Java Cryptography Extension). XML Se-
curity Platform also includes XKMS Client service com-
ponent for certificate processing and retrieve private keys
and certificates for users. The following (Figure 1) shows
the structure of XML Security Platform(33, 34].

XML Security Platform processes input document to make
them secure and it is composed of XML Signature API's
and XML Encryption API’s.

XML Signature API provides digital signature generation
and verification that is in the form of XML document and
XML Encryption API encrypts and decrypts the e-docu-
ments including XML documents(, 61. The encrypted do-



cument is also in the form of XML. Encryption API pro-
vides platform independent Java Crypto Library and they are
called by XML Security Platform Subsystem for digital
signature or encryption[7, 8]. XML Security Platform uses
X.509 certificates that are issued by certificate Authority for
digital signature.

—= | Encryption /?‘
(8) —| Signature
2 ¥
Key A

P

Key
4 Locate Service

Coriificales 7

XML Security Platform (A)

XML Security Platform (B)

(Figure 1) The Structure of XML Security Platform

When XML Security Platform subsystem processes e-
document, XML Signature API signs it and it is sent to the
destination system. XML Security Platform subsystem of
the destination system verifies the signature using XML
Signature APT’s. In this case, authentication, integrity and

confidentiality of the document are guaranteed.

3.2 E-XKIS Service Model

XKMS defines protocols for the registration and dis-
tribution of public keys[1-3). The keys may be used with
XML Signatures, a future XML Encryption specification, or
other public key applications for secure messaging.

XKMS system is comprised of the XKISS and the XKR
SS. XKISS allows a client application to delegate part or
all of the tasks required to process an XML Signature to
a trust service. This is useful for developers who don't want
to implement the signature checking them, or who want to
delegate this functionality to an application service provider
that may be optimized for signature checking. XKRSS is an
XML-based replacement for existing PKI file formats that
are used when a user applies for a digital certificate[10, 11].
XML brings the same advantages to PKI as it brings to other
industries-open standards, platform independence, and hu-
man readability. Both protocols utilize SOAP(Simple Object
Access Protocol), and WSDL(Weh Services Definition Lan-
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guage) is used to define message relationships. The XKRSS
and XKISS protocols are expressed using the W3C's XML
Schema Language(l]. (Figure 2) shows XKISS service
model include XKRSS service of W3C.

PKI
Client Appilcation

Attributes Keys, identities.

_ Clont Appllcation

(Figure 2) Architecture of E-XKIS Service Model

As shown in the figure, a key owner registers his key
with an XKMS service provider who makes use of an
underlying PKI to store and bind the keys with identification
information. A commercial PKI typically contains a key
registration authority, a certification authority, a key valid-
ation authority, and a secure keys directory in which all in-
formation is stored(12-14]. Any Web service that wants to
validate a <ds:KeyInfo> element it has received can invoke
an XKISS service that once again makes use of the under-

lying PKI to complete the process[29, 32].

4. Design of E-XKIS Service Protocol Component

In this section we explain our design of XKIS service

protocol component.

4.1 Overview of XKMS Protocol in W3C

The XKMS protocol is essentially a request response pro-
tocol layers on SOAP, with optional embellishments de-
scribed at the end of the chapter[1-3].

SOAP Request

N SOAP Request
Relying ’ XS > Key Holder
Party «——— | | XKISS! [X-KRSS| | ¢—0n
SOAP Responese SOAP Respor

Locate Keys and Generaes, registers
Validate Certifiates and revokes Key

(Figure 3) XKMS Protocol

The request and result messages used in the individual
XKMS operations share a common format. These common

members are defines in <Table 1> [32).
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(Table 1> Members Common to Request and Resuit Elements

Item Description

Id@ A Unique identifier for the message

Service@ | The service URI of the XKMS service

Randomly generated information that is used in the
Nonce@ | extended protocol processing options to defeat replay
and denial of service attacks

ds : An enveloped XML Signature that authenticates the
Signature | XKMS messages

OpaqueClient| Optional information supplied by the client in a
Data request that is returned unmodified in the response

Additional members are defined for request messages,
allows the client to specify the protocol options it supports,
the types of and maximum quantity of information to be
provided in the response, and additional information used in
the extended protocol options. These additional members are
described in <Table 2>[32]. Additional members are defined
for request messages, allowing the service to specify the
result of the operation(success, failure, etc) and binding the
request to the response by means of the request Id. These

additional members are described in <Table 2>.

4.2 Analysis of XKIS Protocol

One of the major service of XKMS is XKISS defines pro-
tocols to support the processing by a relying party of key
information associated with a XML digital signature, XML
encrypted data, or other public key usage in an XML aware
application[2]. Functions supported include locating required
public keys given identifier information, and binding of such
keys to identifier information.

XKISS defines three levels of key information service that

is Retrieval Method, Locate Service, and Validate Service.

1t mentions the possibility of higher-level services, such as
those dealing with long term trust relationships or the status
of trust assertions. <Table 3> shows Tiered service mode
of W3C specl[2].

{Table 3> Tiered Service Mode

Level SeTrwce Comments
Name
Tier - Client performs the location and validation M
0 itself
Tier Location Client delegates location to assertion server, M
1 but performs validation itself
T'1er Validate Client delega.tes both location and validation M
2 to the assertion server
Tier . Establishment and management of long term
A . . 0
3 ssertion trust relationships
Tier | Assertion .
- < - O
4 Status Management of the status of assertions

(M : Mandatory, O : Optional)

The following (Figure 4) shows the Locate Service pro-
tocol. A client receives a signed XML document. The <Key-
Info> element in the signature specifies a retrieval method
for an X509 certificate. The client lacking the means to
either resolve the URL or parse the X.509 certificate to obtain
the public key parameters delegates these tasks to the trust
service. The following (Figure 4) shows the Validate Service
protocol. The client sends to the XKMS service a prototype
containing some or all of the elements for which the status
of the key binding is required. If the information in the
prototype is incomplete, the XKMS service may obtain
additional data required from an underlying PKI service.
Once the validity of the key binding has been determined
the XKMS service returns the status result to the client.

{Table 2> Members of the Request & Response Element

Ttem

Descriptionltem

be specified

Specifies ant extended protocol options supported by the client for this request, such as
ResponseMechanism | asynchronous processing or the two-phase protocol. Multiple ResponseMechanism values may

Specifies a data type that the client requests be present in the response, such as a key value,

ResponseWith e " . . . .
Do an X509 certificate, or a certificate chain. Multiple ResponseWith values may be specified
Request Element Optionall ifi ns of notifyi leti { the operation when asynchronous
PendingNotification ptionally specifies 4 means of notifying completion o pel \
processing is used
OriginalRequestID@ ’-l‘his attn'!)ute is used in the extended protocol to specify the ID attribute of the initial request
in a multistage request
ResponseLimit The maximum number of key binding elements that the service should return in a response
ResultMajor The principal result code of the XKMS operation

ResultMinor

Response Element for the result

The secondary result code of the XKMS operation, giving additional information such as reason

RequestID

The ID attribute of the corresponding request
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(Figure 4) Protocol of Locate and Validate Service

In XKMS 1.1, all operations consisted of a single request
message followed by a single response. XKMS 2.0 specifies
additional protocol options that allow a client to make mul-
tiple XKMS requests simultaneously, allow an XKMS ser-
vice to queue XKMS requests for later processing, and make
it possible to defend against denial of service attacks [32].

First, Asynchronous processing may be required because
some form of operator intervention is required to complete
an operation. Asynchronous processing is also desirable in
cases where the request may take a long time to complete.
Asynchronous processing involves two separate request/
response pairs. Second, Two Phase Request Protocol pro-
viders protection against denial of service attacks by
checking that the requestor can read IP packets sent to the
purported source of the request.

Result

- 4
5013
© -
S|i®
2|15
Q R
Z|i8
[s)

Processing Delay

Client —u— =

l Asynchronous Processing '

| Two-Phase Reauest Protocol |

I Advanced Protoco! of XKMS 2.0 i

(Figure 5) Advanced Protocol features of XKMS 2.0

The following (Figure 5) shows the Asynchronous pro-
cessing. The Client makes the first request specifying the
Response mechanism type <xkms:Asynchronous>. The ser-
vice may return the actual response immediately or signal
that the response will be returned asynchronously using the
ResultMajor code <xkms:Pending>. Once the service has
completed processing the request, the client obtains the re-
sult by issuing a pending request messagel32]. The follo-
wing (Figure 5) shows two-phase request protocol. The

client sends an initial request to the service. Unless the ser-
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vice has reason to believe that the request is part of a denial
of service attack, the service may respond with an immediate
result. If the service has determined that it is under a denial
of service attack and the request may be a part of that attack,
it returns response with the ResultMajor code <xkms :

Represent> that contains a nonce value. In order for the
service to act on the request, the client must represent the

request together with the previously issued none value.

4.3 Design of E-XKIS Service Platform

In case tools that is based on Java these advantage that
can bring much gain economically, without porting process
between kinds of machine. When develop program of mul-
tiplex platform environment. Specially, When develop clie-
nt/server program. These can use same module, just as, it
is in spite of that development environment can be different.

XKIS Service Platform is a Framework for the approaches
about function of XKMS System and work for development
based on Java platform. XML Security API is expressed by
structure of Java Crypto Library and XML Paser, XSLT
processor. And It includes service provide mechanism.
SOAP security API supplies XML Web service security.
And XML security API and SOAP security API supports
key exchange and encryption. It supports XML Signature
and XML Encryption function. Based on this, XKISS service
platform is composed. So, XKISS service application pro—
gram are achieved by component of service platform that
is constructed by each function. Other than system appli-
cation, Many XML web application security can be provided
using the XML security API and Library that is provided
from the XKIS Service Platform.

=y
‘ XML Security Application —{

EXSO/XKMS (XKISS, XKRSS)

Profiling API | | Other Service API's

XML Encryption / Decryption

l Signature/Digest H Keylnfo H Transform H Canonicalization }
— l Utility

I Document Enc/Dec | [ Key Wrap/UnWrap

XML Security API

SOAP Security API

J-Crypto

Java Virtual Machine l

E =
1 Win32 J( Solaris ” Linux l! Others
| {

S

(Figure 6) Architecture of E-XKIS Service Platform
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(Figure 7) Locate and Validate Service Model of E-XKISS

(Figure 6) illustrates the architecture of E-XKIS(ETRI
XKIS) Service Platform. Major components of XKISS Ser-
vice Platform are Java Crypto Library, XML Security API,
SOAP Security API, XML Signature API, XML Encryption
APL

44 Processing Flow of E-XKIS Service Protocol Component

XKISS supports two services. Locate Service resolves a
<ds:Keyinfo> element but does not require the service to
make an assertion concerning the validity of the binding
between the data in the <Keyinfo> element.

The Validate Service provides all the functions of locate
but returns a trusted key bhinding that has been validated
in accordance with the policy of validate service.

Locate Service retrieves and provides information concer-
ning keys. In Locate Service of (Figure 7) begins with an
incoming XML Signature. The <ds:Signature> element is
parsed for the <ds:Keylnfo> element that contains a <ds:
KeyName> element including the odd key identifier. We are
assuming the signature processing application doesn't un-
derstand this identifier and must delegate the processing to
a key location service. This key locate service processes the
key identifier and makes a database query that matches it
to an X.509 certificate. This certificate is then formatted as
a <ds:Keylnfo> element and passed back to the signature
processing application. At this point the signature processing
application has enough information to perform cryptographic
validation of the signature processing application. At this
point the signature processing application has enough in

formation to perform cryptographic validation of the signa-

ture. It now has a public key, whereas before it only had
a single key identifier. The signature processing application
may now choose to perform path validation on its own, or
it may decide to delegate this action to a service as well.
The key location service is the first tier of XKISS, which
is called the locate service. In addition to passing off <ds:
KeyInfo> element, the signature processing application may
also pass off a <ds:RetrievalMethod> element if the sig-
nature processing application doesn't have access to the ne-
cessary network or server location,

The second tier is called the Validate Service and is re-
sponsible for asserting trust over the binding of a name and
a public key. The Validate Service is a superset of the Locate
Service. This means that in addition to providing name key
assertions, it can also locate public key values. In Validate
Service of (Figure 7) we have a situation similar to the one
presented in Locate Service of (Figure 7). In Validate Service
of (Figure 6) we are passing a <ds:X509Data> element to
the Validate Service with the expectation of a status result
and an indication of the key binding. Validate Service gives
us the name and public key from the queried certificate as
well as make en assertion regarding the binding between
the name in the certificate and the public key.

(Figure 8) illustrates the processing flow of XML Sig-
nature and XML Encryption in XKISS[29, 35, 361.

Processing Flow of Signature key information service is
as follows.
(D Sender security registers his or her public signing key
with an XKISS (or XKMS)



@ Signed message is sent to the receiver.

@ Receiver retrieves the public key and verifies the sig-
nature

@ In order cases, the trust service may obtain signing
key information from other XKMS Service or other

types of servers.

Processing Flow of Encryption key information service is
as follows.

@ Receiver security registers his or her encryption public
key with an XKISS (or XKMS)

(® Sender retrieves the public key and encrypts the mes-
sage to the receiver.

(© Receiver receives and decrypts the message retrieves
the public key and verifies the signature

@ In order cases, the trust service may obtain encryption
key information from other XKMS Service or other

types of servers.

Trust Service
(]) (ﬂ)

E-PKI Service Trust Sepvice

(Figure 8) Signature and Encryption service flow of XKISS

5. Implementation of E-XKIS Service Protocol Component

5.1 Implementation of protocol component

XKISS has been implemented based on the design de-
scribed in previous section. Package library architecture of
XKISS based on CAPI(Cryptographic Application Progra-
mming Interface) is illustrated in (Figure 9). Components of
the XKISS are XML Security Platform library, Service
components API, Application program. Although XKIS ser-
vice protocol component is intended to support XML ap-

plications, it can also be used in order environments where

XML 2 MUIAS 218 7] B8 MulA Z2ES0 28 ¢17 775

the same management and deployment benefits are achiev-
able. XKISS has been implemented in Java and it runs on

JDK ver 1.3 or more.

Service XKISS SendRequest CreateResut @
Service hterface
Application Program CresteAuth
x T x
=5 + + ¥
¥ +

YKMS XKISS [ Responwith ] KevUsageCade [ i ) }

(CstausCode ) [ Resurcode ) [ seviceURI_J(( ReasonCode )

Service ¥
s [MJ[ oca Pt ]M‘J}

Component | ryocs Biock ( et ) L st ) [van ] ( }
Component XKMS_Message ) {_ ServicetRl | (__Kev@ing | [ xKMSinitializer )
v s % s : 5
- — ¥ - 3 v
{ XML Signed and Encrypted document Generation/Verification
{ XML Signature [ Text Encoding, XML Document Pmcessmﬂ (Excepﬁon Handing]
(oo sgnature ) [XML Encryoton/Decryetion)
M
[ Transform }[ - ] L Compression ]
S| . Encrypton (sommetrc key Encrpton)
Platiorm X ([ Kevtnto Processing ] {_Diaital Siganture |
Library >
ova [Cetiicate ) Key Generation/Aarement [ Signature
Crypto Labrary MAC Cloher Message Digest

(Figure 9) Package library architecture of E-XKISS based
on CAPI

The manner in which the various XKIS service builds
upon each other and consumes each other’s services is sho-

wn in the following diagram.

XML Security

Trust Service

E-PKI
Service

e | e | o ||

)

e | ]
| |

XML Protocol

M MWI‘BSD&X?I

(Figure 10) Interrelation of E-XKMS(E-XKIS) service

The Arrow reflects the primary relationship between the
security services. The First(Alphabet) path shows alter-
native ways of checking the security of a SOAP message
secured using Web Security Service. Second(Number) path
is the same except Web Service Security delegates signature
checking in its entirety to a Digital Signature Service. The
figure for representing Testbed Architecture of XKIS ser-

vice protocol component is as follows (Figure 11).
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~ E-XKIS Clent () ——— -

BEEE

(Figure 11) Testbed Architecture of E-XKIS Service Protocol
Component

We use Testbed system of windows PC environment to
simulate the processing of various service protocols. The
protocols have been tested on Pentium 3 and Pentium 4 PCs.
It has been tested on Windows 2000 server, Windows XP.
The E-XKIS server is composed Server service component
of XKIS platform package. The communication protocol
between the Server and Client follows the standardized
SOAP protocol illustrated in (figure 11). And the message
format is based on specification of W3C. <Table 4> sum-

marizes function of XKIS service protocol component.

(Table 4> Function of E-XKIS service protocol component

Service E-XKIS
& Protocol | Tier 0 | Tier 1 | Tier 2 | Tier 3 | Tier 4
Register Service * * ® * * KRSS
Locate Service M M * ¢} O
Validate Service] M M M 6} 0 -
Recovery/
Revoke Service * * * * * KRSS
Compound
Request Protocol 0 0 0
Synchronous
Processing * M M * *
Asynchronous
Processing * 0 0 * *
Two-Phase
Request Protocol * 0 0 * * -
Payload
Authentication * 0 0 * * B
HTTP
Transport M M M M M -
SOAP 1.1
Transport M M M M M

(M : Mandatory, O : Optional, * : No Recommendation)

5.2 Performance Evaluation

(Figure 12) (a) showed difference for 0.2 seconds that
compare average transfer time between client and server
of XML Encryption&Decryption by XML Signature base
on XML Security Platform. According as increase client
number on the whole, showed phenomenon that increase

until 0.3 seconds

60
50
40
30

[mSignature (Sec.) B Client (Num) |

fl Client (N\um.) mProtocol (Sec)

(a) (b)
(Figure 12) Performance Evaluation

(Figure 12) (b) is change of average transmission time
according as increase client number in whole protocol en-
vironment. If client number increases, we can see that
average transfer time increases on the whole. And average
transfer time increases rapidly in case of client number is
more than 45. Therefore, client number that can process
stably in computer on Testbed environment grasped about
40. When compare difference of (Figure 12) (a) and (Figure
12) (b). Time of XML Signature module is occupying and
shows the importance of signature module about 60% of

whole protocol time.

6. Conclusion

In this paper, we have proposed the Key Information Ser-
vice Protocol Model based on XML(E-XKIS Model) for
secure XML Web Service. And we designed a Security
Platform based on XML(XML Security Platform) that pro-
vides security services such as authentication, integrity and
confidentiality for XML Web Service. It provides XML
Signature function, XML Encryption function, Java Crypto
Library for securing XML document that are exchanged in
the XML Web Service. And then we implemented service
protocol component of XKISS(E-XKIS System) based on
X-KISS standard specification of W3C. It provides function
of Locate and Validate Service based on service protocol.

XKIS Platform of this paper can be applied to various ser-



vices that require secure exchange of e-document such as
B2C, B2B and XML/EDI Since it is developed in Java, it
can be ported easily to various platforms. And Since XML
Signature, XML Encryption, Java Crypto Library is con-
forming to international standards, XKIS Platform is com-
patible with many security platforms that conform to the
standards.

Further research and development are needed on the
integration between two system that XKISS and PKI Sys-
tem. And Need continuous research for integration of XML
Signature&Encryption technical development in mobile plat-
form and XKISS based on wire/wireless system for XML
Web Service of next generation Web business environ-

ment.
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