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Comparison and Analysis of Protocols
for the Secure Binding Updates in MIPv6

YouSeuk Won' - Kyungsan Cho'!

ABSTRACT

For the route optimization in the MIPv6, MN (Mobile Node) sends CN (Correspondent Node) a binding update message to notify the binding
of its HoA (Home Address) with its new CoA (Care-of Address). However, unauthenticated binding updates expose the involved MN and CN
to various security attacks. Thus, protecting the binding update process becomes of paramount importance in the MIPv6, and several secure
binding update protocols have been proposed. In this paper, we present the criterions for comparing the protocols’s security including the
vulnerability to the attacks, the manageability of protocol, and the performance of packet exchanges and cryptographic operations. Then, we
analyze the four typical binding update protocols based on the presented criterions. In addition, we propose some improvement tips for secure
binding updates.

NS MiIPve, OHEE HiolEl WM (Secure Binding update), EoHM(Security), Z2E® A5(Protocol Performance)
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MN HA

CN
HoTi HoTt
{HoA, CN, Chi} {HoA, CN, Chi}
CoTl
{CoA, CN, Cci}

HoT HoT
{CN, HoA, Chi, Thk, Ihn} {CN, HoA, Chi, Thk, Ihn}

<

{CN, CoA, Cci, Tck, icn}

Bu
[CoA, CN, HoA, Seq#, Ihn, icn, MACH >

Thk = HMAC_SHA1 (Ken, (HoA, Nonce))
Tck = HMAC_SHAI (Ken, (CoA, Nonce))
Kbm = SHAI (Thk | Tck)

MAC = prf (Kbm, (CoA | CN | BU))

Seq# = sequence number

Ihn = home Index of nonce

Ien = care—of Inex of nonce
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MN CN

S .

BU
{CN, CoA, HoA, Seq#, LT, Pwn, SIGun

e

SIGay = Sy (CoA | CN | HoA | Seg# | LT | Pary | 128-n)
Swmn = private key
Pun = public key (left-most (128-n)bit)
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MN HA CN

COOKIED
{HoA, CN, Cof
COOKIET
{CN, HoA, Co, Ci, mi}

EXCHO
{HoA, CN, Co, Ci, Ni, Na, g', TS, SIGw, Cerl

EXCH1
{CN, HoA, Co, Cy, g', MACi]
REP CONFIAM
{CN, HOA, No, keut {CN, HoA, MAC:}

Bu
{CoA, CN, HoA, Seq #, MAC}

l

Pw/Sii = public/private key

SIGu = Si(HoAICN|g*IN; Nz | TS)
Cery = {HL, Py, VI, SIGcal

ke = prf (kpsg, Nif No)

Diffie-Hellman key kpn = (g")"

MAC; = prf (ke, g’ | EXCHO)

MAC: = prf (ksc, EXCHD),

MAC = prf (kai-, CoA |CN|HoA | Seq# LT)

(12 4) 2ot Z2A| J|Ht Z2EZO| ¥ Y

REQ
{HoA, CN, No}




758 HEROSISE 2T MO0 Mo 030

332 LRED ok
AA A dlE B HoH law 8 dga
Hol a7t gdom, CAd &3 9% = CRL 5o i

g Aste] Egsirt

rO
e
=
et
fiis
fii)
o
‘_»1

34 ABK(Address-based key)

Fa 7Nke FAFE BASHE ABKOlA MNE o3
o gur FAANE olEatd MHINE AT T TH A
A7 wiely 73Al gAS 43 skei3, 9] HAE 418
A4ARel IPKGR T35t 2palel & AR gl

MNE9 719k 4538t A5 AAst] 2 MNA
A FskaL, CNell Al ¢33 A48 ATt (NS HARF
B 433 A58 Ao MN9 Fa2RE F471E A
o MNeAA A7) Jug gsste d4sch taA, &
M8l dgoht dFEHE dagith

ox
X g

r
pass

rir

i

ri

3.4.1 ZREZ 58 3}F

MN ) HA CN
ABK Request
{Params_ver}
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{Params, params_ver, time, NMAC}

{E = ENCRYPT(k_m, IPuk, Params)}
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