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Design and Implementation of the Intrusion Detection Pattern Algorithm

Based on Data Mining
Sang-Hoon Lee'- Jin Soh™

ABSTRACT

In this paper, we analyze the associated rule based deductive algorithm which creates the rules automatically for the intrusion detection from
the vast packet data. Based on the result, we also suggest the deductive algorithm which creates the rules of intrusion pattern fast in order
to apply the intrusion detection systems. The deductive algorithm proposed is designed suitable to the concept of clustering which classifies
and deletes the large data. This algorithm has direct relation with the method of pattern generation and analyzing module of the intrusion
detection system. This can also extend the application range and increase the detection speed of exiting intrusion detection system as the rule
database is constructed for the pattern management of the intrusion detection system. The proposed pattern generation technique of the deductive
algorithm is used to the algorithm which can be changed by the supporting rate of the data created from the intrusion detection system. Finally,
we analyze the possibility of the speed improvement of the rule generation with the algorithm simulation.
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mnl
192.168.123.20

1368 mm). kndu. ac.kr
1373 191.168.123.20 1. kndu. ac. kr TELNET - Telnet Data ...
1561 Al kndu, ac. kr 192.168.123.20 TELNET  Telnet Data ...
,1562 192.168.123.20 ). kndu, ac. kr TELNET  Telnet pata ...
1566 mil.kndy, ac. kr 192,168.123.20 TELNET  Telnet Data ...

40 2002-01-23 14:28;
41 2002-01-23 14:28;
42 2002-01-23 14:28;
43 2002-01-23 14:28:
44 2002-01-23 14:28;

Telnet pata

45 2002-01-23 14:28; il kndu. ac. ke TELNET  Telnet para ..
46 2002-01-23 14:26:36.1970 me1. kndu, ac. ke 192.168.123.20 e Telnet > 1042 [»zkj 5eq=305890614 Ack=.
47 2002-01-23 1 192.168.123.254 NBNS Name query NSTAT *<00><00><00><00><0(:
48 2002~01-23 14, 192.168.122.20 W pestination unreachable
49 2002-01-23 14:28:37.3339 192,168.123.20 mn. kndu. ac.kr TELWET  Telnet Datd ...
50 2002-08-23 14:28 .kndu, ac. 192.168.123.20 e relnet > 1042 [aCK] Seq=305890614 Ack=:
2 192.168.123.20 TELNET  Telnet Data ...
. kndu. ac. ke TELNET  Telnet ata ...
192,168.123.20 TELNET  Telnet bata ...
6339 192,168.123.20 . kndy, ac. kr TP 1042 > telnet [ACK] Seg=398106 Ack=305i
6039 192.168.123.20 192.168.123.25¢ NBNS Name Query NBSTAT “<00><00><00><00> <00

- 128,

56 200201 23 14:28:38.69% 192.168.123.234 192.168.123.20 IHe bestination unreachable
128:38,8525 ACCTON_66:57:96 Rifastiniii ARP who has 192.168.123,2547 Tell 102.168. )

8788 192.168.123.20 . kndu, ac. ke TELNET  Telnet Datd ...

8794 mml kndu, ac.kr 192.168,123.20 TELNET  Telnet Data ...

0338 192.168.123.20 mm?.kndu. ac.kr L 1042 > teltnet fACK] Seq=398107 Ack=305|

6262 192.168.123.20 mnt kndu, ac ke TELNET  Telnet Data ...

6269 m1. kndu. ac.kr 192.168.123.20 TELNET  Telnet pata ... o

7338 192.168.123.20 mn'\ kndu, ac.kr TP 1042 > telnet [ack] 5eqe398108 Ack=3058¢f,

(22l 2) m3] Zejolf 23t &4 ZREZ HE

2 HAAA dE ¢ A dHolH el Sojn
® Packet Type : IP, UDP, ICMP, TCP %

o AA [P addr. : AL B AlAad Fa4

CIOIE OfolE 718 AUEX IS €u25e €4 & 78 719

o 214 1P addr.: A7e] BAA Fa
® Source TCP/UDP Port : @48 A%3
]2~ LE W%

e 2332 TCP/UDP Port : telnet, ftp, nfs 53 Z-& A

= 32E9 A

=9

OF:
ﬂags %

@ 248 (Connection) : AL MEA FIHEEA
Hol 53 o3l & 9, H&A7Hduration), A

5 dolg % %

@ AW &(Contents) : H2E EA#H go] Fjqoz
ulo]id A Lo 3uH3t Eﬂ”é‘ikl, 58% &2 Apz=
B4} E-mail®] [P header FE7} Ut

[

(19 3)& dely "©E¥ TCPDUMPE %3 o4& A
Y JHE HoFT}

[jso@mmi_db logl$ tcptrace ~pw 0325@1142-snort.Jog
Running file ‘0325@1142-snort.log’
Checking for file format ‘tcpdump’ (tcpdump -- Public domain
program from LBL)
Using ‘pcap’ version of tcpdump
Tepdump format, physical type is 1 (Ethernet)
File format is ‘tcpdump’ (tcpdump -- Public domain program
from LBL)
Trace file size : 672 bytes
Packet 1
Packet Length : 92
Collected : Sat Mar 25 14 : 47 : 25482322 2000
ETH Srce :00:10:ad tec : 54 : €0
ETH Dest : 00:80:¢c8:8f: 9 : b
Type : 0x800 (IP)
IP VERS : 4
IP Srce : 192.168.0.210
[P Dest : 192.168.0.230
Type : 0x11 (UDP)
HLEN : 20
TTL : 128
LEN:78
D : 4170
CKSUM : Oxa74c
OFFSET : 0x0000
UDP SPRT : 137
DPRT : 137
UCKSUM : 0xbb79
DLEN : 58 (only 50 bytes in dump file)
6 packets seen, 0 TCP packets traced, 6 UDP packets traced
elapsed wallclock time : 0 1 00 © 00.045390, 132 pkts/sec analyzed
trace file elapsed time @ : 00 : 07.508062
first packet @ Sat Mar 25 14 47 : 25.482322 2000
last packet @ Sat Mar 25 14 : 47 : 32.990385 2000
no traced TCP packets

(32! 3) TCP header M2 F=
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Aed BEAE 72U AadS JEth & X -V,
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procedure Apriori Algorithm ()
begin
F, := {frequent 1-itemsets) ;
k=2,
While ( Foey += 0 ) do {
C, = New Candidates of size k generated form F,.,
forall transaction t € D do {
Add all of each item in t to C, ,
removing any duplicates.
Increment the count of all candidates in C;

that are contained n t.
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F;, = All Candidates in C, with minimun support. ’
=k ~1;

}
Answer = k F, J

end
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3%l (Feature Pattern)o] wi} 2FHojc), 259 wiwal
FEAHY FEEL IR FH5L QYUY (2P 9)
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® OOOHEL gk WA A9 98 WA wE
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@ we B AR BEHOE PUN FE AN

4 2o gEEd AAee A4 g AA
9 A4S Bk

(D Delete any item in D that consist of —T
uninterested an item & string vaule ;
@ Select Item of Each Record Randomly ;
for (i =1; Threshold == 0;i++ ) do {
@  GetValue (Shortest_Center value) ;
@  Generating_Class_get_vlaue (Each Class Center_value) ;
®  Cluster.Classli] := Equal_of Item center_value ;
® '
@  While (Cluster.Class[il # 0) {
®  F| = Pre-Processing ({Cluster.Class[i]}) ;
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Transaction IDT duration [serwre sre_byte dst_byte
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