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Design and Implementation of Mobile Security System
for Digital contents Rights Protection in Wireless Internet Environment

Hoojong Kim'- Seungwon Na't

ABSTRACT

As wireless Internet spreads widely, circulation of various types of digital contents becomes active. Therefore, it is necessary to make a
mobile-based DRM (Digital Rights Management) system to protect digital contents from illegal reproduction and to give proper rights to contents
users. In this paper, we present a mobile security system, which protects the copyright for digital contents offered throughout the mobile
environment. Our security system is focused on presenting mobile-based DRM architecture. Especially, considering mobile device’s decrypting
power, we adopted partial encryption scheme. For this, we compared and evaluated the performance of each contents encryption scheme (the
entire encryption scheme and the partial encryption scheme) and proved that a proper DRM system for current wireless devices is the partial
encryption system. Our mobile DRM system can be very efficient to protect contents on the wireless Internet environment.
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DRM Application (MP3 Player, Image Decoder, Media Player)

’
Raw Contents

p

DRM Ciient Module

DRM Manager

+ DRM Client Module External Interface
» DRM License Re-acquisition interface

DRM Agent

» DRM Package Header Analysis
- DRM Contents Decrypt
* DRM Contents Usage Check

p—

DRM License Information

i

- DRM License File Load
» DRM CEK Retrieve
* DRM License Information Update

DRM Contents File ¥

License Manager

DRM License File
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A4 %33 DRM_UnPack()

DWORD DRM_UnPack(char * Ipszlnp // INPUT FILE PATH
PLAYMODE ePlayMode, // CONTENT PLAY MODE

UNPACKMODE eUnPackMode, // UNPACK MODE
char * IpszMin, // MIN NUMBER
char * IpszQutputFile, // OUPUT FILE PATH
CONTENTTYPE #*pType, // CONTENT TYPE
BYTE #*ppszOutPutBuff, // BUFFER POINTER
UINT *pBytes) // BUFFER SIZE

(a) A4 5285 ¢3 Function

{ 22 253 DRM_UnPack()

DWORD DRM_UnPack(APPLICATIONID eAppld
// APPLICATION ID

char * Ipszlnp // INPUT FILE PATH

PLAYMODE ePlayMode, // CONTENT PLAY MODE
UNPACKMODE eUnPackMode, // UNPACK MODE
char * IpszMin, // MIN NUMBER
char * IpszOutputFile, // OUPUT FILE PATH
CONTENTTYPE #pType, // CONTENT TYPE
BYTE #*ppszOutPutBuff, // BUFFER POINTER
UINT #*pBytes) // BUFFER SIZE
UINT *nPos) // RAW BUFFER POSITION
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Getting Parkage Header Contents Encryption Key Vdue @ﬁ
«License File Mapping Salt Number Setting

«Content ID

<Package ID
«Content Length
+Package Length SHAT / MD5 Digests

+Encryption Method
+Digest Method
«Encryption Codec —

License Load

128Bits Scrambling

Package Header

&R CEK

Decrypt MP3 Contents
«DES (Data Encryption Standard) ¢ )

*3DEXTriple Data Encryption Standard)
«Seed
+AES(advanced Encryption Standard)
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Getting Package Header

«ticense File Mapping Contertts Encryption Key Vaue
~Content ID Sait Number Setting

-Package ID
-Content Length
Package Length
+Encryption Method
sDigest Method
«Encryption Codec
~Grigira’ Coclent Chack-sum vekee

&R CEK
N
Decrypt .,
*DES (Data Encryption Standard) MPEG C Data
~3DEKTriple Data Encryption Standard)
~Seed >\

~AES(Advanced Encryption Standard)

Check-sum Value Check
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int checkPacketSum (unsigned char *pack,
int packLen)
{
int i;
unsigned char bSum ;
unsigned char *ptr ;
ptr = pack ;
for (1= 0;1 < packLen ;i++) {
bSum += #ptr++ ;
}
return bSum ;
}
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