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Alert Correlation Analysis based on Clustering Technique for IDS

Moon Sun Shin'- Ho Sung Moon' - Keun Ho Ryu''- Jong Su Jang'''t

ABSTRACT

In this paper, we propose an approach to correlate alerts using a clustering analysis of data mining techniques in order to support intrusion
detection system. Intrusion detection techniques have been developed to protect computer and network systems against malicious attacks.
However, intrusion detection techniques are still far from perfect. Current intrusion detection systems cannot fully detect novel attacks or
variations of known attacks without generating a large amount of false alerts. In addition, all the current intrusion detection systems focus on
low-level attacks or anomalies. Consequently, the intrusion detection systems usually generate a large amount of alerts. In situations where there
are intensive intrusive actions, it is difficult for users or intrusion response systems to understand the intrusion behind the alerts and take
appropriate actions. The clustering analysis groups data objects into clusters such that objects belonging to the same cluster are similar, while
those belonging to different ones are dissimilar. As using clustering technique, we can analyze alert data efficiently and extract high-level
knowledge about attacks. Namely, it is possible to classify new type of alerts as well as existed. And it helps to understand logical steps and
strategies behind series of attacks using sequences of clusters, and can potentially be applied to predict attacks in progress.

FIM= : A9 EX(Intrusion Detection), ZE HI0IE{(Alert Data), ZE MZEA (Alert Correlation), B2 AE2(Clustering)
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