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Design and Implementation of Security Kernel Module
with Additional Password for Enhancing Administrator Authentication

Ik-Su Kim"'- Myung-Ho Kim'

ABSTRACT

Attackers collect vulnerabilities of a target computer system to intrude into it. And using several attack methods, they acquire root privilege.
They steal and alter information in the computer system, or destroy the computer system. So far many intrusion detection systems and firewalls
have been developed, but recently attackers go round these systems and intrude into a computer system. In this paper, we propose a security
kernel module to prevent attackers having acquired root privilege from doing illegal behaviors. It enhances administrator authentication with
additional password, so prevents attackers from doing illegal behaviors such as modification of important files and installation of rootkits. It sends
warning mail about attacker's illegal behaviors to administrators by real time. So using information in the mail, they can establish new security
policies.

FIHE : AjAH =K System Security), 2 & (Kernel Module), 29 EX|(Intrusion Detection)
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[rootoiksuplorer security_module]# whooni

[rout@lksq)lorer security_module]# /sbin/lsmod

Module Size Used by Tainted: P

sec_mod 3328 0 (unused)

noestrol 251686 0 (autocleon)

ac97_codec 9504 0 (autocleon) [moestro3]
soundcore 4324 2 (autocleon) [moestro3]
813%too 17440 1

ide-scsi 8192 0

sr_nod 15320 0 (outoclean) (unused)
scsi_mod 95848 2 (autocleon) [ide-scsi sr_mod]
nls_cp949 141440 1 (autocleon)

ide-cd 27360 1 (autoclean)

cdron 28480 0 (autoclean) [sr_mod ide-cd]
usb—-uhci 21764 0 (unused)

ushcore S1744 1 [usb-uhci]

extl 61568 2

jbd 40420 2 [ext3]

[rnntoiksuplorer security_module]#
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Module Size used by Tainted: P
moestro 3328 (unused)

moestrod 25160 (autoclean)

ac9?_codec 9504 (autoclean) [maestro3]
soundcore 4324 (autoclean) [moestro3)
8139too 17440

ide-scsi 8192

sr_mod 15320 (autoclean) (unused)

(autoclean) [ide-scsi sr_mad]
(autoclean)

scsi_mod
nls_cp949
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ide—cd 27360 (autoclean)
cdrom 28480 (outoclean) [sr_mod ide—cd]
usb-uhci 21764 (unused)
usbcore 51744 [usb-uhcil
ext3 61568
1bd 40420 [ext3]
[iksuplorereiksuplorer format}$ whoami
iksuplorer
[iksuplorereiksuplorer formatl$ ./vul “perl —e ‘print "A"x40,
"\%9B\x Fe\x FFAxbF "x2’
~ - .

sh—2.05# whoami

sh: /usr/bin/whoomi: Y n}o_|o||_} S L TAES - RS
sh-2.05# 1s /roat/security_ nodule

sh: /bin/ls: FHP A|Ag] $
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