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Chaotic Speech Secure Communication
Using Self-feedback Masking Techniques

olel%" - of x| "
Ik-Soo Lee’, Ji-Hwan Ryeo™

« ZBHOS AREHYEE MDY
o HTHED HEEASE

O ok
poa

o}
2 E=RdAME Fle2 2EE o] &31Y 3*3’:1194 HetAd$ S gt obd =2 v g5 AlAgS Al EAAdSS B
At 71820 e §7138 2 s MEREA GudEe ANste SASANA BAsE vhds 205 H43)
o 43359 HY5EE 2oAdg o ?z]““—'iﬂ PC(Pecora & Carroll) #1719 A ¢+ SFB(Self-FeedBack) vh
7 71HE A8l FAddA SHNEE e MNER vAA s Wzen BAAEY NS Frbele AsE)
a

o FAgAME Tte s SHALYES o)&std FHNIE Bz, BAHTS ANy Hstd gz B o
Az FFAHE ALste] At d¥ER vpad A, S wAA, AdgE Sl distad PC Aol 7Y
By gz A o7 ol +4EE AFAU HolHz 48 + AU £ 2z 9’}9_’\ H| 815 A Al 2= J o]
AHER A FHevHES 2¥er GEvE TNk SRR SevE WEge] ggshis Bddege @A 294
ger Fatdrh

%
1l
> e
o
o X,

i >
9,

Abstract

This paper presents analog secure communication system about safe speech transmission using chaotic signals. We
applied various conditions that happen in actuality communication environment modifying chaotic synchronization and
chaotic communication schemes and analyzed restoration performance of speech signal to computer simulation. In
transmitter, we made the chaotic masking signal which is added voice signal to chaotic signal using PC(Pecora &
Carroll) and SFB(self-feedback) control techniques and transmitted encryption signal to noisy communication channel.
And in order to calculate the degree of restoration performance, we proposed the definition of analog average power of
recovered error signals in receiver chaotic system. The simulation results show that feedback control techniques can
certify that restoration performance is superior to quantitative data than PC method about masking degree,
susceptibility of parameters and channel noise. We experimentally computed the table of relation of parameter fluxion
to restoration error rate which is applied the encryption key values to the chaotic secure communication.
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