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Normal Behavior Profiling based on Bayesian Network
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Abstract

Program Behavior Intrusion Detection Technique analyses system calls that called by
daemon program or root authority, constructs profiles, and detectes anomaly intrusions
effectively. Anomaly detections using system calls are detected only anomaly processes.
But this has a problem that doesn’t detect affected various part by anomaly processes.
To improve this problem, the relation among system calls of processes is represented by
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bayesian probability values. Application behavior profiling by Bayesian Network supports
anomaly intrusion informations. This paper overcomes the problems of various intrusion
detection models. we propose effective intrusion detection technique using Bayesian
Networks. we have profiled concisely normal behaviors using behavior context. And this
method be able to detect new intrusions or modificated intrusions. we had simulation by
proposed normal behavior profiling technique using UNM data.
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