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Abstract

The growing internet business has required the acceleration of the development of
security components. There are many different kinds of security components that have
been developed in accordance with the appearance of various logs. Therefore, it is
important that after the logs are collected they become integrated and need to . Once the
data from the logs have been collected form the IDS/Firewall/Routers logs. It needs to be
analyzed and formatted for standardization. This paper suggests designs that the log
analyzation system could use in analyzing, detecting, and preventing intrusion in the
various systems. Once the data has been analyzed it would be possible to prevent further
intrusion as well as trace the intrusion back to the source.

s SAEUY BFHLZEN
s SATEE EAGTY MRt © 2003, 115
L L ER e L AAE : 2003 3. 8



38 #E A FENRES HIEE(003. 3)

1. ME

QEle] Ao whe} IEY R AFe] i &E
8 Aot 23A W) EHHEE AFS] FRE WTH
Ze YEAZY SHsHE Jldistn glou, A%
270 ool WEY HAEe] §L olFoAn A
ot} Bk opt 1o WE RARIE I FHY ¢
of 7Iskg4H oz gohd gl7] Wi, ol v #
7b AFsict mepd, MEY Bt AR FHEcks o
EY BokFe] weotzael 3. FF 12lm 4
gt g0l ZEHa Aot
\= HMAFS] BFo] Ho YA ot
4 A% 4& Ut
5’-"&@4 ZTHe 71eAez FApEAN wHe
A9 o W 29 ‘%ﬂ”“ﬂ*i HHE 210

2ol e

21 DS BAHE 2IES GEAOR ¥
£9. oleie ugEaEe A9 BN 2, A
He e

2 woliE 2 vEdd) 450l de RUAES
4 ade 2a8 BeAel AU ZadeldE

(LogAgent) & B3ld +3lsln 21 HEZ Bujo|
Fatela Edtelel Basin delallA 2T E Baid
228 AFehs TS AWstn dAG

oAM= eboE, Wk DS 712l s #
ALE Edlo] Lopq 3AM= ARK IDS/Firewall/
Router E2%-471e] a7Algel el AHact. 473l
£ A3t IDS/Firewall /Router 22EANE A5
I 5%olAE oldl tig 71EA] HrtE Fshy niA
ok 6olla A2& it

I, & AT

e

1. IDS/Firewall/Routere] 21 3

IDS/Firewall/Routerd 23w AF3 723 el
uje} th2yt 29 U4-& oldlis} Ert

¢ IDS(Intrusion Detection System)

zt AQelA 28 AjE] oMIE e A FAKE

S Aun AT, BAY ¢4 ol&d e, 9
A 5L I AFE=2 gz FHeose 228 Win
arh g AHREt 23S 53 Mapping Table &
ol gt} 3 Axdd, FF AlAZ, FE M, F
Az} IPF4A, A4 TENZ HF44 P4, 134
A LEMS ], 18R ZRES Jolti(1).

* Firewall

AAAFEA 25l B Edfdg 27,
AAAur 20 TR 21 Fo| dow, 7 AFHE
gdzo 43 Furt i, o] Wi oME JdR,
A7, AEls Wg, AQAS AEEE, 28A] [PFRA
2R ¥E WE B3] [PFEL, Bz XEWME F
R, AAe AR AAR An, 21 V1E Al
5 ol gl

ojHEE

* Router

WEga AGE Aule] Jeg As] A
2 #3180 9, A%, 27 71894, oME B, 22
7} IPF4, 292 $E HE 247 [PRA, 534 X
EWZ, 183 H7F, XEGFL, AYEE Fo| Utk

m

‘____

2. 71& HoloA=o] 24Kl o ol BN diH
AgER gl Bt AlzelSe] gg 29l £ 2
4 e olhst 2t

o e 2> (IDS)

AL 28N FA G oHE 208 F£37.

i}



IDS/Firewall/Router 53 2.1 £47] A7 39

Al 71t e Tlgel B5oh 4 el Eds]
o, olE Az, AR, A9 ANz, =4
g 27 BelAea SO ¥AR

o FAdaigAlxe 2 7P (Firewall, VPN)

Aaxga e @ 7P AP oES £33
oWiEd W HelEz, HAAFE 21 Edg 27,
Alert 271, Warning £ $22 FAgt}

+ YEYZ BHl(Router)

WESD AYade] 21 74 A FeE s
A% oWEES FFs 1 ddege BeE, 293
59 EdY Ay 212, R 22 Fo2 BN

. A ekt IDS/Firewall/Router
2 18M7| QAL

YAoM BHRo] 7} HeIgAEL 7 dE Y
222 SPAZIdE AL 4¢ ok ol AdMe
A IDS/Firewall/Routerd] 279 §A& B 21
Edg 27 247lel QFAlehe doben

Ao

1. |DS/Firewall/Routere} 2 12AM7| QAR
71E 2aRNs e 218 E8/538] Hstd 371
Ho 2 Telnet, FTPY Tape % AHEsld BAAHZ
Afsiet. A4 222 53l 94 mUHE 4 3
275S 23 AAZE 41 a8ln J6 4E geAAE
< AFsi
7129 o7 AFEc] led, R B2 =3,
A4 BN agz AL An T FPEEE =Holdl
o}, 2y olEg AFY EAe Heiyt shest Bt
84, oA ), HgkAlEe] ggo] sof glrhke Aojth
ol, Hekea min} thE Fele 208 AFstn 3|
o) Folt},

wah, B =RoxE log AgentE E3l] £3HE
7+ meresd] 2aE B¥E £ YE vy Y

(2,3,41% ARbeiT}

2. Log Agent2| 2FAEt

27 doldEL 2 BelasaRey JYAd 208 7
HEYor RE £33l EAAEZ AFgct diiE
o] 21 43 do|AES 75e d&d] HGRATRE
A9 208 B4 AE] a7 el AfdFed o
0g (7).

B zRoNE 21 doldEe] 7lsd A 3AERH
218 9AE 4 JEE B 71%E F7sb] Yl
HolElZ A$d o dloleld ¢33E +Pstes o,
Zado]dE HolE A Wi FHS FY F47|
i Aojdt 4 = gt

3. 21 EAD|9| 27t
Hora o] nlg} o3 2aEe] 21 oo|HEE F
sl FHEAS W, 23 #A7le olEF Bol¥ 21
£ 93} slodol dn} o]F AYS AREdoy &
o =g, AFEE B 20 FEe EPE 5
279 £ y4-S FeizlolA 2RL 5L F8ld ¢
FoloF §TH8,9).

Iv. Heokst IDS/Firewall/Router 5 &t
23 2M7| MA

1. E¢2a847] WEH 4T

e Agte 20 #Arle) viEY dze|tiadl).
Z+ 23 BA47e 47 OE JEY9AM IDS/Firewall/
Router 52| BetgAgre] Ro2ag sl A
< B8l EREaRNNY de viEYes dssd
Bt IES A4t ofdA A8 RARES A
gt a1 BA7IoA AsialA dzjdA 4%
A5E AFgct




40 B A FEINRE S HIEE2003. 3)

IDS/Firewall/Router

'

IDS/Firewall/Router

'*{ Log Agent }(

1DS/Frewall/Router

€A

SHz324))

Router Firewali

g 1. Meist Eftza AP vEY 7AT
Fig 1. A Network Configuration of Proposed
Enterprise Log Analysis System.

Zt JEddN =2acolHERZRE HEE DS/
Firewall/Router?] H21e S22 08M7|E %3
o Asn gz 2o FnskE Bie AJaaE
g, d9ys 208 FsAA 5EEds =2
I A%hd HFHOR AP Ha olF 2= 5o
2 Mgl gejAelA) Mgt wer, Agld) uig A
2 WA, BelallA d3he 23] FRick(232).

1

Syslogd. SNMP Manager. IDS Log

SREI=4)

- log Agent }

| 1D§/FrewalRoutes Manager, Firewall Log Manager
Lo | "%itf | ausz189m
| IDS/Frewaiyfoutes Y _
T e 1 Aoty HertLog Fkering

SSURR——

- Log Agent fJ paem T
ek g ot <ITD£LR%«%
21

N3
gALENDS |

HR2E

tgrsmnd

7 2. MRSt g2 2AD| Moz
Fig. 2. Configuration of Proposed Enterprise Log
Analysis System
2. Log Agent HH|

27 ooJHEY F271% 7 BAeARRE 2O
g 2 vegor 2 ¢y FREaRdsle A2
sk Aoln ol oME 47 J1% AR NSE &
gk 53], Hk8A9 IDS/Firewall/Routers] X
OB £ Fo|oR AFPc AEA, 4
dolele] J1dAdE AT sk SSH(Secure

Shell) & AH&aHAY, F3RES AMSSl HlolElE &
Bsfolel AgPnt

3. 2 5y 28 44
2347 BEE 23 do[dEdN B Firewall
/IDS/Router 281l &7} HRMX| 28 A4 Bz
2% 7184 918l SSH(Secure Shell) S AHE3I |
olHE Agslu o1¥A FHE 228 AR I-3).

th %4, 2 21 ZF 204 §g8 22 fdA
£ B35l "eg 57] Ao 23F el Raw log
A7l 2=,

4 Log agent E»« SSH {mm H]Q¢
Protocol i
SNMP log .
Firewal e
SMIP log R SMWP
S TN Manager )
1S L
‘ Sysloglog - Sysos
H Manager 08
Syslog
Router  : {f —e
DS TCPAP —
X Stream —
TP . Manager ’u‘"
JHErA} Steam
Securlty device T .
' Firewall TCPAP Frewat TP
EAictlog Stream — &D-;-
Manager :

02 3. 23 5 28
Fig. 3. Log Collection Module

4. 20 HEE 28 4|

Alert
Seeam ——gp Sream
pattern 7 o8
SMP SMIP
H ' g DB
! o8 l cogélatl
: Syska \ E , S
1 m
pB ™~ § Wl =z /
- !
==l 2, s
w1 € o8
R
|2
o | i
e e W

O 4. 23 ¥usl/Eed 28
Fig. 4. Log Normalization/Filtering Module



IDS/Firewall/Router 3 22 ¥47] 44 41

|=p=Ne)

20 ey REE aFIRERYE ARE &
Raw LogZ A 13 2037435 B3l A =8
tojElHio] ~(Alert Pattern DB)E %3l &1 Y
g 2g]& YT 2™4).

718 A9 HEe okl wlmE FaA Het
AsiAlgde] AN EXE FEE 5 e 7|Ee] He
diolele]~2e] Al 4 2 A7 A Al2d o
YAgte] 7psdta ditRoge ¢7] £AT Zen

et o 24 2E A

2EL FEYdE 218 FskE 202
Al FAG Aol AFYT FFEIAE A
Ao ARE 2ae 2aRY AaRlE Sl 208
EAsta oo e $AAEE 299 FY Fos uE
gl #ejAelA At £, AP g A7 &
A% A9 vy A3E gdes AR 2
g5).

%[

[ Aefavky | SH21M8
KEw 1S TP
% ) :
- 21EHAE }.
28 k
SMiP : MNP . L N - -
BT 8 e 218498 l
N Svsog Log RZA
8 T e
; Lo
rooBs
) T m f,;' | ERNA 28 j
~sumass |
B TR Fread
Seant ey PP
o8 aﬂ‘;‘ i

03 5. 21 HAsy/EM 2E A
Fig. 5. Log Normalization/Design of Analysis
Module

V. "7t &

ohpe) WELIA Bgske HI2IEE 1 FF9

o) ule vl wWebd, B BN A 5
ZaRA7IE 4 WEDe] 4XY 20| WES Fajol

A7 Bl Al AEE o, B AFE A
ald SSL& ARt ole Agoll 2afld AaH =g
FlFH(E6).

e @3 Ha e @ 3 e S SR H
R s 234
3
Newgiiaesrrens
¥, 0 oG
LOGIN T

NI ]

e e
g 6. 2oEEIA IF
Fig. 6. Authentication of Security Administration

Rl 9 Folo] SYRIRAIY) A& A
22 279 URol} oME 21 L 2aEH B
24 52 Hagag 7).

LI & o R
THC UNE o 630 AED LIPR [
- & D 0se gExse gwr 4 .2 48
[ )

o*: Motz

a8 7. TRIXE ¢ Qlefzjo)a
Fig. 7.Web Interface for Administrators

4 2379 & 28N ¢ 5L Logmanager
SecurePolicy, Log JElB1, AlZMIE XUEH, &
AHTA, AAHAL3E BYEY Fo2 o|FAqA gl
o}



42 HH AFEHHREE #2003 3)

V.Z 8

€ =2dAe FRR2IEH7E AL IDS
/Firewall/Router €2 tlUjt Helgho] HetzaZ
grow £sk] F8A02 JEYS B5d + 3t

32, et BteAE FiEke AQlel F¥=n
Jort, olfF AP 27k ot HlteArE F¥E)
7l X3t Sioh weEbA, olH@ FEEaRMsst &
HQl BEtasel Helo] Tdo] E oz AlgHU T
&, &3S Hetghol #2lE Filo Fe|AA A
d gt BAE vl & EF USOE A vES] B
MR LI =
T AR olEd TR AEA7) 211 oo
E9] 715S A3AAM BREaEA7I HAs 1
e UTH dta g4 BES PPIIES g
g, 2abAe] ARE At 87k HEE AF
&+ dxE . o3 EFEaEMre & A4
of Wi WA} Y] ARE Fed B =5 E A
o7 Algdr}

)

o

o

ek

i

{1} kisa, HYat/BAAN2R ZORFHA,
REFEA, 2001.5

(2] ArcSight, Cot Correlation? Not Without
Normarization, ArcSight Inc., 2002.

(3) Mark Handley, Vern Paxson, Network

Traffic
Normalization, and End-to-End Protocol
Semantics, Usenix security’01, 2001.

(4) V. Paxson and M.Mandley, “Defending
Against

kisa

Intrusion Detection: Evasion,

NIDS Evasion wusing Traffic

(8]

(9

Normalizers”, Second

International Workshop on the Recent

presented  at

Advances in Intrusion Detection, Sept.
1999.

James A. Hoagland, Stuart Staniford,
Viewing IDS alers:Lessons
SnortSnarf, IEEE, 2001.

Roesch, Martin, http://www.snort.org /.
Midori Asaka, Atsushi Taguchi, and
Shigeki Goto. The implementation of ida:
An intrusion detection agent system. In
11th  FIRST

from

Proceedings of the
Conference, June 1999.
Teresa F. Lunt. Automated Audit Trail
Analysis and Intrusion Detection: A
of the 11th
National Computer Security Conference,
October 1988.

Intellitactices, “Network Security Manager

Administrators Guide”, Version 3.2. 2001.

Survey. In Proceedings




IDS/Firewall/Router 53 22 #47] 47

43

B

S

1980 Fedistw A &
19824 sdoistd At &
1982 - 1984 f=AAFA A

A 2%

1984.3 - &4l BA2UE £XE
Aol w5
1997 ~ 84 s34zt
AAANRZ WAL 5
T4l o} ‘Network security,
Software Engeering, Language
Art

43

19974 - Hoknstw AFEITE
# 248D

1999 @ 4w AFE g
Z4(HAD

2002d : sEuEw AT
FE(IAD

2001d~8A © sEdEm A
7174 A7

(FHEeh vIEAZEICEEH,
IDS,ESM,VPN), 2H|
7heels, delE F

A, 4zt

HE A

1980d: st AAA et
33D

1996'2 : University of Maryland
it} ERi(4AD

19894 : University of Maryland
7k Z81(2p

1989 : Morgan State University
R 2w

19891~1991 : New Mexico
State University 54
Physical Science Lab.
A7

1919 ~8A sddigte AR
g Fas

(T Eoh AFE daels WEA
2], VLS A, ¢58



