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ABSTRACT

In this paper, we proposed an architecture of a cryptosystem with various operating modes for the network security and
implemented in hardware using the ASIC library. For configuring a cryptosystem, the standard block ciphers such as AES,
SEED and 3DES were included. And the implemented cryptosystem can encrypt and decrypt the data in real time through
the wired/wireless network with the minimum latency time (minimum 64 clocks, maximum 256 clocks). It can support
CTR mode which is widely used recently as well as the conventional block cipher modes such as ECB, CBC and OFB, and
operates in the multi-bit mode (64, 128, 192, and 256 bits). The implemented hardware has the expansion possibility for
the other algorithms according to the network security protocol such as IPsec and the included ciphering blocks can be
operated simultaneously. The self-ciphering mode and various ciphering mode can be supported by the hardware sharing
and the programmable data-path. The global operation is programmed by the serial communication port and the operation is
decided by the control signals decoded from the instruction by the host. The designed hardware using VHDL was
synthesized with Hynix 0.25um CMOS technology and it used the about 100,000 gates. Also we could assure the stable
operation in the timing simulation over 100MHz using NC-verilog.
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A o 3 daeEe] Fxbe) shgsich B
oile} MEAz Rxg 53 ¢F dae)Ee) 52
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Fig. 3. Global H/W block diagram
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4= 52 RIJNDAELE wigl dwel&o 2 DES9 3
% DESE tiAlsiy Al2e A ZFo2 zle)ite}
7tz et
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(Cipher) A%, 2l AESE AAH ez Aloist
= A AF2 A"} dssle) B33E gt
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vlAd o] REZ odild] dddle B BF
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Aoz 34 24 & 4 9k FHE AESe
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£ o 4el Yo}

CipnerTen Piain TexuCipher Koy
128 ]{m ,Lun 3w T
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Fig.4. H/W structure of AES cryptosystem
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2713 2| sEEE GET1E il .
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Cipher Text

a3 6. 5+ DESe H/W +&
Fig.6. H/W structure of single-DES cryptosystem
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Fig. 7. H/W block diagram of multiple-DES
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U H|EEE EHof nE dy] dA|Zle]
WAsls o} B 943 viwr}l Qe el ulE 8
=do] 725 A 23 8ol viEN = ks
RedA Y S MHFEl EHs sl
ol% AHT 3= HAL veplrl F2] Hx
FE] i A AlzE] e o SAE TR
Aol 2laiA] 2t merh 2 asuse] H/We
Fabo] FAEI thaell A 715 4 ol ol &
UA 520 77| (2je4] 128 ¥ E) R w3}
HegE 7= 128 o] A thdel ¢E gwE
5 54 2 7% WA S o) FAlel
s o HEg yuwtoms A BE(a28 4

128 B]E) S 2 HuY-& Fafiic} 1280 B2 BEo|
PAEE AAE 22 s daES B9 53}
3oL o]} FAlol| U A=Y= o FE
JHEuk=ct welx] Z2 s} 719 9jHe A
3l vlelE e 1Eid o) Hxo P gHez
FE Hzo 3 F FHxe A 256 249 o
Z1Alde] whAElaL o] Folle A4 el AE &
e lis=

1l oft

o i

. OH/W 3= g Zeaay g%
Table 1. Programming items for H/W operation
Programming_Item Number of Bits

1 Ciphering 0 Operauorll
1 Not-Operation

2 Cipher Mode 0 Encryp@on
1 Decryption

3 Operation Mode 0 Net.work (.31pher Mode
1] Direct Cipher Mode

Block Cipher Selection |00 SEED | 10 DES
(Network Cipher Mode) 01} AES | 11 |Virtual Cipher
00| ECB | 10 OFB

5| Block Cipher Mode
01| CBC | 11 CTR
00| 128 |10 256
6 AES Key-Length
01| 192 |11 N/A
00[2-DES| 10 3-DES
7 DES Mode
01|1-DES| 11 N/A
8 Operation Length 8-bit_(Maximum 256)
Total 17 bits

VAA 2 AEdold A

1. AA ¥ MZED

Ak £2 }sAl~d-e VHDL(VHSIC Hardware
Description Language)- o183k H/W= AAl553
o A= VHDL 8184 (top-down) A7 7144
A o)Folzen B T il FsA] &
£ 54 AAIE o|F3al 24 [EEE 3 @)
Bejerke ARSlcl. Aol REES RTL
(Registar Transfer Level) 5502 AAEe 3, 72
A $=F(structure-level) ollA] A2 AA= gt A
d H/WE #HE3P] $18] Synopsys® Design
Complier™2 =2] 4% sl 23] 9ol
T8 H/We 343 Z3E RTL #3<A Helxn
ek AME 58} dwE|EEE dubd 3= b
& vl dlele] WAt 27]) W Eel g Al e}
(fanout), #l4 =< (wire delay) 233 CTS
(Clock Tree Synthesis)$<ll jslo} g}, VHDLE
o]-&3)) dA1" H/W+ Hynix 0.250m CMOS 242
3 A=A oF 107 AClEY A& AHE3lA
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=3 NC-Verilogs o|-43F glo]vy] Al &go|xdE&
=3 100MHz o]Aeld sk ez Fxlshg galst
ek & 26 2] H/W 2Eo] AHSshs A&
velich AAd ez o3 duelEEe] & H/W A
45 Rolx Q3 1 Foll AES7} Aol dis) <F
38%% AA|sHA 7P 2 H/W A& AR}

oo

Rount Key
Generation

128 clocks

Input Programming

Buffering | by External Host Data Block 2 | Data Biock 3

le— 17 clocks 128 clocks S e -— 128 etocks —

Encryption!

Decryption Cipher Text 2

Output Serial
Buffering Qutput 1

fe——— 258 ciocks 28 clocks

a8 8. MES=A 2=y H/W T34
Fig. 8. H/W operation sequence in the network mode

E 2. 7849 H/We AR A&
Table 2. Resource usage of the designed H/W

Module Number of Gates
Multiple-DES 23,425 (22.2%)
AES 40,521 (38.2%)
SEED 23,333 (21.9%)
Virtual Cipher 1,404 (1.32%)
I/O Interface 2,941 (2.79%)
Control Part 423 (0.39%)
Block Mode 14,050 (13.2%)
Total 106,097 (100%)

2. 78 5|29 AlEeo|Md

SynopsysellAl  @4"E 329 AlEHeAAS
NC-VerilogdllA o|Feizic}, 213 102 A Al
ool AFE Vel §4 £ VelaZ o83
A 3239 Netlist®] 21204 ] AR (SDF file) &
ARgalA Elelwl AlEH ]S 3l AAR
DES, SEED, 223 AES Z}7ke] 3] 20 uigt 9A|
AZ7} vhEr] vl Al digt $2 Falgrt o
Z g AT B =i P&R Fol A =292
71315 320l deix H=(Pad) X4, wiAl =l
=2 wE B2|AQl 243 Aolr]e A5 BF X
el elojal AlEeoldE Eafl qdojxl AlAlHal H
o] T2t FaF Al 445 100MHz9)
T2t Fupe olabola] qkHlow Fabslgich o
10014 B3z npe}l o], dlole7l A ¥sd o
A A7 A QAR Avha AREE ek A
dolel7} 235l AL & 4 sl 332 SEEDE
o83t vEH A k5 Bre] AnE xHolw 9w 7}
2] 32 AESE AH-3le] CFB £5% ¢srncd
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A4qt AgHeld Adelct AR & e
DESE ol43t A3 tsnree AE#He|Ad AxE
vepdch 19 109] A3 F U4 23 1134 12940
ZHA8] Bk 23 11+ WEYE s ncdi
AESE A3k 798 e ZleE CFB &%
HFReE A3 AlEdHeld AFld], ¥l
HolRol 27| qi wele} 7)o gk M=l & Al9ls}
H 256 B)EZ} A F5E] A" EFHo] YAk A
< B} 4 gk a3 12+ AH dEEsoy
3DESE Addsle] Ahgshz 7492 Al Aw}
£ vl 24 7Rl ARk 87EA] @
oA s FHo] FalE WA= AL & 5
sith. A=l Al AAES FAshd e
o dwElEe] bl A 718 AAE Al
= "key_rdy” A&7} sty 4% 28 BE3 &
2hg & 7%ole "data_rdy A7} Alsle] FHA)
B3t Aol gl 93 daE|Es o duFEe)
Ve Z s Al Holfo] 7jEA
22 128 H|ER$|Z FAbo] wFolH 9l3 DESE
AN 9= 64 BE W] B3 E) & 7R
o A7 256 FEo] ohet 128 E¥o] Rl

1

|/ =T

=

2 9. SynopsysE ©]4% RTL %9 4=
Fig. 9. RTL synthesis diagram using Synopsys
3. P&R &z}

FE 2o YEH TEE 3 =g ¥ F
ApolloE o]4310] P&R(Place and route)3 5385}t
3 DRC ¥ LVS #AE EslA] Hlzigle] A&
223193t AA) 39 =27]+ 4000x4000mme] A
Ag Zo(core)] o)-8-E(utilization)-2 57%¢ll s
gl 713 139 ApolloE ol&3le] P&RE 3%t
A Vehligich



cE/MEYA BdS 3 = EE

ey

TA =) A7)

3 10 viEYz diree] A4 AEHeld A3
Fig. 10. Global simulation result in network ciphering
mode

a3 11, ez g3 redr] AESE ¢] 43 OFB
EE gtzmeo AEHolA A

Fig. 11. Simulation result of OFB mode with AES in
network ciphering mode

a8 12 A 3] 3DESE ¢| 43¢ ECB £%
garee] AEHold 4

Fig. 12. Simulation result of ECB mode with 3DES in
direct mode

vi. 4 2

B =i IPsecEe VESA R Z2ES

£ 98 tReRsE e BEUSAAER] F2
E Alklsta ASIC elelBelz|E ol8slid HWE
T3k B2 dmAA"e] A4S 934 AES,
SEED, 12]x 3DES §9 9] iF 59133}
drElEE AHgslln VEYaZE BRe §- 74
22 JHsE dolHE Hixe] dr|AZHEL: 64F
2, Hd 2563 7EAHA AAESE dlofE]
E /B3 4 gl RE EYglist R
(ECB, CBC, CFB, OFB)& A3l 2T wo] AL
5= CTR(Counter) RE% A|dsbaA] ohg v) ek
21(64, 128,192, 256 R E)<] /E53}12 a3}
IPsecEe] MEH=Z ¥l 22 g0l A ¢
daelE A4S B4 H/WE 7= o2
dE3l dmejFe] FAHQ T sbssisict A
A3 H/W 3-Foh =2 Edk 5S40 73st v
dlolg] g Fa ARl EHtEs) mor) %
 7he3br] diEel okt WAl /B33 vhs
3o}, AAAQ T2 A Al oA 2 e
WEly WEele] o]z Tl AR Aejalsst
e ZAgr). VHDLE ol&sl AAIE H/ W+
Hynix 0.25im CMOS 345 &3l =193 ¢F 10
2 Alo) B 2] 2}R1-L- A-gsgic}. =g NC-verilogE:
o]83} ele|1) A Edo]AdE F3) 100MHz o)/l
A o F FARHS Flsisich

B =ollA] AR 32 [PSecs 7Eo g Sl
& dely  AMElE BgE HE ZIAME
Stand-alone VPN (Virtual Private Network),
Firewall Integrated VPN, Router Integrated VPN,
Z2]32 ADSL, HomePNA 59] 7Ql 234 eyl
Zule] VPN Card 59 B4716% A& Belc),

3% 13. ApolloE °]&& P&RA
Fig. 13. P&R result using Apollo
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