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A Study on Smartcard Security Evaluation Criteria
for Side-Channel Attacks

HoonJae Lee'- SangGon Lee' - HeeBong Choi't- ChunSoo Kim''!

ABSTRACT

This paper analyzes the side channel attacks for smartcard devices, and proposes the smartcard security evaluation criteria for side-channel
attacks. To setup the smartcard security evaluation criteria for side-channel attacks, we analyze similar security evaluation criteria for cryptographic
algorithms, cryptographic modules, and smartcard protection profiles based on the common criterion. Futhermore, we propose the smartcard security
evaluation criteria for side-channel attacks. It can be useful to evaluate a cryptosystem related with information security technology and in addition,
it can be applied to building smartcard protection profile.
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