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Abstract In this paper, we propose the implementation techniques of IC card chipset that is
compatible with international standard ISO-7816 and supports WindowsCE operating system to
expropriate various electronic cash and credit card. This IC card interface chip set is composed with
32 bit ARM720T Core and AES(Advanced Encryption System) cryptography module for electronic
commerce. Six IC card interfaces support T=0, T=1 protocol and two of them are used to interface
with user card directly, the others are used for interface with SAM card. In addition, It supports a
LCD controller and USB interface for host. We improved the performance about 70% than software
based IC card chip set and verified using Hynix 0.35um process.
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= QEHo2 715E Ze L FEIH A0l AES
233 HES WRAgezA  HAY ICH= ©ET] A
24 FEo gAHA I8 £ & ¢+ UEF FY
. 7¥Y AES EES AZEdo|E2 FHP =9
dz3 REHo ndo $FIr} sleHAH, ICI=
Aol F7HHA AMulz 9A shsdRElE Azhc
X 2% Gladman® AES C ¥= ¥ DES9 C Z=E
o]8-s} ARMALY 7 & ADS 112 &3 W=z o
M7t zero waitd ZA$-E 718 238 d9E sl=
Aoz FHF AES 953 EEo| 453 HF 60
Hl, 35304 100819 BF IS 42 F Ak o)
Y3 slEdels FATeEN AL 4 e s ¢
S AAZE 7)eke] AR gAY A2Eld) 2o o
2 AL & F Aok <9} A AFHos G5t P
83 vle]lzz AEE] A FL EoFozZy, o
Fe ¥ Mulz 9 97 2 vl & £ gle A
olg} AZ3ich

2 =8oA gAEe A2IC dAVEe 5 =
EAXS 0SY gA7E 43 ARRES Fud 7
A B AzEE 2A2 YEYINA AHEA 958
#gde ATy HURES WA ICHAdE &¢
2 Zoz Holn, AWd AxsE Aade 20039&
Z1ez AF7AA Y AR A" Frag
A AARAEAIG] BAFRoz Al FYL olE Aol
W, o] A% MEE AR AR ICols @
7] AE AAYEE FgHsld Jig 2 & Fuo 7]
A% oz HA3)

=

[1] E. Biham, "New types of cryptanalytic attacks
using related keys,” Advances in Cryptology,
Proceedings Eurocrypt’93, LNCS 765, T. Helleseth,
Ed., Springer-Verlag, 1993, pp. 398-409.

[2] EVM'96 Integrated Circuit Card Specification for
payment systems.

[3] R. Anderson, E. Biham, and L. Knudsen, "Serpent:
A Proposal for the Advanced Encryption
Standard,” First Advanced Encryption Standard
(AES) Conference, Ventura, CA, 1998.

[4]1 J. Daemen and C. Clapp, "Fast hashing and

(51

(6]

(71

stream Encryption with PANAMA,” Fast Software
Encryption, LNCS 1372, S. Vaudenay, Ed,
Springer-Verlag, 1998, pp. 60-74.

V. Rijmen, "Cryptanalysis and design of iterated
block ciphers,” Doctoral Dissertation, October 1997,
K.U.Leuven.

M. Matsui, "Linear cryptanalysis method for DES
cipher,” Advances in Cryptology, Proceedings
Eurocrypt’'93, LNCS 765, T. Helleseth, Ed,
Springer-Verlag, 1994, pp. 386-397.

W. Rankl and W. Effing, Smart Card Handbook,
John Wiley & Sons, L'TD, 2000.

4E T
1997 24 s AAAEFE
FEAE 19993 29 AdElm A=A
ggsta FrNAL 19999 19~8R)
KETI DMB Alg@ AYd+49 oF
BHEE BAE AEA", 248%
MCUAA, IC7LE, SoC Design

o] 4 &

19939 28 JEUGw FRFLFETH
FTEAL 19959 29 HEUEw AR%
AFYS FHAAL 199659 39~ A
KETI SOCET4E H9d7d 2%
#AErE AL A3AE, ICHE,
SoC Design



