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Abstract  The Intermet presents a unique platform for disseminating digital content such as music, video,
games, software, text, business and proprietary corporate information. It promises ubiquitous access, while at
the same time fundamentally challenging the traditional rules of ownership and distribution of content. In such
environment, safe protection and proper delivery of digital content would be a crucial requirement toward a
new e-business model. Research on the Digital Rights Management (DRM) focuses on filling this functional
vacancy of the market transition by providing a more viable business model based XrML (eXtensible Rights
Markup Language) provides a universal tool for specification of rights, fees, and issuing conditions (licenses)
associated with the use and protection of digital content. ContentGuard has developed XrML to unify the
Digital Rights Management (DRM) specifications and encourage interoperability. It seems that all working
groups of DRM agree to use XrML for their right description language.

Key Words: tA|" A2Ma32)(Digital Rights Management: DRM), XrML, HA" ZA8l=DCC(Data Clearing
Center), Rights Language

. i) W DRME A= gl dolds, s Azasn
A%, A4 e BFF AZAS Sbsal she

tixlg #zdd8 (Digital Rights Management :
DRM)= tiXg ez B3 7|& xd Helx &
HALE 32 7l 5og XHE 5 Qo

ContentGuard(http,//www.contentguard.com)el] W=

* AU AFE ArA

1. @
*+ QldThsta Fgsta w

4 12

HW, SWE g A2 228 98 we o
el 7%, WA, Hel, LmelFoldn HeldeHil
A3 RSl mFo] g weh oz Wy
o HolESERE Ad2E TP TN AR S0
golEe Fo Fejz whlel 7kn Yok o)A OAY
AzEL o ArolAd AAER A 2L 5




gov Azt @, Adze) WE Fol BAYE <
Yok Y29 By BAPL 431 9RERE Ui
€ 37td 973 59 AT HEe dAdSe o
€ S g Jrk o A 84 sllME
UAE dhlzxe] i BREer HHE FEAA
do] A2 HA A 2l #yE AF 9.
E7HA% Q7o

DRMZ ezt HIEYAES AH3te] A3
AUE W ske AER Vet & dFe
A 29 A == Y =89 A¥0] e uA
€ FH2E BFs] fs) Be] IFH e HEH
719 dAE Azdd=)(Digital Rights Management:
DRM)%+ DRM ¢d°iQl XrtMLE =332} gt

2. Ox|e x=A22l(Digital Rights
Management : DRM)2t?

2.1 DRM2l Fo|

DRMol& tjest Z22 §%851 v x4 ¥
He RE AHE J5sst & FEAIFoEN EY
Bilel 588 gu AFH AR #5718 U}
Az HEFo 2z txE PHxE BIs= oxd
A= Az ¥3F 7)golth YW 9rldA e DRM2
Oxg AYzEs AHUYCNA FEsHA Ad &
T UAEE = BF /&S TP TP AU e
HAE et S o’ ezl AA(creation),
A2 (transaction), A7 (modification), AH&-(usage), &
H)(consumption)59] 2ol HolE& T3 H A
& <Hdstn £ KA PRz 7leolth

22 DRM9| ofgt

D-commerce o4 HA" HA=2ES] < A
#E 93] DRMS o8] FHEL 7R3 gl 2%
JME fxY Adxe] B3 Az ¥y WA
2, A NG AR} AHER RE AFol A} F
83 JZojnt.

1. tRAE Aelzo B3F
DRME tUxg #AuxE B33y 8] ¢5st 7)
=5 A8 dEslke 5EE Jlkey)E AHESY

o|Foit. Uk zsso} W Azt J1E A
AHgRtEte] HEE 4 gtk ame txg dux
& 95 A5 2ot V1SS UE BAE
DRMel SlolH F2¢ 4ge @k

24
gt 2% st o 3E sl $r(one-way hash
function)?] ARgolt}t. dlE EoA 4 <t A=t
Aol Y-ES 98 Finpup) o2 wolEQ o Ay
(output)= wAlA] o] AlXE(message digest)Etil
EEE e 1A Zole WAIAZE HY o] A}t
AREAL Al BUR A gk gk Az Ulgo] WA
HAhA ¥3Y Ad=g A goz wolEY @
F e 429 dAHA golAzEge & HAl
] golAAEE g BARIth IR AR
A A4 T Adxe] WA 475 ¢ 7 Uk

Adzo] A9} FAlAL Alold] Hlo]HE HEa}
I NYAE IS AA AEE 8 vHEd)
(private key)E ARESIA ABstir &717](public
key)E AMESIA AFse RS2 e-commercedlA
£L ARSI AFIE AS gtk 23 ojEA
o] FAigro] S & F Y o] AH Hd
A% 7] 3L H=E ATEYSE A AL 2%
g 4 Aok

fxg Helxe] YRS BEEHY] T = g W
He  Euls)(watermarking) @] AHEolth AREEHE
eSS g txg ZAd=o] A2 (copyright),
ZHAHowner), 28 (production date), °}o]ti(ID)%5
o] AAA ARE A3} o]RL Hulxe] B3}
Ezjoln YEE oFFd FFo] gk 1B A}
£ YEvtae] A9 GRE QAER X3t &
A =2 oMt o5 F 4 QUoh

3. ANNE Hret AR RO AlF

OAg Arel At 4FHo R d
2 Agel BY BE ARE A ASAN(digial

certificates)ell A7=o] A1 o] FEEL Fo] TA
2holA fd,

PN AFE vlel Zo] A=As v BE Q
Bl olRolAE Adsel B4 adolt Be

_._8_




DRM dAES tAd ARnEe AP 23S 93
e-commerce 49| Al glo] UAE HAREL ¥
3t} QAZ FARE ol x=FHelm Yrt widdd]

o2} FFe AP B J[EE0] FEIT A= F
Aol Alxdol] glojAlE DRM Al QoA Az

re] 387 BFT e
3. DCC(Data Clearing Center)2| 3=

DRMS x4 Ag Fed &3 ARglol) tiAd
Az gigt A Fvhe ARER, aua, 45
QA7 EE 93 7]eo] HeshA Hen o
BEL 71E AY, FF T2 AHA FEA
HZEh. DRME 2344e 4FA7E 71¢8 A9
g g en, 1 WHE WIPO AZaydA dF38
B}9} Zro] RMI(rights management information)ol] ¢
& vRdAgy & F Qth & Az A UG
I ARAR #H AR RMI &9 oyl gon,
o] RMI= Zdlze} 34 JL3] o] A s A
ojtt. o] WHE RMIE Zulxs} zho] gAlA{(af7]%]
3h) ®wal, A%, #Eshs Rolx, o] RMI ARE o
35t ZE A W9 izl A9 298 &
QA = Rolth. ContentGuardolME ©] RMIS
Rights-label[1]o]&tx Aot gt

Digital Clearing Center

<% 1> Data Clearing Center 7%

ol2]% Rights-label =% RMI 3R9] % e
3A= YAKinternet service provider)”} #elsts A
o ehlth <T¥ 1> 71&d A o] BE YAY

o

Data Clearing Center(DCC)lX FAls= Ao,
AAH A= dAoja € B dujo i@ Hg B
o 317} ol DCCol] ¥oldr} Rights-labe 17}
Az F7tEAg o] HBE DCCY Wi DBMS
A primary key2] H¥L 3tx, F5o] B Helxo)
3t AE FHE ¢ e TAE AT} o] DOC
£ ContentGuardell M= Back-Office®  Inter Trustol| A
+ Data CenterZ, MS Readeroi A+ DASE, MS
Media Playerol*< Rights Manager Provider#}i
£330,

DRM¢] 759l AHE: H3(usage rules)ol] B3t
ARgtol gQlth, ARS- 1AL Zelzel Hag PP
Play, View, Copy, Delete, Edit, Embed, Transfer,
Print 53 22 B digty A}AA, 594,
EE AR A9g FERt 5IEEE 7FsEA

@1y,
4. XrML

XrML2 Xerox DPRL 209 8322 ContentGuard
o o3 2] FX5= DRM 71& dojo|tl. DPRLE
Xerox PARCS] Mark Stefikoll 2j3] 19963 W=
31, 153 WAIXe FA48S 7MY Oxd Adx A}
45 913 Pa(rights), 8 F(fees), & (conditions)&
7le8 4 ok

gAd Zelze] ALE PF(usage rights)E %
XrML9] ARg-2 212 AAl(trusted system)7t HAE
Ad2E 23tn 38 & F A = e
At 28] WA == AFA(repositories)E TA]
g fulzel gAg Helxo] 7l¢d B (rights), &
Z(conditions), 1)1 87 (fee)ol] ANHE ATT 4
Ue Alz"ojtk A AAFNA AF] AAE YA
g Zde] A, Elo], aeln AWE Y3 Aolth
5L IR Azd", 28] AlAH EA Alxd
S ¥

XML BAE shhe] 29, 2ls 74 RE A
e} ez 9o txY Adze] F4u o
AY ARz AAE AL AuE. oo A
& A7t AN=E e 7B wEHoleE 7}




A Bdz s A2 AL FEYES FA) 9
3t dzgsie] AgEd. XrtML £4€ <a¥ 2>
3 2 DID 728 71 XML 942 E39o

<Oy 2>o4 ZE 94 XiML ¢l shubel ¥4 2
2 BODYS}t A€l3 24 SIGNATUREZF flew ¥z}
T A4S Filsket AHgsle 1Ak tAE AFo)
t BDY 94= oXE 3de] Hely 7ieat XMl &4
ol A del g T TIME 94 XML
A7 FES AR 71 Ve 94 ISSUEDE ©]
FA7F BEolRl £3he vERdT Y4 ISSUERE ©]
A8 T FA(inapa)E 94 ISSUEDPRINCIPALS
2 o] BANE U= FH g2EE 94 WORKE fX
g A AR FE Ao niR|goz A4
AUTHENTICATEDDATAE XrML A& A3
S8 AFHE AEE vehih

49 #d F2E ISSUER, ISSUEDPRINCIPALS,
WORK Ate] #AE Aolst=d €54 dds Al
ot ket 37ER] vt 25 vEhdd, ISSUERE
WORK®| AH8- 2]l wisle] ISSUEDPRINCIPALS
AA XeML #A4E 23sA Fo. 2k ISSUERS
WORK%H vtelud, ISSUERE WORKS] AHS- A
£ 7H XML 248§ 2E A& e o) §
8o #Ale BE FAZE A7) Ao AL ARlE
gelgke &3t

<29 2> XML DTD

XIMLAA TiAE ZHezo) AFH= e O
DTDel 71e€ A3 2t
DTD:
<!ELEMENT RIGHTSLIST ((COPY |

TRANSFER
| LOAN | PLAY | PRINT | '
EXPORT | VIEW | EDIT | EXTRACT |
EMBED |
BACKUP | RESTORE | VERIFY | FOLDER |
DIRECTORY | DELETE | INSTALL |
UNINSTALL)+)>
ol o3 Ad=He zZt dAYde AHH ga
COMMENT, TIME, ACCESS, FEE, TERRITORY,
TRACKS 7Rt} dele o3 7k ¥F Fol s
o &gtk XeMLAlA Fele o AR-E 7le @

- AZAYel 7led AR dA g

- UAd ZA}de] BAH A Guty Wl 3
H ARge) TES @

- AAAQ A= AA 3 FEE + Ao

- AZadAd e AA ZANE FATo=HN BAL
"ot

=ddez AYEL HA4(transport) P, AF
(render)d, FA =Y (derivative work)d, Hd &
Z)(file management)®, 18]3 <213 (configuration)
Boz Yo AS FEE 3 AFIA o
E 2oz A9 oS U AF A F
Ao 9% viA2 AGse Al A, B71E vE
det o]RE P BAPE B 4 AT FE(export)
18 233 A A} EIe Al AYE vEs
Aog Aol AAHE-S #=sth Y Fe =
w BALRS otE3 AA3E RS B mk)
woz dF Hie AFxdd AZEY MAE U
ERdiT],

o2 XiML Qo1 F3iM Azl W8 issues
& 7Ied Uigelth A8 Fi XML dolE
o83l tAE A B I WEE 4A, A

4, Be ¢+ 9 WSS 2ol F1 Yok

<XrML>
<BODY type="Kent Sample Data” version="1.0">
<JSSUED>2000-4-30</ISSUED>
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<TIME>
<FROM>2000-04-30T00:00</FROM>
<UNTIL>2060-08-31T23:59:59</UNTIL>
</TIME>
<DESCRIPTOR>
<OBJECT type="Person">
<ID type="SSN">621209-1167719</1D>
<NAME>David Brown</NAME>
</OBJECT>
</DESCRIPTOR>
<ISSUER>
<OBJECT type="Corporation”>
<ID type="registration number>
ROK-8234045</ID>
<NAME>Universal Pictures</NAME>
<ADDRESS type="Postal”> P.O.Box 8152
Universal City, CA91618-8152</ADDRESS>
<ADDRESS type="URL">www.urniversalstudio.com
</ADDRESS>
</OBJECT>
<PUBLICKEY>
<ALGORITHM>RSA-512</ALGORITHM>
<PARAMETER name="public exponent”>
<VALUE encoding="integer32">3
</VALUE></PARAMETER>
<PARAMETER name="MODULUS">
<VALUE encoding="base64”
size="512">338863</VALUE>
</PARAMETER>
</PUBLICKEY>
</ISSUER>
<WORK>
<OBJECT type="film" version="1.0">
<ID type="DOI">10.1131/2000/video7</ID>
<NAME>The Mummy </NAME>
</OBJECT>
<DESCRIPTION> This film is a rousing, suspenseful
and horrifying epic about an expedition of treasure
-seeking explorers in the Sahara Desert in 1925,
</DESCRIPTION>
<CREATOR type="Director”> Stephen Sommers

</CREATOR>

<OWNER>>
<OBJECT type="Corporation”>
<ID type="registration number”>
ROK-8234045</ID>
<NAME>Universial Pictures</NAME>
<ADDRESS type="Postal”>"> POBox 8152
Universal Gity, CA91618-8152</ADDRESS>
<ADDRESS type="URL">
www.universalstudio.com</ADDRESS>
</OBJECT>
</OWNER>
<OOMMENT>This content is hypothetical so that it
may not be real. </COMMENT>
<RIGHTSGROUP name="Home">
<COMMENT>This is for a home use.
</COMMENT>
<BUNDLE>
<ACCESS>
<PRINCIPAL type="user">
<ENABLINGBITS type=
"sealed-private-key”>
<VALUE encoding="base64"

size="64">dsfjkl33423=</VALUE>
</ENABLINGBITS>
<CERTIFICATE>
<AUTHORITY id="Universal
Pictures”></AUTHORITY>
<PROPERTYPAIR name="type"
value="Distributor” />
</CERTIFICATE>
</PRINCIPAL>
</ACCESS>
<FEE> <TICKET type="Pre-paid">
<AUTHORITY id="Kent"/>
</TICKET></FEE>
<FEE><MONETARY>
<ACOCOUNT><ACCOUNTTO
1d="213-43-455"/>
<HOUSE id="City Bank”
ud="www.citybankonline.com’/>
</ACCOUNT></MONETARY>
</FEE>
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- <TERRITORY>
<LOCATION country="USA" />
</TERRITORY>
</BUNDLE>
<RIGHTSLIST>
<COPY>
<NEXTRIGHTS>
<RIGHTSTODELETE
name="Theater"/></NEXTRIGHTS>
<CERTIFICATE>
<AUTHORITY id="Kent">
</AUTHORITY>
</CERTIFICATE>
<FEE><MONETARY><PERUSE
value="50"/></MONETARY>
</FEE></COPY>
<PLAY>
<PLAYER><CERTIFICATE>
<AUTHORITY id="Kent">
</AUTHORITY>
<PROPERTYPAIR name="Class”
value="Video—player”/>
</CERTIFICATE> </PLAYER>
<FEE><MONETARY> <PERUSE
value="10"/></MONETARY ></FEE>
</PLAY>
</RIGHTSLIST>
</RIGHTSGROUP>
<RIGHTSGROUP name="Theater">
<COMMENT>This is for a theater use.
</COMMENT>
<RIGHTSLIST>
<COPY> <NEXTRIGHTS>
<RIGHTSTODHLETE name="Honre” />
</NEXTRIGHTS>
<CERTIFICATE>
<AUTHORITY id="Kent">
</AUTHORITY>
</CERTIFICATE>
<FEE><MONETARY><PERUSE
value="30"/></MONETARY> </FEIF>
</COPY>
<PLAY>

<PLAYER><CERTIFICATE>
<AUTHORITY id="Kent">
</AUTHORITY>
<PROPERTYPAIR name="Type"
value="Theater—projector”/>
</CERTIFICATE> </PLAYER>
<FEE><MONETARY><PERUSE
value="10"/>
<ACCOUNT><ACCOUNTTO
id="213-43-455"/>
<HOUSE id="City Bank”
wl="www cityberkonline.cord/>
</ACCOUNT></MONETARY>
</FEE>
</PLAY>
</RIGHTSLIST>
</RIGHTSGROUP>
</WORK>
</BODY>
</XrML>

58 &

Qe A HRPEA S HAF wer Y E
|&9] 523 wde g FopilA AAe] wx
7L 3 ok aF 53] F/AC FAHL Q=
o] 3zl OAld Az Agdol) txE #Hel
A, 7V, e, 2ol 59 ¥l B2 I
Zke B, BALS o] HEs Y89 FZd
glo] A BAF 2 & doke Aol gAE AF}
4 Hoo] At FAFCE YiFHI T
oY AzA#e (Digital Rights Management:
DRM)& tiX|g ez HF9 HAI FEAAS
Agste kA AARE & 5+ A 3] A%
ZlEolth. g FEE FFHL Ue dAE HR
o By EBAle =8&E w3 3yt ARgAIRRO] A}
248 £ JEE = tAE Hux M BHIE 9
& 2 2L 712N AAY o
g @A 7FEH AHA 3AEe] A )
=3 otz Aot FFHIL o]
ot OAE Ad=g WAk AA,

N

o N M

ox Mo rir o

4

or

)
&
%2,
)
e




AlZE, A ol o] ¢k "ed oz ¢hdsA
A7) A8 e DRMe] 2583 |77F 279k

XIMLE dE(rights)E HAehs dolzH dxg
Az} g0 mE Mu|258 ARE £ Jde Y
o} 2AEL HA&EY. XIMLE A oiXd A&
A 32 (Digital Rights Management: DRM)oll 7} &
o] s:o}3 U+ Rights Languageolt}t. o] ooy o
2 Al2"EY] Fle} 2AES & BAFEE A
2REY E30] o]RXEE JdFEm ddEHw
At AL ContentGuards A AlA] A =
Fog F37] Yot #HEY Al g, 75 24,
T8 /37 g4 2 HEgE &1 Yok

el
Mo
e

o

[1] ContentGuard, ContertGuard DRM Solution, October
2000, pp3-7

(2] Dennis M. Davis & Tim Lafferty, Digital rights
management, Managing Library Finances, 2002,
Vol15(1) pp8-23

[3] Digital Rights Management Architecture, D-Lib
Magazine, June 2001, Vol7(6)

[4] The Need for a Rights Language, Technical White
Paper, Version 1.0 ppl7-33

[8] Boley, H., Rule Markup Language, http:/www.
dfki.uni-kl.de/rulemi, 2002

[6] Coverpages XrML and Digital Rights Management,
WWW.COVerpages.org

[7] Blanchi, Christophe & Petrone, Jason. "Distributed
Interoperable Metadata Registry”. D-Lib Magazine,
Volure 7, Nurmber 12, Decermber 2001, [doi:10.1045/
december2001-blanchi]

[8] Paskin, Norman. "Rights Management Through
Digital Objects”, presentation to the Second
International Conference on Electronic Commerce
and Intellectual Property, Geneva, September
19-21, 2001.

[9] Rosenblatt, Bill. "Solving the Dilemrma of Copyright
Protection Online”. The Journal of Electronic
Publishing, Volume 3, Issue 2, December 1997.

[10] Rosenblatt, Bill; Trippe, Bill; & Mooney, Steve.
Digital Rights Management: Business and

Technology. Himgry Minds, 202, ISBN (764548801,

[11] Paskin, Norman. "Identification and Metadata”.
To be published in "Digital Rights Management:
Technical, Economical, Juridicial, and Political
Aspects in the European Union” in the series
Lecture Notes in Computer Science (Springer-
Verlag, 2003).

W43 (Junghee Park)

s et Sata} (D

u]= Kent state University
AFEH (D

. | A vl5 Kent state University

4 AT Ay F

A TS 71 ol AU ARE BRAY
AR5
242k DRM, 2ot AFE, 2FE 2,
MY HFY

A3 4 (Sung Pyung Shik)

AZ Y& FsHAL

Axeista FhakA}

A AT e AFEFGEAE 25

ARk HIFE T2, QAEY,
e 2892 Auto CAD

o]71% (Kidong Lee)

AMzpoista 7 gt stah

0] = University of Maine, MBA

v % Kent State University, Ph.D.
(7448t TAh

d QHoea HPEE, e 2YA

BAEE AHR, edlz2dz, JEY ARAA

S ERE

_13_




