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ABSTRACT

In this paper, we propose two simple and efficient key agreement protocols, called SEKA-H and SEKA-E, which use a
pre-shared password between two parties for mutual authentication and agreeing a common session key. The SEKA-H pro-
tocol uses a hash function to verify an agreed session key. The SEKA-E protocol, a variant of SEKA-H, uses an expone-
ntiation operation in the verification phase. They are secure against the man-in-the-middle attack, the password guessing
attack, and the Denning-Sacco attack, and provide the perfect forward seciecy. The SEKA-H protocol is very simple in
structure and provides good efficiency compared with other well-known protocols. The SEKA-E protocol is also comparable
with the previous protocols.
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