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Development of a Secure Eiectronic Payment System based
on the Analysis of Current Xorean Electronic Payment Systems

Yong Uk Song® - Jae Kyu Lee™ - Jaehoon Whang*

Adstract

As Electronic Commerce is popularized, crimes related to Electronic Commerce are also increasing.
Electronic shopping malls and payment gateways focus their attention on network security of payment
information or the sizes of encryption keys. In real world, however, the payment-related crimes in
electronic shopping malls are not based on the security hole of encryption mechanism of the payment
systems, but on the customers carelessness or the insecurity of server systems of merchants or
financial institutes. So, this research analyzes the structure of current electronic payment systems,
investigates the payment-related crimes, addresses the structural problems of the Korean electronic
payment systems, and suggests an alternative general architecture for secure payment systems by
incorporating the concept of separation of order information and payment information.
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