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Signature
@G NILbyte PublickeyAlgorithm
@A 1:vte @rarre:Sting
SHAT 1:byte getAlgorithm()
SIGNbyte getEnaryptionBlockength()
VERFY:byte getMaxinputDataBockl ength()
@nhare:String getPrivate()
getAlgarithm() getPuplic()
getAlgoritimNamel() Reset()
Init0 setPrivatekey()
San() setPublic()
Update()

@PROFILE RAA SHAbyte
getxtaCipher()
getxtaHash()
getxtakeyExchange()
getdxtaMAC()
getxtaPublickeyAlgorithrm()
getxtaSignature()
getxtaCipher()

@M______.LMQ
@name'String
Encrypt()
getAlgarithr()
getAlgaritimName()
getlength()

nit()

Undate()

Verify()
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7lElE dol ZFel digte] AHA dAE
4 AujAell apply ®ASE ARAA AzSsE}
o]A-& identitylnfo #4& EgsH= Authentica-
tion Credential® AM-3le] 33kl Encrypted

2.2 skl

A4 G dlolHe] WA AR} Folxl
Hu e QA 2e goz el Ao o

9t o e Abgslel, U AnE
AE s el

Docum entsFactory Zd|29] &g o]Fe} 3
A AR A AZsl = 12 Encrypted Docu-
mentsFactory FHAE Ko},

B2 47t AAAel tEst FelogA AhgE
& oa dete, d4e dFel da g f-&

FE 1. EncryptedDocumentsFactory.java getEncryptedDocument() o 2=

public static StructuredDocument getEncryptedDocument() throws jxta.security.exceptions.CryptoException{

/! 223 HolE

String dataToBeEncrypted = "Secret Data";

// AA KeyBuilderg A}4-3lo 718 A4

SecretKey secretKey=( SecretKey) KeyBuilder.buildKey (KeyBuilder. TYPE_RC4, KeyBuilder LENGTH_RC4,

false);

/] BRE ' AU dEgE A3 H2P9 378 ek

int minimumKeyLength = secretKey.getLength();

/] A2 719 "olg 27) 9 HYAR

byte[] keyArray;

if (sharedSecret.length()<minimumKeyLength){

keyArray = new byte[minimumKeyLength];
System.arraycopy( sharedSecret.getBytes(), 0, keyArray, 0, sharedSecret.length());

} else {

keyArray =sharedSecret.getBytes();
}
// BE7] 23
secretkey.setkey(keyArray, 0);
// JXTACrypto Suite2 ¥-E] RC4 %43 FuelE Y5
JxtaCrypto crypto = new JxtaCryptoSuite

(IxtaCrypto.MEMBER_RC4, null, (byte)0, (byte)0);

Cipher rc4Algorithm = crypto.getfxtaCipher();
// 1 878 REE o]&dtd dnIE 278
rcdAlgorithm.init(secretkey, Cipher. MODE_ENCRYPT);
/] BE A7) A8 HEZE byte]] 44
byte{] outputBuffer = new byte[dataToBeEncrypted.length()];
/7 o) el g8 ssE 494 Fu
rc4Algorithm.doFinal( dataToBeEncrypted.getBytes(), 0,dataToBeEncrypted.length(), outputBuffer, 0);
String encryptedData = new String(outputBuffer);
LOG.debug( "ENCRYPTED DATA => "+encryptedData);
/) o WHoR 4FAQ guash TRAA BA BB
MimeMediaType type = new MimeMediaType( "text", "xml");
StructuredDocument doc = StructuredDocumentFactory newStructuredDocument(type, "Apply");
Element e = doc.createElement("Data" encryptedData);
doc.appendChild( e );

return doc;
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Heobs Zriete o]  delAlAE Z7)e A
of dasl & o 7Fslch. MD5= 1280 E(168}0] E)

HAA] cle]Al~Eo|th, o] 2 SHA-1H b w2
A TEg.

222 MD5 sl 2u2|&E AS

&E FE

SecureAuthenticator & 204 HelE
isReadyForJoin ®laZolA SecureMembership
Serv iceol &3 AMgEE AZAlolrt o] Fx
= MD5 dld gweEe AM-S BeFx gl
Azl AlTd dafdsd 98 dFEAE A4=
£ E95r),

o] Z¥l&E ©A $3] password #E #=
ol Frso AT dAF) = AR
e A~des dHEHT FEG H2=e] MD5
o} v}, wek siaer)l dAshy AEAls

152 A%} RE AT Aadod F28 &
olct. o)& dlolele] FAAF A7t a7shke 2

51 2. SecureAuthenticatorjava isReadyToJoin() WlAZ

public boolean isReadyForJoin()[
/] AR s FAA H2Ys9) MD5 si5iE Adstn
// ©1Z2%} AUTHNETIC_PASSWORDE H|i
ryl

// hash AAE ¥5

Hash hash = crypto.getfxtaHash();

/] A9 TelAXE HolE 5

int digestLength = hash.getDigestLength();

byte[] passwordInBytes = password.getBytes();

/] B wpolE Wil Bag Holg AL

int outputLength = (password.length() < digestLength

// A#E BT & v A2 09g 44
byte[] outputBytes = new byte[digestLength];
/] AAALZ Yol FIHE X

// Basetd Q1:1=
String finalPass

// ©1A3} AUTHENTIC PASSWORDE H]m
// BAFAE AFAE ZHYEES Frl€o
if{finalPass.equals{ AUTHENTIC_PASSWORD))
return true;

else

return false;

} catch(CryptoException cryptoException){

!

return true;

}

JxtaCrypto crypto = new JxtaCryptoSuite( JxtaCryptoMEMBER_MD5
, null, (byte)0, (byte)0);

? digestLength : password.length());

hash.doFinal(passwordInBytes, 0, passwordInBytes.length, outputBytes, 0);

= new String(jxta.security.util. Util hexEncode(outputBytes));

LOG.error("Exception in creating MD5 Hash" ,cryptoException);
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2E 3. MAC QJEHjo]2

public interface jxta.security.mac.MAC extends Description {

public String getAlgorithmName();

public byte getAlgorithm();

public int getLength();

public void init( byte theMode, Key theKey, byte[]
privateKey) throws CryptoException;

public void update( byte[] inbuf, int offset, int length)
throws CryptoException;

public int encrypt( byte[] inbuff, int offse,
, int inLengthbyte]] macBuff
, int macOffset)throws CryptoException;

public boolean verify( byte[] inBuff, int inOffset
, int inLength, byte[] macBuff, int macOffset
, int macLength) throws CryptoException;
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z2std Y A Qe

7He ©E MAC
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duglE 2oty ALG_RC4 SHALd oJ3f XA
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4 dmelFog SHALSH o453 daelEeR
PKCS#1 dd3 RSA ¢ue|&g A3t

FE 4 signature UE|H 0|2

public interface Signature extends Description(

public String getAlgorithmName();

public byte getAlgorithm();

public void init(byte theMode) throws CryptoException;

public void update(byte[] inbuf,int offset, int length)
throws CryptoException;

public byte[] sign(byte[] inbuff, int offset, int inLength)
throws CryptoException;

public boolean verify(byte[] inBuff,int inOffset, int inLength,
byte[] sigBuff,int sigOffset, [ccc]int sigLength)
throws CryptoException;

2E A9 d3e|E&e e 49 2L signature
czo

x| Fel

AzAo g A8Ake] secureMenbershipService
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private void createSignedMessage(){

String message = "Membership since "+date;
LOG.debug("Message is = "+message);

// #AAe) MD5 84} 85

messageBytes = getMD5Hash(message);

tryl

RSA rsaAlgorithm = new RAS(rsaKey);
LOG.dabug("Setting Public Key");

/] ANE A%
rsaAlgorithm.setPublicKey();
LOG.debug("Setting Private Key");

/] AANE A
rsaAlgorithm.setPrivateKey();

/1371 AA7E S8 dleleE g5

/] 433 AP 93 signature A2 =
signature = suite.getjxtaSignature();
signature.init{Signature MODE_SIGN);

Jcatch (CryptoException cryptoException){

Jeatch (Exception exception){

}

FE 5. SecureCredential java createSignedMessage() @4=

String date = DateFormat.getDateTimelnstance().format(new java.utiLDATA()));

System.out.printin("MESSAGE =>"+new String(messageBytes));

/] o AR A RE AHElY] fted RSA EREEE AH

rsaKey = (RSAKey)KeyBuilder.buildKey(KeyBuilder. TYPE_RSA,
KeyBuilder. LENGTH_RSA_512 false);

JxtaCrypto suite = new JxtaCryptoSuite( JxtaCrypto.RPOFILE_RSA_SHA1, rsaKey
/Signature. ALG_RSA_SHA_PKCS], (byte)0);

RSAPublickeyData publicKeyData=(RSAPublickeyData)rsaAlgorithm.getPublickey();
RSAPrivatekeyData privateKeyDATA=(RSAPrivatekeyData)rsaAlgorithm.getPrivatekey();

signatureArray = signature.sign(messageBytes, 0, messageBytes.length);
LOG.error("EXCEPTION IN SIGNING MESSAGE'" cryptoException);

LOG.error("EXCEPTION IN SIGNING MESSAGE'", exception); }

S8k Fof|, EZRE] signature AAAE
=t divsid o] AgelA EA EAE AHEix
2} 8t7] wjfoltt, MODE_SIGN ZEZ o] 8-3}9
A 27]318t} . sign WAz o8 AA=z AL
Qo] o] FojAlct,

e Mg 712 7AF 2= (MODE_VERIFY)
ol Z|stEe A ALlstd A e v]%3t
th. 23 Fd| verify WAse MY AEE 9
3 A#E} o)A SecurityDemo ZFH29
init W4zl 98 authority® A 3ze}

v.d B
AeilellA F7bel]l AW HFEE AAA gz A
7

£ 2E AR AuE M e A=) AR

HE A4 AZ2AA deolgE 378 5 A s
7Hake] 38 Al~dal P2P(peer to peer)x 7iuk
Alzgle]7] wfol TRHOT HeM}e] FTAHYE
obw gltd. z#A ol2d EAAHE shAste A
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B =R E olgidt Hattel EAAS siAst
7] 9% A whe g JXTAE 8 P2P o
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