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Design of a effective Authorization Mechanism based on Kerberos
Eun-Hwan Kim'- Moon-Seog Jun'!

ABSTRACT

Authentication and authorization are essential functions for the security of distributed network environment. Authorization is determining and
to decide whether a user or process is permitted to perform a particular operation. In this paper, we design an authorization mechanism to make
a system more effective with Kerberos for authentication mechanism. In the authorization mechanism, Kerberos server operates proxy privilege
server. Proxy privilege server manages and permits right of users, servers and services with using proposed algorithm. Also, privilege attribute
certificate issued by proxy privilege server is used in delegation. We designed secure kerberos with proposed functions for effective autho-
rization at the same time authentication of Kerberos mechanism.
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2.2.1 g3
EncTicketPart ::= [APPLICATION 3] SEQUENCE {
flags [0] TicketFlags,
key [1] EncryptionKey,
crealm [2] Realm,
cname [3] PrincipalName,
transited [4] TransitedEncoding,
authtime [5] KerberosTime,
starttime [6] KerberosTime OPTIONAL,
endtime {7] KerberosTime,
renew—till {8] KerberosTime OPTIONAL,
caddr [9] HostAddresses OPTIONAL,
authorization—data [10]  AuthorizationData OPTIONAL
}
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3% et Aersts 37 WAUSIAME authorization-
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2.2.2 A==}
Authenticator = [APPLICATION 2] SEQUENCE {
authenticator-vno [0] INTEGER,
crealm [1] Realm,
cnamne [2] PrincipalName,
cksum [3] Checksum OPTIONAL,
cusec [4] INTEGER,
ctime [5] KerberosTime,
subkey [6] EncryptionKey OPTIONAL,
seq-number [7] INTEGER OPTIONAL,
authorization-data [8] ~ AuthorizationData OPTIONAL
}
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2.3 SESAME

SESAME(Secure European System for Application in a
Multi-vendor Environment)[4, 5]2 EU(European Union)ol
A FREe Z2AEY R, AR 7]k 23
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SESAME®| AAAQ +z= (28 1)F 2t

ok A PR,
[] []
User I— APA |¢ I AS N ’
Sponsor Client SMmiB . :
L]
"1 4] <&
: :
VVI

l SACM PVF SACM
l Application Client J‘I—.| Application Serveril

ANEXH 2 MY
= APA Client : Authenticain and Privilege Attribute Client
* AS : Authenticatin Setver
* CA : Certificatin Authority
* CSF : Cryptographic Support Facility
= KDS : Key Distributhion Server
*PAS : Privilege Attribute Server

(2 1) SESAMES| 7=

0

« PKM : Pbblic Key Management

= PVF : PAC Validatin Facility

+SACM : Secure Associatin Context Manager
*SMIB : Secutity Management Infomation Base

AHEARE AAA12) US9F A48ta APA Clientst 34 B
b Auje] ASel HIZee gA-5<¢ EA(TGT)S #S3
t} AgZ7F TGTE 858 $o SACMe BHAL A%3t
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Ctoken = [IDc, GRPIDC, TS]
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s A AHj29 o] 2(IDy), AF &T(PR.), EIY ¢
Z(TS), MBI K 5S g8uk=t) PPSY £302 PAC
o W&e PACY ©]E(PID.), &T7AEY HFCV), AT
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PAC. = EKsub[PIDc || CVe {l PR.1]
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PAC 89<& 934 AH&3th CVicontrol value)® &7#
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CV. = [{{ID,, IDs)} 1| {PRcH

PR Fosteis Au Auzel dE F5EVOH &
49 4% 1% R(GRPn) $¢ THLCL

PR. = [SV., GRPm.]

HV(hash value):= PAC? #l#igte s ovhex 2ol 7§
th He 34 @& et HVE EAld 28 &
o] PAC?] BZAA 3¢l Algdt)
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(a) PPSE k]
8 T7AHES FAAD IDs : A& 572
PRc A 87 TS : g} ¢
(b) PPS9] F3

IF IDs in inter-realm THEN
IF SVc in database THEN
IF IDc in database or GRPp in database THEN
Generate CV ;
make HV
Generate PACc ;
ELSE
Deny PRc
END IF
END IF
ELSE
Generate ProxyPACc
END IF

(c) PPSY} &9 v
PACc ¥ ProxyPACc : PIDc, CVc, PRe, Le, HVe

(32l 3) ppsel & ¢R2E
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PAC.s : CVe = {(ID;, IDa)}, PRc = {(SV,, GRPm.)}
PACqe : CVg = {(ID,, Ds1), (D1, D)},
PRs1 = {(SVe, GRPmx), (SVsi, GRPps1)}
PACgr : CVg = {(ID,, Dg), (IDy, De), (IDs, IDw)},
PRsy = {(SV., GRPm), (SVs1, GRPps1), (SVez, GRPpr)}

CVe A% 999 422 98 Fuz 4982 o]
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ProxyPACc = Exsw [PIDc Il CV¢ || PRc]
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A T2EZ ALEE UL o3 2ok
ADx : x9 TP 4

Dx : x9 °lF

Exa: 7] Ka2 ¢33}

HV : PACS sisigk

Kup : a% bike] 2lo] ALSE A7)
Kot a7t AHEE HE T

Lx :x9 PAC & 712t

Lifetime : & 7]2}

PIDx : xoll & PACY ol&
SVx 1 x9) Az diE A%

Ko : PAC 331 7

TS : e} A€l

3.3.2 @Y 499 53 A

ARt & 7 MAUSE HAE 7Sy AMES
of ZEZA] Hdt AMB(PPS : proxy privilege server)Z KDC
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@ C— AS:IDc || IDys Il TS1

ASAE AN oBS TGS AEE aTshE TGS
olFS UF AW(AS)Y AEFozA HA-FA HAL
839

(i) AS — PPS : ID. || TS1
(ify PPS — AS : Cioken
* Croken = [IDC Il GRPme Il TS1]

EA-59 AL 238 ASE ALz} tiE @Ag 3
7} dlo[E] g PPSellAl 2@t PPSE A4S dole

AHZEA 718l RN 57t NFLS EH 291

ool A Agat] e &% OF HR(GRPp)E FH °
g Z3g EEE ASE WrEgt

@ AS — C:1ID. || Ticketigs || Exc [ Ketgs || Drgs Il
TS2 || Lifetime]
* Ticketigs = Exgs [ Ketgs || IDc | ADc || IDygs I
TS2 || Lifetime | Cioken ] - EJ1A -5 B A

ASE AlAd %EE long-term 1K) E AFHEEt] TGS
o} BNY o AR AATN(Kop) 5SS SEdste AR
2 Ay, =29, BA-5< Bl (Ticketys) S T3t
g = dgAlg oz A8 4 e authorization-data
doo AN EEL AU

® C — TGS : ID, || Ticketys |l Authenticator.
» Ticketigs = Exigs [ Kotgs Il IDc || ADc 1| IDygs || TS2
I Lifetime | Cioken] : BIA-4¢1 B A
» Authenticatore = Exeegs [ID: 1| ADc || TS3 || Ko |l
Autho-data ] : 953}
« Autho-data = SV;

AEAHE ElA-591 Bl A (Ticket) ™ 215 2H Authentica-
tor)E TGS A AFFTFo 2N Aula-54 EAL 8%
th old, dFAE A&sAE Aty AT AL qRE
dolr 7l 98] KDCo glE PPSolAl H4E v4(Autho-
data)? PACE %3388 NEI(K.wE F33T} Autho-
datadl &= AFE2P7} AMEslE & Ml oig FF(SV)E
¥t

(iii) TGS — PPS : ID. || IDs || PRe || TS3 |l Kou
*PR. = [SV. |l GRPm]

TGS PPSIA B&E 23F AH8ate o3 H&E
MW ofF, A% 27, Bt A"Z, AE7IEe HelHE
HEgean 2 & 4@

(iv) PPS — TGS : PID. || HV. || PAC,
+PAC, = EKsub[PIDc ” CVc ” PRC]

PPSE 3149 W& Zo| Auld digt ATE &g}
3 PAC(privilege attribute certificate)®& 443t A B
2 dz3sld TGSE A4

@ TGS — C:IDc I Tickets || Exgegs [ Kos 1| IDs |l
TS4 || PAC.]
* Tickets = Exs [ Kes || D || IDs || TS4 || Lifetime
Il PIDe | HV ] : Au]2-521 A
« PAC: = Exew [PID. 1| CVe Il PRc]

AL

PPSE5E PAC.E && TGSt AH|2-5< HAE
H#¥ W PIDS HV.E A 2338t wgstt. TGS
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[l PID: ! HV.]: Mu]2=-52 €2 ,
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PAC.]: 1=
* PAC. = Exas [PID: |} CV¢ |l PR:]
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3.3.3 O ¥99 & FX
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aye2 HZdEE MAHY MElart g 994 e
Ate s 999 TGSAHA AR A4 A g7
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@ TGS_A — C :IDc | Ticketgss | Exetes [ Kergsn Il
IDs || Digs s || TS4 || ProxyPAC.]
» Ticketigs 8 = Exv [ Ketgs Il IDc |} IDs || TS4 ||
Lifetime || PID: | HV. ]
+ ProxyPAC.: = Ekew [ PIDc || CV. Il PR ]

A9l PPSEHE ProxyPAC.E 2 TGS:E 97
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® C — TGS_B : Ticketws s || Authenticator,
* Ticketigs B = B [ Ketgsp || IDc 11 IDs |1 TS4 |
Lifetime || PID. || HV.]
« Authenticatore = Exces 8 [IDe || AD: |l TS5 || Kow
[l ProxyPAC:]: 1Z=}
* ProxyPAC. = Egew [PIDc [| CVc || PRc]

AgAE 97 HA-5d B4 Q
TGSel A%k, 9% Bel PPSOlA 3
o Alg A9 97 Aua-

Z4% 99 B
BY $& A
£ AL s,

(v) TGS_B — PPS B : ID. |l IDs Il PRc || TS5 H| Kow

9% BY TGSE PPSOlAl Aee 247 A4 ol
3 44Y Avel olF, AW &7, HY 2YLTY bl
HE A5eZH ASAS 9 Bl 5% 58 Avo
ge 48 $Ue a7

(vi) PPS_B — TGS_B : PIDcgs 5 || HVegsn Il
PACc,tgs_B
. PACc,tgs_B = EKsub[PIDc,tgs,B H CVc.tgs,B ” PRc,tgs_B]

99 B9 PPSE AFEAe] 49 Bl £¢ & And
g AdE 3143 2 ez #Qlstn 949 B PAC
(privilege attribute certificate)®& A4slz MEIZ 43
33l 9o B9 TGSE A4

® TGS_B — C:1IDc || Tickets || Excgs [ Keis || IDs |l
TS4 || PACc s8]
» Tickets = Exs [ Kes || ID: 1] IDs 1| TS5 |l Lifetime
/| PIDcgs.8 Il HVe gs 8]
* PACcgs B = Exoup [PIDetgs B 1| CVetgs |l PRegs sl

99 BY PPSEHEH PACcuspE W2 99 BY TGS=
Mul -39 HAS 25 W PlDws % HVewssE 7
d Tl WdFITh 49 BY TGSt HAL HYI=
#5853 PACgssE AEIE 0|83t FE3sa A
A A A @t

@ C — S : Tickets || Authenticator.
« Tickets = Exs [ Kes Il IDe 1| ID, 1| TS5 |} Lifetime
Il PIDcsgs.n |l ‘HVege 5]
- Authenticators = Exgs [IDc || ADc || TS3 |
PAC. s ] AFA
* PACctgs 5 = Eksub [ PIDctgs 8 H CVege B | PRegs 8]
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