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A Study on Authentication and Authorization on Entity in Grid
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ABSTRACT

When an existing user authorization systems in Grid access many user to local system and subject DN (Distinguished Name) in a user-proxy
authenticate and ID in local system is one-to-one mapping, they have difficulties in ID management, memory resource management and resource
management. At this, a variety of subject DN is shared of one local ID in an existing Grid. But this faces many difficulties in applying all
requirements for many Grid users. Thus, we suppose user authorization system based on a certificate not them based on ID in this paper. That
is, we add user’s access level to extension field in a certificate, and make a supposed authorization system decide access limitation level on
resources instead of an existing ID mapping methods.

7I9= : 2BI=(Grid), S2l0|¢E CA(Client Certificate Authority), 218 AMHIA(Authentication Service), 217t MH[2A(Authoriza-
tion Service)
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User Degree is Not Define.!
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 SEQUENCE {
» GertTemplate ct = new CertTempiate(); + SEQUENCE(
» X500Name riame; o INTEGRR
+ SecureRandom rand = new SecureRandam(); .0

« rand.nextint(); «  [CONTEXT-SPECIFIC 0] {

kog = Key RSA","ESES" ); o GENERALIZED TIME 12:20:30
+kpg.intialze(512, rand); .
sct.setversion(3); +  [CONTEXT-SPECIFIC 1] {
ect.setSerialNumber(new Biginteger(*131127); o SEQUENGE{

«  ORIECT IDENTIFIER 1.2.840.113549.1. 1.1
«CertRequest _Req = hew CertRequest(1,c); QLT
}

I -
~CertReqMs C_ReaMsg = new CertReghsp(c_Req, nm) (Y
»Cer - RegMsgs = rew Cerd 0 + SEQUENCE{
+PKIBody pkbody = new PKIBody(2, C_f Ws\mde()) »  [CONTEXT-SPECIFIC 2] {
+PKTHeader pkh = new PiTHeader(1, "Test ”, “New *, gt, AigiD1, OCTET STRING

“Test 123" getBytes() Test 123°.getByte(), 30820120 3082 01 5 04 8201 99 30 820194

"Test 123" getBytes(), "Test 456" getBytes(), LR (B2 B

"Test 789".getBytes(),nul); . 63206072

+PKIMessage phm = new PKIMessage(pkh, pkbody, nul, null); <}
“PKIMessage pimi = new PKIMessage(pkim. getEncoded()); .}
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private final void encryptilock(byte[}{] a, byte(I]l] rk)
<

Int;

x yAddmo e 0D
for (r = 4; < ROUNDS; r++) {

KeyAddition(a, rk{1]);

} LR
Subse ; Seeding random number(S120M) generator ...
snlml w( m iR30);

x eyAddtion(, (KIROUNDSI); JURE A

//mel QOB Hag (&8 @uT ) 1234567890

private final void decryptBlock(byte[[) a, byte[}(1{] rk} ALLCERLL
< || CLY LT
int s 30 45 2 112 1 22 da dc b7 78 75 b0 ¢7 95 33 8¢ 59 ad cb b9 16 de
KeyAddttion(a, sK{ROUNDS]); 290028 25157 33 86 €8 44 82 250 ¢5 27 3187 658030 70
Substi : 2102150004924 764186 196 1c 6847 3c.e4 98 28 4c 11 55 d8
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ShiRRow(, shifts1);

}
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gudz (9% 2] 740 |dec x| % 4
3-DES 64 168 8 |K: /11256
RC2 64 8~1024 18 |C:64/64/.016)
RC5 128 |8, s<26| 16 ng%%)(%)
DEA 64 128 85 |C:/5%/67/32, 5
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