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T.KRAROGUE  |AFACILITY |0.KRA ROGUE
0.ANTIVIRUS
T MALICIOUS 0.AUDIT
OF.REVIEW
0.ACCESS
T MEDIA i'ggé}fSTLY OE.INSTALL
: O TRAIN
0.ACCESS
0.AUDIT
ANO.EVIL |O.INTEGRITY
T.MODIFY A.FACILITY |0.MODIFY
OF.INSTALL
OE. REVIEW
ANO_EVIL
T PHYSICAL oI |OE PHYSICAL
ANO_EVIL
T SPOOF o I |0-PROOF
0.AUDIT
T UNDETECT O.MODIFY
OE.REVIEW
T.UNSECURED O.POWERUP
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O.ACCESS FAU_SAR.1, FAU_SAR.2, FDP_ACC.1, FDP_ACF.1, FMT_MOF.1, FMT_MSA.1,

FMT_MSA.3, FMT_MTD.1, FPT_RVM.1

O.ANTIVIRUS

FDP_ITT.3, FDP_SDI.1, FDP_UIT.1, FPT_ITT.1, FPT_TST.1

O.AUDIT

FAU_GEN.1, FAU_GEN.2, FAU_SAR.1, FAU_SAR.2, FAU_STG.2, FPT_STM.1

O.CONFIDENTIAL

FCS_CKM.2, FCS_CKM.3, FCS_COP.1, FDP_DAU.1, FDP_ETC.2.
FDP_ITC.2, FDP_ITT.1, FDP_ITT.3, FDP_SDI.1, FDP_UIT.1, FTP_ITC.1

O.INTEGRITY

FAU_STG.2, FCS_CKM.3, FCS_COP.1, FMT_MSA.1, FMT_MTD.1

FPT_ITT.1 . FPT_TST.1
O.KRA_ROGUE FAU_GEN.1, FAU_GEN.2, FDP_IFC.1, FDP_IFF.1, FPT_RVM.1
O.MANAGE FMT_MOF.1, FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MTD.1, FMT_SMR.1
O.MODIFY FAU_GEN.1, FAU_GEN.2, FAU_STG.2, FPT_ITT.1, FPT_TST.1

O.POLICY_ENFORCE

FDP_ACC.1, FDP_ACF.1, FDP_ETC.2, FDP_IFC.1, FDP_IFF.1. FDP_ITC.2,
FDP_ITT.1, FDP_ITT.3, FDP_UIT.1, FMT_MSA.1, FMT_MSA.3, FPT_RVM.1

0.POWERUP FPT_AMT.1, FPT_TST.1

0.PROOF FCO_NRO.2, FCONRR.2, FPT_TDC.1

OE.INSTALL ADO_DEL.1, ADO_IGS.1, FPT_AMT.1, FPT_RVM.1

OE.OS FDP_ACC.1, FDP_ACF.1. FIA_UAU.2, FIA_UID.2, FMT_SMR.1, FPT AMT .1
OE.PHYSICAL ol£4 2A% A=

OE.REVIEW AGD_ADM.1, FAU_SAR.1, FAU_SAR.2

OE.TRAIN AGD_ADM.1. AGD_USR.1. FMT MOF.1, FMT_MSA.2
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1 FAU_GEN.1 FPT_STM.1 33
2 FAU_GEN.2 FAU_GEN.1, FIA_UID.1 1, 22
3 FAU_SAR.1 FAU_GEN.1 1
4 FAU_SAR.2 FAU_SAR.1 3
5 FAU_STG.2 FAU_GEN.1 1
6 FCO_NRO.2 FIA_UID.1 22
7 FCO_NRR.2 FIA_UID.1 22
8 FCS_CKM.2 No FCS_CKM.1, no FCS_CKM.4, FMT_MSA.2 25
9 FCS_CKM.3 No FCS_CKM.1, no FCS_CKM.4, FMT_MSA.2 25
10 FCS_COP.1 No FCS_CKM.1, no FCS_CKM.4, FMT_MSA.2 25
11 FDP_ACC.1 FDP_ACF.1 11
12 FDP_ACF.1 FDP_ACC.1, FMT_MSA.3 10, 26
13 FDP_DAU.1 None N/A
14 FDP_ETC.2 FDP_IFC.1 10
15 FDP_IFC.1 FDP_IFF.1 15
16 FDP_IFF.1 FDP_IFC.1, FMT_MSA.3 14 .26

FDP_ACC.1, FDP_IFC.1. FTP_ITC.1.

17 FDP_ITC.2 FPT__TDC.I IFC - 10, 34
18 FDP_ITT.1 FDP_ACC.1, FDP_IFC.1 10
19 FDP_ITT.3 FDP_ACC.1, FDP_IFC.1, FDP_ITT.1 10. 17
20 FDP_SDI.1 None N/A
21 FDP_UIT.1 FDP_IFC.1, FTP_ITC.1 14, 16
22 FIA_ATD.1 None N/A
23 FIA_UAU.2 FIA_UID.1 22
24 FIA_UID.2 None N/A
25 FIA_USB.1 FIA_ATD.1 21
26 FMT_MOF.1 FMT_SMR.1 28
27 FMT_MSA.1 FDP_ACC.1, FDP_IFC.1. FMT_SMR.1 10, 28
29 FMT_MSA.3 FMT_MSA.1, FMT_SMR.1 24, 28
30 FMT_MTD.1 FMT_SMR.1 28
31 FMT_SMR.1 FIA_UID.1 22
32 FPT_AMT.1 None N/A
33 FPT_ITT.1 None N/A
34 FPT_RVM.1 None N/A
35 FPT_STM.1 None N/A
36 FPT_TDC.1 None N/A
37 FPT_TST.1 FPT_AMT.1 29
38 FTP_ITC.1 None N/A
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(1) NSA, Key Recovery Agent System
Protection Profile, 2000.1.14

(2] NSA, Key Recovery Third Party Re-
questor Protection Profile, 2000.2.21

(3] NSA, Key Recovery End System Protection
Profile, 2000.1.14

(4] ARZAR 1A A|2001-24%, ARBFA|XAHE
7} - A% AR, 2001.4.24

(5] CCIMB-99-031, Common Criteria for
Information Technology Security Evalu-
ation Part 1: Introduction and general
model, 1999.8.1

(6] CCIMB-99-032, Common Criteria for
Information Technology Security E-
valuation Part 2: Security functional
requirements, 1999.8.1

(7] CCIMB-99-033, Common Criteria for
Information Technology Security E-
valuation Part 3: Security assurance
requirements, 1999.8.1

(8) ISO/IEC 15408-1, Information technology
- Security techniques - Evaluation criteria
for IT security - Part 1: Introduction
and general model, 1999.12.1

(9] ISO/IEC 15408-2, Information technology
- Security techniques - Evaluation criteria
for IT security - Part 2: Security func-
tional requirements, 1999.12.1

(10) ISO/IEC 15408-3, Information technology
- Security techniques - Evaluation
criteria for IT security - Part 3: Security
assurance requirements, 1999.12.1

{11) NIST. Common Criteria Protection Profile
Development Workshop Student Hand-
book V2.0. 2000.8.1
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