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Abstract Recent development of electronic commerce enables the use of Electronic Stock Trading
Systems(ESTS) to be expanded. In ESTS, information with various sensitivity levels is shared by
multiple users with mutually different clcarance levels. Therefore, it is necessary to use Multilevel
Secure Database Management Systems(MLS/DBMSs) in controlling concurrent execution among
multiple transactions. In ESTS, not only analytical OLAP transactions, but also mission critical OLTP
transactions are executed concurrently, which causes it difficult to adapt traditional secure transaction
management schemes to ESTS environments. In this paper, we propose Secure One Snapshot(SOS)
protocol that is devised for Secure Transaction Management in ESTS. By maintaining additional one
snapshot as well as working database, SOS blocks covert-channel efficiently, enables various
real-time transaction management schemcs to be adapted with ease, and reduces the length of waiting
queue being managed to maintain freshness of data by utilizing the characteristics of less strict
correctness criteria. In this paper, we introduce the process of SOS protocol with some examples, and
then analyze correctness of devised protocol.
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when transaction Ti is committed{

}
recursive_Pub(Ti{

delete edge of T = Tx from POG
}

delete node for T; from POG
execute Pub(T})

for every active transaction Ty such that L(Ta) > L(T)

if ra(x) <g wilx) or wilx) <u ralx) exists in schedule H, then add T4 — 7T; to POG
for every committed transaction Ta in POG such that (7w > L(T)

if ra(x) <g wilx) or wilx) <m ralx) exists in schedule H, then add Ta — T; to POG
for every committed transaction Tg in POG such that L(Ty) = L(T?)

if walx) <y rix) exists in schedule H, then add Ty — T: to POG
if there is still no node for T; in POG, then execute Pub(T:)
else if there is no incoming edge to the node for T then execute recursive_Pub(T})

for every transaction Tk such that 7; — Tk exists in POG{

if there is no more incoming edge to Tk, then execute recursive_Pub(Tx)
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Protocol Concurrency Control Correctness Criteria for Data Publication
SRT-2PL Conservative 2PL N/A
SOS_CL_CS Conservative 2PL Conflict-Serializability
SOS_CL_VS Conservative 2PL View-Consistency
SOS_TO_CS Strict Timestamp Ordering Conflict-Serializability
SOS_TO_VS Strict Timestamp Ordering View-Consistency
B3 4" niilese B8 9 84 @&
I L
num_cpus 2 CPUs Number of cpus
num_disks 4 Disks Number of disks
cpu_cc_delay 7.5 milliseconds CPU time for controlling concurrent execution
obj_io_delay 35 milliseconds 1/O time for accessing an object

obj_cpu_delay 15 milliseconds

CPU time for accessing an object

dojebdlol s 3 ERAN wsfs

db_size
num_terms
tr_size_min
tr_size_max
update_pct
max_c_levels

3 pages

4, 6, 8 10, 15, 20 pages

5, 10, 15, 20, 25, 30, 40 and 50%
2, 4,6, 8 10 and 12 levels

600, 800, 1000, 1200, 1400 and 1600 pages
30, 60, 90, 120, 150, 200 and 250 terminals

Number of objects in database
Number of terminals

Size of smallest transaction
Size of largest transaction
Percentage of update operations
Number of security levels
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S ~HAHSRT-2PLE] 739 ofat HApR)el wrgatv]
A8 A Moz Fr|gald Huse dele 79

Zlo]7} AA dioletHo]x2] Ao thal] xAek: H|
£ Jepdch F9o| Zole zt Ede] ¢y Algv}
t} 2&sted 1 goll hE A ANE 4T AGFE AT
tH(x1, Xz, *, Xdbsie= ZF BlOJE}F &5,

Z Average _queue _length _of _x

db _size
*

,/4_

ga}

Stale_Read_Ratio(stale_ratio): A % A4t
9] gho] obd dlolg} e HESh '°r (s
M-S UEMTHNES o2g A Edie] 4

[l

X 4 4% 849 dste] 0

e Mol Bet ERAA BEE AT TG 2 s

iy

219

N
2 Stale _read _count _of _T,

i

Total _ read

Mz

_count _of _T,

i

B Mo SRT-2PL# SOS Aelzo] thsted 9
9 resp_time, q_ratio, stale_ratio® 4% AFE 3}
o o] APe FAF ARE AA G E?'SP A2
te He 23S zZE EAAMAZY FHA4 B4
ESTS 873 stolAe 4% ¥ia #BHE %7}&12§
H A} gt

5.4 Ms 0| ®J}

18 wiEse] W] wE 7 JHdE As Ax
wislel FA7F & 4o gekdo} ok & 40 (1)
= 54 “Hﬂ]tﬂ-’?—gl %k"] Z7V8eE T 45AS7L
ool AWAAL Kol Zvlste AL, (| )= 29
AABAE Koy 7”\5} AL 3T (- )= =Y
3 AATVAE BolA &S Au|gitth EE 71E A
(default state) Gole
3, tr_size_max = 10, update_pct
5ol Yl
A¢EY AA

Zt WA HSEE num_terms =
200, tr_size_min =
= 95 max_c_level = 8 2 A9 E
SOS_TO_VS$t SRT-2PLo} Wigt A%
#E g ZASIATH

E 404 BE gl Zo] SOS Algze $EARE
# B 2g 2HdME SRT-2PLY vl 453
oBg Hole Aoz YA, dHolg g AME
wo| glojdE SRT-2PLo) ®ls) tha 28 Hole}
& AZdde BARL e & 5 Aok & Ao
% REoE 2o 499 Aol BE 45 A5
A

l‘lﬁ

541 SHAIZE #4
SRT-2PL# miRI7}AE SOS Alg]ze] BARE 74
Fere EAANE A4 Aol ojuP YT F
A etk & SRT-2PL3 SOS Agzs) $ah 34
duelzel Aot Holeh o) AMEsH el Lold)

Z 718E 3% AFd HE 34

default state db_size Num_ tr_size_max update_ max_
terms pct c_levels
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. SOS Series 0.087 . ! 1 i 1
stale_ratio
SRT 2PL 0.051 v 1 1 1 i




220 BB IASLS=E A woletdlol A 30 H A 2 2(0034)

T FEe £ B EdYM] TRl TS X
okett uwlglr SRT-2PL, SOS_CL_CS, SOS_CL_VS
A 71l QoA ERAAL] Ha SRAIE 3t F
AsA vehdnh. &x|gk SRT-2PLo] R53H g
Z7)(Conservative Two-Phase Locking) TFeFell 7jgt
3he] BAlRol ANE Fc whdE, SOSt A4 A9
g Fe ddd FI8eE #erh F SOS /Ee
BeA olgd 27 wg AYF SOS_CL.CS,
SOS_CL_VSZ T84 + g ¥ olvy}, 44% ey
2"Z £A3} 714 (Strict Timestamp Ordering)& A
gsle] SOS_TO_CS, SOS_TO_VS #uzx T8 7}
F3lth. & SOS_TO_CS 7Iie A9d 4 yehles
BF $BAE SOS_TO_VS 71He A4 o e
e 3 S0 Az T3t BA14 Aol 71y
oz  AFF Bd2"Z Ve AYgeEA
SRT-2PLel| HI3] BF FAIL ZBAA 453 ©
5 2¢ F Utk

A wARS] ghs WA 38 2o 4F
2] 2§ A SOS_TO VS $EA17H2 SRT-2PL
o) §HAIZED #FA Jepdth F S0S 71He AY
7Fsd A4 Aol 7ol fdde® JE SRT-2PL
of ¥l BF SHAIL Aol Y o5& MAE
4 Atk num_terms, update_pct, tr_size_max®] %to)
Z7V84E SRT-2PL# SOS_TO_VS 7Y =5
LAzl Z4A Yelhdt, ®3 o]E nsfue] 3hol
Z718FE 5 719 BT $5Ae Aol HE 2
A Jvehdoh olg)@ A EWYHL] Ao I
A4S ERAA FF FHATI0] HoAx, o2
A e ERYH AV AHoA HF BEE B
& Aol sk SRT-2PLY 7% o AzsA v
e}l gEo® Algdr} 3 db_size®}t max_c_levels
7ol disiA = L gho]l FU1HE4E SRT-2PLY

fasp.time
x
(=]
*]

tr_size_max

[—e—508.T0.vs -3 - SRT_2PL |

Y 6 ERAAY Ho) 27| W] wE FF THA
zte) wis

B $EAIZ0l ZA Jehusd, oj#d @4 94 &)
2 vl o] E7HETE ERAARL FA o) A3}
doe #™NA HtE F vk A BYAHE &4
3} 71Hg AMEE= SOS_TO_VSY RS db_sizes}t
max_c_levels k9] Wglel] o] i FFAe) E F
T2 wx] e ZAoE et I8 62 EWAN0)
712 = e FHo) 949 A trsize_maxe] Wl
w& SRT-2PL# SOS_TO_VSY #HT $Ajzke] w3}
g ZAR Aol

542 7+ Zo] &4

SRT-2PL# SOS AgZ2% BAER 734 A7) 2 4%
Ho] Mz tdzruz Y93 FAA Ao dusEg A
Yok Aoz Fo Zoloh = dloete] 4MEdy
A A= Aolg JeElAl dok 4A AFE biel Zo]
SRT-2PL3} SOSAlE|Z= 313 BE @4l AFH=
A9 A4S 93 HAE dolgts dAFo=m F
71971 R@gct, SRT-2PLL ©lolele] Bi§ 7=
ditol 3R FA WAHE AS FIIGHFA A9 7ol
F7HA 70} o3 AL 31 wx A4k distd 7t
3 3 2o dloje} #E AFE 4 Uk AT 7]
Aa 8 AF 1 g2 Fol FMe FFHL, d
ole}7} o mF MY FUHE JHHLEER, f#9 4
ol7} ARHom ARAM Fr|AFXe FHE WL
ol deR AASA FAvhe FIEE Jepdch olde
28 SOS Alglze ¢859 EddHe] £33 715 4
ool s 2 A gg Foll R#Srl w7,
SRT-2PLY| Hlg) Jiideg 7o do|g gA §A
4 gk vlm Briel] AMER BF A gratios 2z
ERAA gy Al RE dojeld diF Fof o)
o & Z2HT F R 45 HEXE db_sizeR
v @& e

48 v g WA Y% 2] Ay
9] RE AL SOS AlF29 q_ratioe SRT-2PLY
q_ratioRt}t ZA vebdel, 3 SOS Ald=of glojA
T TAIA Ao gdnFol AHEEE S, AFEA 7]
TOZ F AL A9 7ol SE HH3) e de
A 7P R} B g ratio® 2 ALE JElygth
g_ratioe ERYAT] AAo] XEHEAFE S8
B, num_terms, tr_size_max, update_pct® ZF7}+e
q_ratiod) 715 71Aet} 3 e olR2 db_sizes}
max_c_levels®l F7V= q_ratiod Z4E 7FA QLA
SOS A& =29 B9%= max_c_levels®] ¥3l9] H3S =
A 2x Fe Aoz Vel 28 72 ZF ERIYAo]

£33 AN F 712 dilo] AA S ¥E-2 update_pct

o 4



A 54 o) A

o] Wigl] w& SRT-2PL3 SOS Al2l29 g_ratiod] ¥
e 2A1R ddoln.

16
1.4 e ¥ i
e i
12 - -
X
g o
5 08 | S e <
06 - .
o
04 [ o _exT T - -
%= e ®
P e ;
OF 1 eer _ T s R
0 & o
5 10 15 20 25 30 40 50
update_pct

@ S0S_CL_CS —8— S05.CL.VS ---&-- $OS_T0_CS
—+—SOS_TOVS - - SRT.2PL
Oy 7 718 a4 vige] v wE 7 g R
H3l 24

543 &5 dojgle] Jd= B4

SOS AlglzE #F9 Zolg #A A8k di4l, 8
g #@x A AFEE delEy  AdEst
SRT-2PL9] Blsf thx A yegdots &g gl
th. & dlojele) AME9} Fo PR Lol ol&
HtEQl AZ A EAsA dot. vlojete] AME
BEAME A8 stale_ratiot= AT AFE E‘QS}%L
tl, stale_ratio= Zt EMHXo| *1]7 3 95 4 F
Az ol old 28" ;e #E5S EﬂE—r«] B
A2 Fodn. ¥ 4904 BE upe} ol stale_ratio
HA] EMAAZIY A Ax gt 1 go] 3
c}. = num_terms, tr_size_max, update_pct,
max_c_levels®] Fkol 71845 stale_ratio®] % F
7V8t 3, db_size®] #o) F/VETE stae_ratiod IS
ZAagt, a8 82 HaAl dHolehMlolxy vl

db_size %ke] Wslo] w& SRT-2PL# SOS A2z
2AVE o]t

stale_ratio®] HEE

0.2

ratic

stale.

600 800 1000 1200 1400 18CQ
db_size

|--@ 50S_CL_CS —8—SOS_CLVS & SOS_TOCS
| —4—S0S_TO_VS - -~ SAT_2PL

2y 8 doleplol2s] =y] Wslel W dojete] Al
MNE W 24

oA e] Bet EARAL #E)E AT 9 23N dudE 221

053 B¢ golehlo]a AlxEl Adie A2 o
& B¢ 5EE Ze EWMMEC] FAY F3dh o
ZA FAA Aol © BAE B dage] "t B
o 5FY A% A7t M2 dE2A JeEid £ Aok ¢
2hx ojw yige] tig] Z B FFE A% AFvt &
Zpo)E vERATH, o] 7| B T A #3
oA wgAsA ¥ oz motgth B 2o 4y
Ae 2zt 1ot S distd A AFE AR B
g0l oHF FHE YehteAo ??_ 24 &
PeiHh 3 27 dolge A= o glolME
SRT-2PL¥# SOS Agz BE% Z4 H % oA AA
FAVE stale_ratio IS 2 Aoz YT A% &
g A7 deMe 4A% BY2dE UEE AT
SOS_TO_VSe BE T3 4 A9 A& resp_time
e Jebd W, SRT-2PLS e Het 578 e
EdARE] td FL resp time A ZE R
ettt olgd d4e =2 B TEE e ERH
AAFE g BE Ae AVE £ AT el
EobAT, % BE
£ ds= I &
SRT-2PLAA] %2 557
238 98 = ¥
3 F 53 &3ie E@“—H’E«] B S@AIZe]
E EWMAES] SR vis)] ohd A JeRd R
oz Agdth =gk SOSE B BF7te] yuA

ERey
o
&

@ol A% SRT-2PLel wls] wigae 54
°€ 4 9tk #¥9A waE A% 7 He
474g 29 99 et
< ou3h.

= 2
32
£
o
rlo

SEHAIZY 4
o} ¥t wol FF

resp_time

Iy 9 & Het TEE #HE S8

A1
~

545 ESTS 37 3loflAe] A

Ag7AAe] 2o Ay AHdE Fs§ SOS Az7t



222 ARG E=ER : dlojebuio) 2 A 30 E A 2 3(A034)

¥ 5 H_Tr(OLAP) 2 L_Tr(OLTP) E&449] EAde) Uizt 714

c_level tr_size update_pct db_size num_terms

H_Tr high 12 pages 10 %
1600 pages 200 terms

L_Tr low 5 pages 90 %

ra

SRT-2PLell vld)] i $EAS F &8 g &
dae ug3AF EAAL 2 v, dojete] M=
Ho| M= SRT-2PLe] SOS Alglzd] wis) niz=g
A4g Yehle 2L ¢ 4 Aok AT o) vlEe
41 AN & MRSk #739] Wt W 1 3
F7t A 2ed 5 Yok BESTS 874 siold =gy
3 53¢ 2e B FAA A EE A9 9
HAE A dAEFE) ESTS 873¢ BAE 5 &
T2 439 8GN 2o d¥o] dasith ESTS
AL JN2Foz WU A7 dojetEio]~E M
gt g ESTS oA 24320 AdE $38h=
49 B 59 ERYAY A AYPE: F2 £Y3
= 39l Bt 539 EdH FA PP £
29 dYeAe Bt 5F9 TES dedisiod 2 A
9] B¢ SFUE AMEElT, A9 5F ERHAL 27
7t 319l 59 EWYAY vy 3y &9 53 E
YA AL A9 FF EAAHN v e %9
A H&e 7HAE 7HR3EY. olHY M= & 54
€ 2 EdAHAQ H_Tre} L_Trell 9% 713l £ 5
o fefso] ot

B FGALL FAAY A 7He S den
2 resp_time©] g £4& SRT-2PL¥ SOS_TO_VS
T Zell disiAg st F 71y 25 H_Trol
L_Trol vl18] £ resp_time #& e ALE JE
=, o]gd d4e H Tro| L_TrEv B2 F9 dit
£ A71ghs 716 Z1YEe Ao AR g wA
2ot A Yrig Y3 AR A% AsE 4 494
i LGA e 0ELE resp_time/opsE EJEFATH
resp_time/opst Zt EWAA FEAIE Z+ EUAY
Aol A7 At £2 i g FTAZE Fo@rt
¥ 102 H_Tr& L_Troll i resp_time/ops 4 2
e vehdrh

a7 10904 AA EdfEe BF FEHAIR
SOS_TO_VS7F SRT-2PLE T} YA vehis, L _Treg
HE $EAL SRT-2PLAA tha @A vehdoh
sxjet H_Tre] 37 $@AIZHE SRT-2PLAA o4
A Jehdth & SOS_TO_VSE ESTS Aol A9
Hel 53 ZE EWYNY S$HANE dEAPLE
M SRT-2PLA vl8] AA 2 SHAIZE QoA AF

rodn e

resp_time/ops
QO = N W AR OO N O

80S.TO_VS SRT_2PL
Protocol

BH_Tr @0verall BL_Tr

2% 10 ESTS &7 stoxe zt @il HF 534
7+ ¥l

A o]5g A Aoz vetd £ 9

% 112 H_Trol e stale_ratiod] ¥4 AxE o}
ehdth. olde AN € 4 Axe] SRT-2PLE
SOS Al@Zd vls) ¥ stale_ratios Zteth § H o]
Ele} NME ZWoAe SRT-2PLo] SOS Alg]=d H]
3 wr} g EQL e Ao voig 4 r
A SOS NEZ F FRA VIEeR F du4E 3
£33 T4 Ao] Jlher 9AT BYAET A8
718€ AP SOS_TO_VSY A% SRT-2PL )3
AA A X stae_ratio B VHBE & F+ YTk

0.18
0.16
0.14
0.12
Q.1
0.08
0.06
0.04
0.02

stale_ratic

SOS_CL.CS SO0S_CL.VS S0S_TO_.CS SOS_TO._VS
Protocol

SRT_2PL

2% 11 ESTS 7 3ty 7 defet 4= vl

mAgto 2 1@ 12 F SRT-2PL# SOS Alglz
of W3 g ratiod £ AAE JEbdt} g_ratio®] A
2 S0S Az Aoz e e YehiE whE,
SRT-2PL& wWl$ &2 3g Jeids & & At §
3] SOS_TO_VS$t SRT-2PLY g ratio e =el7t



HA 2 ool AlAgo e et ERQAA B Y 9Y LAY daE 223

M & Aoz vehdth

ag_fratic

S0S.CL.CS SOS_CL.VS S0S.TO.CS SOS_TO.VS

Protocol

29 12 ESTS &7 slollMe] & el ¢ vl

o]l B4 Azolr & 4 URo|, SOS_TO_VSE
ESTS 87 sloA Zx37)d) m)e upgdzs =4
71X dk. SOS_TO_VSE SRT-2PLe Hla) 4
HOM 3L Ze EdgM By SRALE A
B oEAg B ool 79 Holx wif #A FRAE
4 ddh =3 dojele] AHE WMz SRT-2PL
o] wlsf @A HAA FLo2N ESTS 87 slolA
% &4 3o Agdrh

L e 4o mp rir

6. ZE ¥ 2¥v9l gAY

B EgelAE A 4 vhv) AxgolHY net ¥
A4 AolE 98 ZESQ SOSE ALk SO

£ owe B $3FE 2b EINMe Y B AW
2 9ol Mmel BARS AFse gol FEU AN
FES WNFORA, MY B2 Y AFeye Ae
gt BAG B WS FHE 2 mAMENS B

Al Aol @mFo UlF FAYE A7k <"
F 544 Ao 71 AEe fd4d4ez J3 s0se
H SHAIZ FHAMY e F4E HAE F UE
B oolg}, 7180 A AAL FAA 1‘“01 AnEF
o] 3 FHgo] o %013}‘3}* Ade Zer =23
SOSE &8 Holeho]A 8o © 3o 5—*}%‘1}3
FAGoZH BEAME #e —r%«l #HA3le AL
o, BAHE #e] YoM {9 Holg #AA fAgLR
H F7i9Ae £FE &Y F sl VIHE AASHA
. SOSE AT F F719FAY igE 9 7
Ue whA 7)E9 JHel HlE| &g wE Al AT
He dolgte] AHEE thi Wolxle 7o) e
ok slA g BalRe] 744l AAeM & HxE Aib
Tt ERGAL @5 M8 EdqHde] A4S
= 4E e, 7189 71y His) diolgle] A

W ro rL

EZ H 71E JIEEd A 4 v

Awrt Z2A RolNe A4S WA & e W
Ao ANk UM R AR EHAd F
AN HMESE E2Y02ZH F #HY ¥ L dolE
ARE FHA e S AL & de R
2784t E3) SOSE OLAP EdddAs OLTP E
o] Ao FHHE FHA ESTS #7304 2o
vz E EAE S BodEe B3 FEEAT
AR Bet BH0) AREEY Be £9 B FF
ZA5s FAdAE, SOSAAM =L Kt 5FE
© EANAYFLE 2P dolg g #5E v
o] A% ZA Jelgth weld SO0SE He T8
o] g FFoz AEsHo JYu delete) HMEs}
Fas Agske BAdAMe wiEAdR 54E Zed
I RAY & ok EF A B 544G Alojg #
T TS JHES JHAFsE 89 #70 de o
A As7t ZolstA Uehd 4 glen2 ESTS €4
2 Ho AR FFAT 4 slerje] SOS T2
Bt &F

[o)

—

oxr W

s ofo} gk,
=L

[1]) Turban, McLean and Wetherbe, Information
Technology for Management, 2nd ed., John Wiley,
1999.

[2] Bell and LaPadula, "Secure Computer Systems:
Mathematical Foundations and Model,” Technical
Report, MITRE Corporation, 1974.

[3] B. W. Lampson, "A Note on the Confinement
Problem,” Communications of the ACM, 1973.

[4] ]. Goguen and J. Meseguer, "Security Policy and
Security  Models,”  Proceedings o IEEE
Symposium on Security and Privacy, 1982.

[5] J. McDermott and S. Jajodia, "Orange Locking:
Channel-Free Database Concurrency Control Via
Locking,” Database Security, VI: State and
Prospects, Elsevier Science Publishers, 1993.

[6] P. Ammann and S. Jajodia, "A Timestamp Ordering
Algorithm for Secure, Single-Version, Multi-Level
Databases”, Proceedings IFIP WGI11.3 Working
Group on Database Security, 1991.

[7] P. Ammann, F. Jaeckle, and S. Jajodia, "A Two
Snapshot Algorithm For Concurrency Control In
Multi-Level Secure Databases,” Proceedings
IEEE Computer Society Symposium on Research
in Security and Privacy, 1992.

[8]1 R. Mukkamala and S. H. Son, "A Secure
Concurrency Control Protocol for Real-Time
Databases,” Proceedings of Annual IFIP WG 11.3



224

[91

[10]

(11]

112)

[13]

[14]

[15])

[16]

[17]

[18]

[19]

[20]

[21)

(221

ARAFH =R vojetHjo]l A A 30 F A 2 Z(20084)

Conference of Database Security, 1995.

a3y, B3F, g, "AAZE B Hlejghola A
2o W33y Ao|E 3 A V) FEAS
3] =22 2002.

Y. L. Sohn and S. C. Moon, "Confidential Concurrency
Control for Secure Transaction Management in
Database Systems: C3,” Ph D. thesis, Korea
Advanced Institute of Science and Technology, 1999.
T. F. keefe and W. T. Tsai, "Multiversion
Concurrency Control for Multilevel Secure Database
Systems,” Proceedings of IEEE Symposium on
Research in Security and Privacy, 1990.

P. A. Bernstein, V. Hadzilacos and N. Goodman,
Concurrency Control and Recovery in Database
Systems, Addison-Wesley, 1987.

P. A. Bernstein and N. Goodman, "Multiversion
Concurrency Control - Theory and Algorithms,”
ACM Transactions on Database Systems, 1983.

Q. Ahmed and S. Vrbsky, "Maintaining Security in
Firm Real-Time Database Systems,” Proceedings
Computer Security Applications Conference, 1998.

B. Kao, K. Y. Lam, B. Adelberg, R. Cheng, and
T. Lee, "Updates and View Maintenance in Soft
Real-Time Database Systems,” Proceedings ACM
International Conference on Information and
Knowledge Management, 1999.

S. H. Son, "Database Security Issues for Real-Time
Electronic Commerce Systems,” IEEE Workshop on
Dependable and Real-Time E-Commerce Systems,
1998.

S. Pal, "A Locking Protocol for MLS Databases
Providing Support For Long Transactions,” Database
Security IX. Status and Prospects, Chapman&Hall,
1995.

T. Priebe and G. Pernul, "Towards OLAP Security
Design - Survey and Research Issues,” Proceedings
of the ACM third international workshop on Data
warehousing and OLAP, 2000.

K. Lam, T. Kuo and L. Shy, "On Using Similarity to
Process Transactions in Stock Trading Systems,”
Proceedings of the IEEE Workshop on Dependable
and Real-Time E-Commerce Systems, 1998.

K. W. Lam, S. H. Son, V. C. S. Lee and S. L.
Hung, "Using Separate Algorithms to Process
Read-Only Transactions in Real-Time Systems,”
IEEE Real-Time Systems Symposium, 1998.

B. George and J. Haritsa, “Secure Concurrency
Control in Firm Real-Time Database Systems,”
International Journal on Distributed and Parallel
Databases, 2000.

R. Agrawal, M. ][.
"Concurrency  Control

Carey and M. Livay,
Performance  Modeling:

Alternatives and Implications,” ACM Transactions
on Database Systems, 1987.

[23] Herb Schwetman, "CSIM Users’ Guide for use

with CSIM Revision 16, Microelectronics and
Computer Technology Corporation, 1992.

g

1998'd 24 Algdigta AFEHTHA
A, 2000 28 $=A3tried A
G ZUHAD. 20009 34 ~ EA
AFANy e BT Y A
8% BAEckz dolgHolx B, o
olg}t foj3h¢2, XML

5
19753 19 S4AdEn ARALEH
ZAE. 19773 249 d=EY S
st EPAAD. 198Bd 5Y
( Winois W3 R(UTUC) Computer Science

o
Y

oz 2D, 19859~ @Al SZahet

N1ed 2F. FARoke dolEelx

Mok, Hojehjol s 4, ¥4 HlolEMo)x

&£ &%

1986 29 AEUgw AAIEHY &
A(gAD. 19883 8¢ moiEtn A
AN SA(RAD. 19993 89 ¥
Z387)4d FERULEAFTSE EY
(2bAD. 19959 39~EA AAUER

Zug, FARokE dHoJeHols Heb

Holel gojstga, BAL wojehwols



