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1994 147007k | 13%8H ™ § 2001(FA) | 59274y 2322394
1995 239y 3606 | 2002(34) | 6958 %3 -
1996 439y 73vH1 A | 2005(F4) 1099 -

Zt&: Paul Budde Communication, Global Internet Market-Statistics Overviews, 2001. 4. 24.
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222309 02X 547 308 b HFES Holn gtk #FY Fuss BALEGD
2ol vlste] B vl HEAE A3 Qo] Cyber terrord] TAUACZAME 3
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(Network extemality) £& UIEY Zd(Network effect)s zZteth =
qeN

AEL Network 924
H(Node)#t AZ(Connection)® o] FojAth, YiFE Networke 9AH
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Jo] FE7F JA3]

6) http://www.terms.co.kr
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HegEe 253 FAAE) dud 7 Az EAF9 stUYdE E3stn A
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A gtk ole HelEEY Md A AAsL dAYL wEate Aotk HelwE §7,
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HE BAEE) A8 HARAE FAULeE st Al-d Xt FEulE A=Y
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o2 selF ol AuE ALHA RHES M| YRIVTEE TH AFEA)
ool Au AME FA5] A% BE PyIolgn FAsL Ar

7) http//www.terrorismorkr, & <2 JZTARE olYAS F3HZ(IRA)S ZE TAL HY
gFe2 123 [RA RUES HYyY2rERZ FAHHT ). weo IRAS —r%ﬁ}%:- Abst
Eeolu 2o} 5 IRAE AY T & HHY Yo Adan Y= /S S IRAY ¥
HE UEF9 H } &% (National Liberation Movement)©2 2] IRALYUS 3 ZEA
(Freedom Fighter)2 FA3t3 gle AAo|r},

8) http//www.terrorism.or.kr

9) Z&F, “AoluEe & R tlgr]E’, ARWNEATA FH A1 ABBE/SATANE
g3, 2001. 12. 11. p.73.
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Cyber terrore 7Hd&3ke] 544 d4AF03E= otE AHFo] &Astrz 71&9 HE
o e g 50 Yo

7H gn]-§o] AYsi}.

Cyber terrorel "R3F Aul= PC Uz 715d AAolnz EWE] urte) Aujst I
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TU7 48F A= YU Network FolAe 2213 938 AR ¥z dud

10) 294, AAAE, p.73.
11) Atej=staln] oAbl 1716 41,3008, http://arms.defence.cokr/weapon/sidehtm &=,
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3. Cyber terror9] {38

1) el 9@ £7

Aejule] gz Aloly el "adt ARE FEAAY &k o] B g
AR wetA oleld g o] 8-dte] oy Al AT e FLI AR T
A3y g7t shtel Fag Woz AMgHY gon, 1 Fd FweZE Hacking,
Virus, Mail bomb, Logic bomb, AMCW %5-°] 93, Off Line’t2] Cyber terrorg %713
€ %A%, Chipping, Jaming, HERF!2), HPM!3), EMP!4), Nano machine5) »]§&%7]

_l

12) High Energy Radio Frequency Gun, Zol3] RFE £7]2 A7 Adwe Axgy] 7|
€ e A7 E £

13) High Power Micro wave : §& WEY F& WUE 23353 oUx)], & 842 #a3d
o ¥ HAxH 75& vtuAz
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7}) Hacking

Cyber terrore] 7V3 Bo] A85HE o] vlZ Hackingolth owg Sz Al
g BT FEE FL B FIsel #AE RE TS wikd, BT A&
e TS EYFHow YEF A EE ol 483 tE AMEAEAdA AHME F
7350l #3gHri.16)

Eal
s
1.
hw

(£ 3) A=Y slizlnjsi 42
€4 & '96 97 '98 '99 2000 |2001. 9¥
a s 147 64 158 572 1,943 4,301
&%) 0 -56.5 146.9 262.0 339.6 221.3
L& http//www.nic.orkr/cgi-bin/EnterBoard?/enboard.cgi?ActionID=12&dbname
=sdata&index=186&page=3&tempfilename=sdataV .html
H2Eo], 37 et oS B n A=Y, B4 HYPEE =Y T4 F
Aol gEAZ gtk AAEC] FEAY F Qe AE AT FE A £ -4 q&
LAY NSl 2 YENZ AH9 AP E Bate HALE, HackerEL &%
AFo] REFH A FAlol FFH ZEF] AU EEIDEL gl Scanrung, IP

Spoofing, Buffer Overflow 52| ©h3k wgo] 3t}

1) Virus

Viruss AEH Virus7b obd Programe] 7%Z ©E Porgram® +3&& WHASAY
We Programdl ety $£A3E & 4 dE A, old Programd AR FAHAQRES U4
g 2 gAY 99 3 A4FE 2L ProgramS E TA] FAFA] & Program 2 2 A
°] Programdl &3] & Programo] #9] 471X E5A-& TEHAIZIYHE AFE Viruseh
I HE 2L Zoth® o]#d Viruse FHEE 9E$ ulolg L, taZR nloleis, K
E/3}9Y ulolglx, B vlelg)x, RE ulelel2, Trojan, Worm, Hoax 5°] Utk

14) Electro Magnetic Pulse % : A7) Y2737 E AH4de] d@7]d 258 2 YA &
Y& B39 dAF 715E vhHAR.

15) 22389 Any v 3 22L& {UHZ YEHIY
ohHl Al 71 §7] (Im=109&2] 1m)

16) o184, TFIABRENNHA A [ (ME: FRIJATSH, 2001), p. 2.

17) http://www.boani.com/secui/src/info/shield_detail jsp?nodeid=231&order=hit +desc&expertid
=331&rsc=18xscid=981331705370&page=1

18) uteig, AEE vpolalx B4 Az @ Ad (& AEY, 1992), p. 23.

Azgel Ads N5



AO[B{EZ{e| B4Etn} cHRNO kst 47 219

(X 4) 4T vjojzA EE

T & 14 24 34 44 5¢ 6¥ Al
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9 Ak 11 14 18 11 17 16 87
3 A 14 18 20 14 18 19 103

ZHE : KISA, 2001d A7) 817 - vlolglx B4 H31M, p 28

Virust Software’t 74 A4S A% 44 wol FUHw gow, Yuges
Program® #% i AMalsie] Furlz)o) @ 5L AoTAY HaAg A, 2]
AN BAGE 59 BNT S TzadenA Wzt AFA FAE AHeE 2

e T

= glthio)
o) 71e AR
Cyber terrorel £981% £7] % 278 st=dole A%ye
el WO 2= Tempest20sh EMI2) EMC2) o] itk o] 7FH A
ARE £Y8) ARE Y5ae Wyolh AR} Bohle HAlw 38
YR FHAL AT o) BFHY A2d Az Fiset BPe
Ble) g BEY 4 ok

(1) A9%3)] (electronic jamming)

L2 AR AHSHs Syolth AT Alago] S5tk At ZZ%% efa) de
szt sk ARE AU AR ARE F3bel At LS wdss P9jolth

(2) Chipping

Al Eu stedolE AAYE o Chipdol noz2 £F
ot AF AE A2EE FA3AY A5 o /\}%3}

rle mlm

(3) =8Z% (Logic Bomb)

19) =39, Cyber terrorth-&3 BB S I, 2001. 04, p.4.

20) &7+ A A3 F %2 (Transient Electromagnetic Pulse Standard), AstAe] Q1% AFE
oM Yo e 55T FHAFHE FHARLAA B4 eV E S8 FHol dHANEE
Hgstd e gEel vore WES dotd & sl HAFE ol e Alge) FAS

B3 QeA, od HIdEA L FAn JeAE F4dd $ g
http://www kinds.or.kr/

21) ERLUEPERS © electromagnetic interference

22) THWEAME ¢ electromagnetic compatibility
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AF7AA EAE qFEe] AFE VY wHe AFHE 8% ] T 22 ¢
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2yels] 919 HIE?EJ*E%OI M B2E olgan Ak Y& @A FAAE
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6. 2]=9] Cyber terror [§28i!

1) ==

Z7letp el A2 98 849 Cyber terrore]l WAs7] 943 AA =& hed D}
ol B3 gle} I ME 199535 E UH-9 FHRANE FHe= aﬂ?‘ Agd
TAIS s 199635 E FHA ASto] HQPHEE FAH "RED TeamE 2%F31 310
o, 1998d%H &AL A FAFBoz Lt PR QAT - FAEY fo

19993 10¥9lE A Y A EE AN AATIAEERZ &4317] AFeigion 49
ol to] FujYFe] Mg TAI FulE HAF AFo2 A NERY B

23) http://user.chollian.net/jy1010/cyberwar/news-1-1.htm
24) http://www.terrorism.or.kr
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ge 74 LIS, 20008 1026l Aol A ZT2aWe Pt dohs
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Qe A 208 AAA BHALE didtn AAHE HEar] At AHA
238 AFHoz BET k) oy FFVIH 389 1o] Aoy HEEESF
zZXRE #HAe B¢ Aoz zAHLH, o589 A9 Awlo] d¥ YAILuXR
(netspionage) 2 & Atold] H#sl zx9 AEL A¥stn Jdutzn AZees Aow
Lhebtot,

o= BAAUPIH(CMA)S ZA AT o3 32%7F Atold EHlelE B ZHHe] sk
T $REtgon 60%e Aol 2ARE A el Hu dvkn AL B0l
CMA AEE F Aito] ANEY A7} o] Alely Heiet }& FH7L siUA &
oz gk

3) 9r

YRNME F9 £ 9L FUd dF FAGA ] ZHo] HelEae e 74
A A FIEEA e 7}—-—131 F43 FAse] AAR g8 IFAHZY AY E=F
=733 9t weEkd oA Fxsbe] Aba)z)uk 2 ABAP’QB]OH 3 Cyber terror t)#
o 23yst3 1909d 09 b ARH B, FTIREH S 134 BA FAFoE A
BREAA/ARA FME T4 EFn Ytkd
F2 dgde] o 3 xzst 9 o geRgae A& Jgely Heds 87
o ¥ UFW TR T HFHAHY X AF3n gloew, 53] FAH B dalod=
FAZAAEETEY ZAFQ BREY T FAYH AFHE =¥ Aok 1Y
YEL G AHE Z7HEAYE HAEHd dig SdT JAYE S st A= 4tk

4) T3

olAo} o] it A7 SEUAIY BHI FFL 97d oF 100 5 A
Ao FAHE HAAFUNE FAYL
FZol 57 7E 19974 69 99 o) Computer Virus S4Fd& 34, 7t

°1-‘o

g

o,

-—

25) 71& 4], “Cyber terror o] %A A& 2712, A2#, A JANFF 3| oY AFEHIA,
2001. 9. p.2.

26) ABFAR Cyber Korea 21, &3 A47|ut=7t A4& g AR Vision, 1999. 3,
p. 3.

27) ARAE, 2001. 4. 6.

28) A4, AAA, p. 8.

29) A site.
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Fo ¢ AYPAA zg ¥ FAATFE FPk dev, 19999 108 Ao} AU
dg ANE Ao Az 22 2 FFTTE FIEDUATA LT S
Ade] getgelA i 50009¢8E ALt 24 F AN FHoR &
712 stged, A e AFETE FHIANE £ e AASFHY Net Foree
& 4%l REF vt lnh0
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. Cyber terrord] A= ¥ FAA

Cyber terrors NetworkAoll 4 dojus He2AM B/ f-55e FATo] glod &
A8 F g FAE 7T gk 22y Networke] 248lE 1 AAAYA &9 o7
7} NetworkE E3te] o]Fo|XAX BE Holsl Cyber terrore] o] =Z&Ho] gt
= o] bk UL Fikinfinity), ¥344 (uncertianty), 7HH(virtuality), 712
A (individuality), 5 (equality), AFfr(freedom)] AAlo]t}3D webr] LAHE B4 G4
HAFNF gulEge gL xovt glon oladt RES #AGSHA ¥ At s
AeFeos 448 =M g 8 4 gt

1. Cyber terror9] 2!

1) 7 AR dd AF

AARD Yohe BPe Ansel wA HAsd BE JTAYE AASFOEH Y
18 Bl 319 wE 47E AAHoz Wi, Egstw, des
: etk gebq AR FAHE FUH 7Y

= UE At wFLed, 3147144 741

A &3} % 73-‘?—7 24
Y Aol ArE ol ZJ_ZPé & mul o rAANe T8 9 494
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ABSTRACT

Countermeasures against Cyber terror in
Korea

by An, Chang Hoon

Koreans are the most avid Intemet surfers in the world according to
Nielson/NetRatings(Reuters, August 2001) and most Intermet connections are made
through high-speed connections like Digital Subscriber Lines (DSLs). The result of
such intemet fervor is a nation that is fertile in both hackers and software companies
(over 200 in the field of network security alone).

However, by-product of Internet activity is cyber crime and the need to protect
innocent users from the dangers of cyber criminals and cyber-terrorists be they are
individuals or organized groups. Hence the Cyber Terror Response Team (CTRT) was
organized in late 2000 with the mandate to fulfill that role. In these contexts, this
study analyzes the actual conditions of cyber terror and suggests the countermeasures

against cyber terror in Korea.



