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ABSTRACT

This paper describes design and
implementation of home network control
protocol for networked home appliances.
The proposed network protocol has four-
layered protocol structure and device-
modem interface structure for the flexibility
of modems based on power line
communication. The standard message set is
specified to guarantee the interoperability
between various home appliances. The
proposed protocol can be easily
implemented because it has minimum
network overhead.
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[ . INTRODUCTION

The home automation system is one of
killer applications in home network. Power
lines have been considered as a convenient
carrier for the home automation system. To
implement the home automation system
using power line communication (PLC), the
interoperability between networked home
appliances (NHAs) should be guaranteed. In
addition, the implementation cost should be
low, even though it cannot guarantee high
reliability. It also should have minimum
network overhead, due to the limit of micro-
controller in NHAs. The standardization of
network protocol in the home automation
system using PLC has played the important
role in satisfying these requirements.

There is standardization for network
protocol in the home automation system. For
example, the X10 [1], LonTalk [2,3]), CEBus
[4], ECHONET [5], and LnCP (Living network
Control Protocol) [6-8] standards define the



Home Network Control Protocol for Networked
Home Appliances and Its Application

network protocols and interface standards.
Although the X10 has been used since the
1970’ s it is typically suited for simple on/off
control. It cannot meet the requirements of
NHAs. CEBus have been developed with the
purpose of control network in the home
automation. CEBus has common language
interpreter like Common Application
(CAL).

implementation cost is non-economic by its

Language However, the
structure and message specification [6].
LonTalk was also designed for control
network. LonTalk supports OSI seven layers
model. Even though, LonTalk is powerful for
the home automation system, this protocol
had not been widely adopted due to high
cost, less flexibility, and other barriers [3].

LnCP is simple solution for the home
automation. However, LnCP has mixed layer,
and it is difticult to maintain and upgrade. It
does not define the device-modem interface,
for the external modem. In addition, LnCP
cannot guarantee the interoperability because
LnCP is designed for specific appliances.

Therefore, a new protocol has been
required for interoperability and economic
implementation in the home automation
system based on PLC.

This paper proposes design of a new
network protocol, Home Network Control
Protocol (HNCP) for NHAs [9, 10]. HNCP
mainly targets on low-speed control network
based on PLC. HNCP has four-layered
protocol architecture. Each layer s protocol

data unit is encapsulated to guarantee the

maintainability. To guarantee the
interoperability, the standard device-modem
interface and standard message set are
specified in HNCP. HNCP also specified the
network management and simple flow
control and error control to enhance the
network reliability. A home server program
and an appliance emulator are shown as
implementation results.

This paper is organized as follows. In the
following Section, user requirements of
HNCP are presented. Key features of HNCP
are presented in Section 3. Then, a home
server program and an appliance emulator
based on HNCP are presented as
implementation results in Section 4, Finally,

the conclusions are shown in Section 5.

I.USER REQUIREMENTS OF
NETWORK PROTOCOL

In this Section, the user requirements of
network protocol in the home automation

system are listed as follows;

* Guarantee the interoperability

» Low implementation Cost

* Minimum network overhead.

+ Guarantee the transmission of
emergency data

* User convenience

» Maintainability

First, the main object of network protocol
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in the home automation is to guarantee the
interoperability between various home
appliances and vendors. If NHA has different
capability of network, the connected modem

should meet the requirement of the NHA.

For example, a master device that has

powerful microprocessor want to control the
home automation system, this NHA should
contain the network layer of network
protocol,-while if a slave device just respond
the master s request, the slave device only
have the application layer. Therefore, the
flexibility of modem should be guaranteed
for interoperability.

Seconds, the implementation cost of
network protocol should be low. There is no
need to use high cost network such as
industrial network in home environment.

Third, the network overhead in home
appliances should be minimal because the
performance of microprocessor of home
appliances is low.

Fourth, the successful transmission of the
emergency data in home security system or
home care system should be guaranteed.
Network protocol for the home automation
does not require high network reliability and
real-time property that are needed in fieldbus
or industrial network. However, emergency
data should be transmitted reliably.

Finally, because ordinary people use the
home automation system, the network
protocol should guarantee the user
convenience and maintainability. User wants

to easily control and monitor NHAs with
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powerful user interface devices. Based on
the above user requirements, HNCP is

designed and implemented.

1. KEY FEATURES OF HNCP

In this Section, the characteristics of HNCP
are discussed. The key features of HNCP are

as follows;

« Multi-master architecture

» Four-layered protocol structure

« Categorized address system

» The standard message set

« Simple network management

» The standard device-modem interfaces
structure

« Simple flow control and error control
1. Multi-Master Architecture

HNCP has multi master architecture. In
home environment, several home appliances,
such as refrigerator, TV, remote controller,
and PC have its own user interface, and they
are very intelligent system that can control
other devices, while, washing machine or
micro-oven just respond the master s
request. To guarantee the compatibility of the
controlling and monitoring, only one control
cycle is allowed in slave device. Figure 1
shows the multi master architecture of HNCP.
TV, PC, refrigerator is master device, and the

others are slave device. User can control
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Figure 2. The protocol architecture of HNCP

toaster through master device, such as TV or

refrigerator.
2. Four-Layered Protocol Architecture

HNCEP is four-layer protocol, physical layer,

data link layer, network layer, and
application layer. However, to guarantee the
flexibility of modem, physical layer and data
link layer are not specified. HNCP only
specified guidelines of these layers. And
service data units of each protocol layer are
encapsulated to guarantee interoperability.
Figure 2 shows the protocol architecture of

HNCP.

1} Data link layer

Data link layer of HNCP is not detailed
specification. Only some guidelines are

specified as follows;

» Because HNCP is multi master structure
and immediate transmission is required,
MAC sublayer should be Carrier Sense
Multiple Access (CSMA).

* In MAC, Frame Check Sequence (FCS)
should be added for frame error
checking.

» Service data unit (SDU) of MAC contains
House Address (HA), Packet Information
(PD and Network layer protocol data
unit (NPDU).
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Figure 3. The SDU in MAC sublayer of HNCP

HA is 4 bytes address and is generated by
network management. HA can differentiate
own network and neighboring networks. If
the HA of the received frame is not correct,
this frame is discarded in MAC sublayer. This
scheme can prevent the interference by the
adjacent networks if no blocking filter is
used. HNCP supports the recovery scheme of
the HA collision with adjacent networks. It
also can reduce the processing overhead of
upper layers. PI is used for Initialization of
the home automation system. Using PI, The
Plug and Play (PnP) function will be
implemented. Figure 3 shows the SDU in
MAC.

2) Network layer

In network layer, three functions, such as
address control, priority control, and error

control, are provided as follows;

« Address control: The individual address
and group address of this own node is
memorized in network layer. The source
address of the received frame is stored
in slave device. This information is used
when the response frame is sent back.

¢ Priority control: Priorities of frames are
handled in network layer. In HNCP, four
priorities are provided. The higher
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priority frame has, the faster and more
reliable transmission is guaranteed.

s Error control: If the response frame of
the transmitted frame is not received
within a specific time interval, this frame
is retransmitted. The number of
retransmission time is limited within

three.

By the bit operation of address field, three

transmission services are provided as follows;

* Broadcasting service
+ Multicasting service

¢ Unicasting

Four packet types are specified as follows;

* Request packet
« Successful Response packet
» Failed Response packet

* Notification packet

If packet type is request packet, the source
address of the received frame is memorized
to prepare the response packet. If packet
type notification packet, the source address is
not memorized, and no response packet is
transmitted. The Network layer Protocol Data
Unit (NPDU) is shown in Figure 4.

The components of NPDU are classified as
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follows;

1. DA/SA: Destination address and Source
address that are memorized in network
layer. Address flag and product code are
included in first byte. Second byte is
address from 0 to 255.

2.PL: The packet length of NPDU.
Maximum packet length is 111 bytes.

3. Nopt: Network option is made as
follows;
¢ SP: Service Priority
* NHL: NPDU Header Length
* PV: Protocol Version
* NPT: Network layer Packet Type
* RC: Retransmission Counter is limited

three.
* PN: Packet Number of transmitting

packet

4. APDU: Application layer Protocol Data
Unit is explained the following

Subsection.

3) Application Layer

Application layer provide message format.
Through application layer, the application
program in home appliances can control and
monitor other home appliances. Response
packet is added ACK/NAK field. If the packet

is successful response packet, return
arguments may be added, while error code is
added in failed response packet. The
message format of request packet and
notification packet is composed of service
code, command code, and input arguments.
The standard message set of HNCP is
presented in Subsection 3.4. Figure 5 shows
the APDU format of HNCP

The components of ADPU are specified as

follows;

* AL: The APDU length. Maximum packet
length is 103 bytes.

* AHL : The APDU Header length for
upgrade.

* AOpt : The APDU option is used for
message set version and etc.

*SC : The Service code is used for
describing the type of service that is
served by application layer. Due to
service code, the variable in command
code field will be written with the
following argument value, or read and
responded to the master.

* CC : The command code is variable in
the device.

* ACK/NAK : ACK or NAK will be added
when the slave will be sent the response
packet.

* Argl: Arguments may be added if
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Figure 6. Categorized address system
necessary. bit operation. Besides, product code is used

» Error Code : If the request packet is not
received successfully or the device is
unable to execute the command, the

corresponding error code is responded.
3. Categorized Address System

The address of network node is
categorized with product code, and location
code or logical code that is defined by flag.

Master can make group addresses by simple
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to decide the type of message set. Figure 6

shows the structure of address field.
4. The Standard Message Set

Each message is composed of message

code, input .arguments, and return

arguments. Message code represents
command of action in home appliances. The
received device may response with return

augments if the request packet is executed
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successfully.

While, if the request packet may not be
executed, the failed response packet is
transmitted. Three message sets are classified
in HNCP, general message set, device-specific
message set, and network configuration
message set. The common message codes
used in mostly home appliances are formed
a group as general message set. The
common message codes of the specific
devices are formed as device-specific
message set. Network configuration message
set is used for setting and maintaining. their
home network. Table 1 shows the part of the

message set for air-conditioner

Table 1. The part of air-conditioner message set

CC DATA Description
0x00 0/1 Reserve
0x01 0/1 Power On/Power Off
0x02 0/1 Start / Stop
0x03 0-4 Operation Mode
0x04 10-40 Room Temperature
0x05 10-40 Target Temperature
0x06 0-4 Wind Velocity
0x07 0/1 Wind Direction Up/Down
0x08 0/1 Wind Direction Left/Right
0x09 0-7 Subscription Mode
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Figure 7. The flow chart of network configuration

33



rr
Mo

Ul MswziD| |Tf MewuzfD flaw flax AT
I A |E I B B Drricul Tovicu ] Torice 3
I I : | | |
D Y D Yra H Hpe H hypa Ul
Medom Modem Modom Modam M:dem
] | | | |
PowarLlin Caror

Figure 8. The example of the home automation system

5. The Network Management

in HNCP is

composed of initialization management,

Network management

configuration management, and error
management. For realization HNCP,
configuration management is mainly focused
in this paper. Configuration management and
error management is operated by notification
packets from NHAs

Figure 7 show the flow chart of the
network configuration procedure that is
executed before first initialization. At least
one network management of master devices

is activated and operated this procedure.

6. The Standard Device-Modem Interfaces

application S/W should be ported in modem
and devices are just connected via digital
I/0.

Th'us, different modems can be used in
one control network. To solve this problem,
standard interface structure is specified in
HNCP. The interface between device and
modem is implemented by RS-232C serial
communication.

The data format in the interface is APDU
or NPDU through the types of modem.
Before starting normal communication, the
information of device and modem should
shared each other.

In HNCP, N type and D type modems are
classified to meet different home appliance’ s

ability. N type modem offers below network

Structure layer. D type modem offers data link layer
and physical layer. Figure 8 shows the
In HNCP, standard device-modem example of the home automation system

interfaces are specified. Many NHAs have
different ability. Master devices want to
control and monitoring other devices. On the
contrary, slave devices just react the master s
request. Simple devices like a light or a

sensor do not have micro-controller, so the
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implemented with HNCP, and Figure 9 show
the data format of device-modem interface.
The components of interface data format

are specified as follows;

» STX/ETX: The start and end of interface
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STX IrL IPT |IPH APDUor NPDU CRC |ETX
{a) The interface data format
ST PL IFT |[IPH CRC |ETX

{b) The ACK or NAK of interface data

Figure 9. The data format of device-modem interface

data are added

s IPL: The interface data length

« IPT: The type of interface data packet is
specified in IPT field. ACK/NAK and
initialization data packet types are
specified.

+ IPN: The interface data packet number is
specified to identify the ACK/NAK
packet.

* CRC: 1 byte checksum is used to check

the error of device -modem interface

V. IMPLEMENTATION OF HNCP

To prove the availability of HNCP, We
implement a home server program and an
appliance emulator based on HNCP. An air-
conditioner is emulated. The home server
program and the air-conditioner emulator are
operated in PC. Figure 10 shows the
mainframe of the HNCP home server. When
a user wants to control and monitor a NHA,

the corresponding device window is used.

Figure 11 shows the device window in home
server when an air-condition emulator is
connected.

In the appliance emulator as shown in
Figure 12, the received request packet is
executed and the response packet is sent
back to the home server.

Due to the home server and air-
conditioner emulator, HNCP is proved its

availability in the home automation system.

V. CONCLUSIONS

In this paper, a HNCP is designed and
implemented. It is based on user requirements
of the home automation system based on
PLC. The home server program and an
appliance emulator based on HNCP are
presented as implementation results.

HNCP guarantee the interoperability
between various NHAs. Because HNCP is
also very simple solution, the implementation

cost is low, and the network overhead is

35



rh

Mo

36

%, yEEHYER

HOME
DEVICE UST

IAIRCOH -f

-
()

AN MERUY OATA e QEVICE INFORMATION :
KIALIZE t 5 [ HANE MACON MODEL  |AC =3
H {
H i
e 1 | §‘vsuoon SNUHOPES STATE  [CONNECTEI

]

|

|

Figure 10. The mainframe of home server using HNCP

e it @"1{}
} Conirol Yoty
|
! Saetfste
i .__.’{S_EJ STARTATOP
MOOE
OUR. TENP § oo v ‘
ET r““‘:} ' Resmrvaton [F% seomezt =L
Temperahias o= Sap M TEMP
- Resarvatan | BH S:4055mH %@
Addtanal
i )
. AR FLOW
DERECTION 5
o®.
|
i EXIT ; ! i ribsize i
i i . S
{(xm' o e e
|
i

Figure 11. The device window in the home server

Operafion ————— - Temp{oC} ~ Esnulabar Confref List—
ﬂ‘@ﬁﬁﬁ‘“ STOP | CUR, TEMP fﬁ"ﬁ“"" SET TEMPIE ~—ji Connact UK.
remote sian
Hode B

OEHUM | AJTO | VENT | _HEAT |

Aguanced Contal

» Resersdion

[P, | R ——
AR FLOW ™ oM =1 pain. ¢ Condilion .
: N , W
mrecTion [T =) }r* OFF [Tl —
padtans! ‘V-k F sr #Hour Timer MW CON. ISTART
[ E“'”_‘““‘“‘—‘
Convenience JOFF ]! o
i il BEMAIN B M,
it N ;

Figure 12. The mainframe of air-conditioner emulator




Home Network Control Protocol for Networked
Home Appliances and lts Application

small. The results of this paper show the
availability of HNCP in the home automation
system.

In the near future, HNCP will be applied to
commercialized NHAs. The overall home
automation system using HNCP will be
implemented.

To enhance the usefulness of HNCP, it is
necessary to develop the bridge between
HNCP and Internet protocol such as UPnP
middleware. Encryption algorithm will be

necessary to guarantee the safety of the

AR

home automation system.
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