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2.1. BibaQl 2ot 4

Biba 2d& Fro UYL Z28 BLP &
do] 7H73 AHe FAARS RAIY] HE B
g2 k34 Biba 2d& BLP 2dd &
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o AAE 24 @ FE44 588 Foged
s 7 72448 43& A
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EK = SK.

2.3. 350 g=38}

8¢ ARE d5se el YA
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ojg& Y488

- APY) #A S, c £ AP Ad:
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BE 713 e $FE YEdg

s = 3R HY FH.
Biba 29& APY A 53 c & HR y|
I FF s Abolel #AE A=Y, T,
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A 5F cE 2= APE HUSHE 9 AR

HEE F o FAEHA [BlezRH &4
53 c& ZE APE YS9 5= key(deciphe-

noj

ring key) SK()& #3¢ + k. &

SK(), i<c (2)

T3¢ Biba TAe HUSH s9 A9 =
& 089 A% keysd dtbol odf WA 5
e A nAY. 3

SK@), i=s 3

2.4. S89 F2d

THE ARY FRAEE YEdY 1 Fax
' 43sdrs] do ARd w I
Yo FRoM 435t o JHE ZE AN
o g3AE Ao s&dH

FA4 AMulze] FdE AA od S
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E2E A A ARE &84 8 Aot ¥
A4 & 25387 9% H|Y AR cryptographic
techniqued Fa37] 3 ALgHE s
key7t 8 + 4.

e d4714 %A FF FAAH #A
2 F A=A ds =9 & Fq FFe] 9
ARE EF} FeXE FT Aot A=
U0e 99 ARJ} AFHE %S 2ddEg

APr
7
6
APs 5
4
6 3
5 2

Fig. 1. APs which may exchange data of
three class.
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cr o2 34 olwf s & APs7t Bujma 3}
E AR HAEFolgdn & w, 39 public
key EK7} datag %z stsisl 48 A5
A A= key SK& &3 2t}
SK = SK(), s<i<cr 5)
£ 34 5F c& ZE dud APE Ug9
vl 8% key SK()E 24 €d.

SK(), i<c 6

9t33} key EK() * EK(il)o] AH45H4 53
371 9edtn, 579 FZAHL AT 9%
& key: ¥4& A €4
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ol A} 3 5 (deciphering) S $13 key &4
# AEo] AFHUY. 12 ME ¢ g
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EAsE Ae: AL A 9 3y
gavld g ol APEC] EAdE ¥¥E
AR MY 8FE 478 AP W
A ae"o o 94714 $Ee dde g
71 o8 ke APEo] EAsE FRAA M
A3 Fdd0 2R Ul =9 & R
ojth, o M8 g&d F FF Aold #AE
AL 28T Ao F,

- OSI - communication subsystem® ¥
protocol entities 3 B 7)o} oJFA
5 key® 2uj¥ 27t

- @g7ld EAdte AP HAFTHE

3.1. 24t AIAEIOIMS! Biba
Security eI I8t key 24l
oA e keyo] HulE 97 FRE F4A

3 AP #ASF J&Ee Lt}
927

AP

5 AP2

: 4 AP3

3 3 3 AP
2 2 2 2

Fig. 2. AvPs which different clearances
resident on end system.

Fig. 2& shue g@27]d 4789 APE°] &
Z g2 FAFEFS 7 A& BHAY APY
HA FFL 5011, ARE 4, APE 3, 181

39

AP4—4 HAFFL 2 g AE & + U FHut

2] gy} Ao dgrld] Bujd o, 2 HEE
APy, AP;, AP;, £ APl F2AH Hojotd
g 4 652 RHH APE F42 AAHE FEE
&3} go] g3 g Eojokgt

.

1y

EK(), 2<i<2

Ao g AP SK()E Z+ ol ¥83)
A gtk AP B3 29 39 ARE HEY +
AE o)At SK keyEol "addAHI,
AP 7 2,3, 181 49 FRE H=ZY F
AE SK keyEol HasAHY APE YA
= 59 2 3 4 283 59 ngi’_%algg’
Qe SK keyEo| oAt Bets APE
2}7Z}t 3 % (deciphering)o] 3§ ¥ FHE ﬂl%@
F Qe 498 MY keyES ZAEEY Table 1

2 o]ES Kol §lb.

Table 1. Keys which may be used by
APs of fig.2 for deciphering
data.

AP1 AP2 AP3 AP4

(5) (2,3,5) ) 3 2)

(2,5) (2,4,5) 3.4 23)

{(3,5) (3,4,5) 2,4)

(4,5) (23,45)| (23.4)

Table 10} & 49& g3 g

(1) (s1,82,..,sN)& 3t} nld keyZ2 AT
7 s1,82,..sN9 HRE #HEF7] 43 AHEE
+ g
g W (234 HUTH 2 3, & 49
HE Y537 A3 *}%%‘\4. Ao R ¥

o
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A58 2, 3, 28
& dxse
3}t

(2) APES Zaste HATEH 4 group
g 5 gl E}EW APES FoA 189 28
% g9 & keyES M2 F I A8 EB,
AP= (2), (3), (23), (4, (34, (24), 234E
key2 7} & ok =8 24 APE Ar|deR
B HA4g e keyE 23 ojorgtt

293, 257 & HA5FE 2= il
9 APEo] 3 wutvlel EA$dd, Biba
2dg ALy 484 A2 n A9 wE
keyEol #asich sy olde HEFIFE A
F37) 948 sy keyst AH2E AS $38
7t 983,

49 FRE ¢3337] 4
public keyE Al&3E= Ho| A

3.2. Symmetric Cryptographic
SystemsE 0|28t HIZA9|
AlS

S8 [7]25%¥ PKS(public key systems)l
B HI key #¥lE A5 F-8(decipher
operation)2 F#3E ¢L7] el AP9 #HA
T 93A 23 AFEE gt ey
Symmetric Cryptographic System¢] Ap&3 9]
A& W A3E HF key: dASIAE H@
key$h Zobokdth metd $AAst FAAE
H2d 3te] keyE FAorRT. e %=
3h}e] Symmetric systemo] A€ o 53
& A% key wHl= 2F 4 @27 W AP
9 HAAFFAT JE3A ged

g2 4 AME dEM BoFa . o
714 F @2l 4z 4709 APEe] EA5Y

HEHSI0I Ti6A K2g 20024 68

I F49 HAFIE "Ly ol FojA
(Fig. 3).

s =3 #31)
AP AP2 AP APs AP: APs AP4

(430 ] 43.2)] | A-layer I(suz) @ |

1L ¢¢%+

IS Phyelr
]

I 3 ] 3, 2)

I ] Tty |
| @ | Newyer | @ |
Fig. 3: 2 key distributions going with
APs having the same clearance

APy 1address = PSAP; + TSAP: + NSAP;
(7)

AP 1address = PSAP; + TSAP: + NSAP,
‘ ®

AP; 1address = PSAP; + TSAP; + NSAP,
9)

APy 1address = PSAP, + TSAP; + NSAP,

(10)
AP: naddress = PSAP; + TSAP: + NSAP,

(11)
AP;naddress = PSAP; + TSAP; + NSAP;

(12)
AP;yaddress = PSAP; + TSAP; + NSAP,

(13
AP4,naddress = PSAP; + TSAP; + NSAP,

(14)

APriic1=5 APygl cin= 5
AP21i 1= 4 APyp’ cp= 4
AP31ic31= 3 APa,ui can= 3
APy1: 1= 2 APyt can= 2
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Fig. 4914 key ®Wlt 449 APEol M=
0e dAsse e AL Holu Y. AP,
19} APy pAtole] 2@ HE 53 59 datat key
(543)°14 key (6543) £t 54321 AHE
3t 453t g ¢ ok old key (6543
(643212 do7i1o] Z3 UA 7] Q&
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Einll aimn
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I(GSU) (5:4.3) } A-layer kesuzl)(saazu

¢$+# #@#ﬁ
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| . :) | “.32.) 8
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Fig. 4. Key distributions which enable
no communication of data of classes 6,
5 and 4
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AZRH Ugn Ze AL ojFo ¥ ¢
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o 238%) gow e nUuSFY datag %3
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3.3. Asymmetric Cryptographic
SystemsZE 0|26 HIZA
S2240| &3

table 12%¥ o8 715 keyd &7t &
Agds AL ¢ & A% 2 Y key -v-“ﬂ
HEUA Mg e 49 keyE e BHlE
€ o] F8&a, 1 3L key 2HE Apph—
cation-layer o}2}9] layerdlA w23 FAA
£ 78 ¥ 5 glojordth. ¢3stg HEse
F& layerdl A 4¥E 9 o EARFHod. 1A
& <% (authentication)o] RF& layerdlAl A&
Ao AL ¥TEZES AXY wFo|t}

AFE Aele Aol DAl(access control
phase)& FH3te o] AT, HIZAdA
T AR} A7 Ao £YHE o ARy
olh. Iu ¢3zsd AFEs 14 %E 5
keyE 27 %2 AP BHUAE AL TE F
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o
w
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A FEe Aol HMojtt,

7t A& F9 key®E ZE 2o #HNA
ghto] ‘%‘%_}7]‘)1]*1 EF 08 dAFEE #e
n 1Y APEL #H4% n Y 9& keyE 21
slojordtt}, wetAM Table 2& 713 HL 49
keyE ZE 2ulizt 8 5 Qo

Table 2. Keys distribution where 4 APs
(which different clearances) all
have different keys.

AP1 AP2 | AP3 | AP4

(2345 | 238| 23| @

agy z+ AP7t 37 g HE keyE 2
g o, ste keydl 93 & APEY AFE
AHE H5T 7154l g Feu

welA o] HulE Application-layer ©}2l¢] layer
A4 A3/3E o] AAHA g ol

ANE, & layergold ¢Esizyde AF
HA, o B keyE LT3 Y+ key
7t EAgted gl 2 dejg.

AP1 : (2)(3X234)5)
AP2 : (2)(3)(34)
AP3 : (2)(3)

AP4 : (2)

olw| APl, AP2, AP3, 1&1 AP4E T}
F&g 74 "o

APladdress = PSAP4 + TSAP2 + NSAPI
AP2address = PSAP3 + TSAP2 + NSAPI



OSi-24t NASIIMO! Biba Security &0} 728

AP3address = PSAP2 + TSAP2 + NSAP1
AP4address = PSAP1 + TSAP1 + NSAPI

oq7]14, PSAP+= AP7} 94¥® Application
layer ¥2EZ3 Presentation layer A}°]9
SAP(Service Access Point)9 F4& Yehlx
TSAPE Session-layer$} Transport-layer Abo]
o] SAPF2 & YEhln, NSAPE AP7) EA43
t AFY A2 E8F network-wide F4
€ YEhich

Fig. 5& 919 key 2l & o] §% A=5AAE
Yehdeh. ‘

AP AP 2 APs AP 4

a-aver  [2.3.4, 5)1 @8 |
|

ﬁ

PSAP4
S-P-iaver I
ITSAPz] | TSAP1]
[ |
T-ayver I |
NSAP1
N-layer I 2 |

Fig. 5. Key distribution which offers the
possibility to use common keys at lower
layers.
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M2 & keyEE A 3 RAE 9u @
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c, e 247 et @ “ﬂ =& 4
ZE APPSOl ¥ HATEE
Ze BA BHEE & F %14.
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)t:‘..
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2
£
do
i)
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oA oJH key7t ddsHo] A AAQA= A
AAHolof dd, E£F ZE APEL AV|¥H
A7149 QEZ gt RE YZHH keyE
Adg ¢ gl

AEHOoR o] =8L %A HAE9 key
g ZtE key BWE ZohExol 2o 2F
o] oy, key v od FF crypto-
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graphic system< AH&A=X|o] &=, Sym-
metric system$ A2-3& key 917} PKS
(Public Key Systems)& AH&3E key #ulE
o 22 keyE 87HE & & U

2d 21 Asymmetric systemoil A

- key ®Buje 3t dErid EAsE
29 AP &Y. F key F¥j7t e °
d7]o EAsE APEY AP &FHA &
e AME e 98 dur)d EAde
APEF EAE F dde AL ¢+ AT

2

l

- e dgr] dd APECl 7MF ®& ¥
AsEE e APY HATHE otd9 == 3
AsEE o A9 o, 4 539 A
BE A% 4749 SKE A 237} Aok o

l‘\

&gA, G EAY keyE 7t PSAPY &3l
HEo] HNolgls AEJ olzAYY.
keye AP7} AF3c EZE ARE {58 F
dojorste, ¥ FF9 keydl dHAME =
HolA & ¢ € niAo g Fig 4% 99 &
Tol A3 key HHlE HAE.

M

AP1 AP2  AP3 AP4
Aaver 234568 | @ | |

| Psap.|| Psaps|| PsaP,|| Psap |
]

s-P-aver |
TSAP

T-ayer | |
NSIAP

N-laver | (12) |

Fig. 6. Key distribution which is efficient
with repect to the total amount of keys.
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Realization of the Biba Security Model in an OSI-distributed

System
Chong-Hwa Park=*

Abstract

This paper discusses a distributed implementation of the Biba security policy model. Implemen-
tation of an integrity service in the OSI-RM is not sufficient for enforcing the Biba model. Also
confidentiality services are necessary. Public Key Systems(PKSs) are considered for the realization
of these security services. In this paper symmetric & asymmetric cryptographic systems are
considered for the realization of these security service. It is investigated how key-distributions can
be found resulting in a minimum number of key.

* Dept. of software, semyung university



