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Abstract

RBAC(Role-Based Access Control) is an access control method based on the user’s role and it
provides more flexibility on the various computer and network security fields. But, RBAC models
consider only users for roles or permissions, so for the purpose of exact access control within real
application systems, it is necessary to consider additional subjects and objects. In this paper, we
propose an Extended RBAC model, ERBAC;, for access control of multi-level security system by
adding users, subjects, objects and roles level to RBAC, which enables multi-level security control.
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Fig. 1. Relationship of RBAC Models.
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