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ABSTRACT
RTP payload must be encrypted for providing commercial VOD service or private video conference over the
Internet. Encryption/decryption delay is minimized, because there are constraints in transporting a multimedia data
through the Internet. Therefore, encryption algorithm is changed with considering network traffic and load. During
many users participate in the same multimedia service, an user who already left the service can receive and decrypt
the RTP payload because of knowing the encryption key. In this paper, Security Control Protocol for RTP is designed
and implemented for changing the encryption algorithm and the key.
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[Fig. 2] RTP Security Control Protocol Header
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[Fig. 13] Simulation Results of SSRC Info and Init Info
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14:05:58.658145 D.500 > B.2040: P 77:97(20) ack 37 win 8724 (DF)
14:05:58.658200 D.500 > A.2775: P 77:97(20) ack 21 win 8716 (DF)
@A 3 : Zeo|UdEES0] DojA &/ WAAE R
14:05:58.659118 A.2775 > D.500: P 21:41(20) ack 97 win 8640 (DF)
14:05:58.659530 B.2040 > D.500: P 37:57(20) ack 97 win 8664 (DF)
14:05:58.844028 D.500 > A2775: . ack 41 win 8696 (DF)
14:05:58.844087 D.500 > B.2040: . ack 57 win 8704 (DF)

[O& 14] Algorithm Change Request@} Algorithm ChangeQ| Al&Z1}
[Fig. 14] Simulation Result of Algorithm Change Request and Algorithm Change
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WA 1: D7} SHIAETAA 7 WA A,

14:06:08.314173 D.500 > B.2040: P 97:165(68) ack 57 win 8704 (DF)
14:06:08.314250 D.500 > A.2775: P 97:165(68) ack 41 win 8696 (DF)
Wi 2 : 2eoldES) Dol SHAMRE WL,
14:06:08.315191 A.2775 > D.500: P 41:61(20) ack 165 win 8572 (DF)
14:06:08.315919 B.2040 > D.500: P 57:77(20) ack 165 win 8596 (DF)
14:06:08.468622 D.500 > A.2775: . ack 61 win 8676 (DF)
14:06:08.468684 D.500 > B.2040: . ack 77 win 8684 (DF)

[T& 15] Key ChangeQ| aiE2}
{Fig. 15] Simulation Result of Key Change

[2¥ 162 Bl AAE wyes FXE B,
@A 12 AN muse B7l DAl Session
Leave Request® A$3h= Axoldk. oA 2& D7}
tE BE FFo|AESYA Bt AlAdA Wyt

oA 3& D7} ¢F3 718 RS A g
ZPO|UEENA Key ChangeE HF3IaL o] WA
Ag T Fo|JEEC] DA Packet AckES A
4, 183 D9} Brt TCP 9AL RS Aol

2& 2857 Y8l Session LeaveS H43l= A} o
ot}

@A 1 : B/} DojA Session Leave Request WA A& A3},

14:06:14.620299 B.2040 > D.500: P 77:89(12) ack 165 win 8596 (DF)

A 2 : DE ZE SFYORIESAA B} AHAN wdth:= A F2F7] 3 Session Leave WA
£ AF3}a Bt TCP A& A}

14:06:14.620929 D.500 > B.2040: P 165:177(12) ack 89 win 8672 (DF)

14:06:14.620984 D.500 > A.2775: P 165:177(12) ack 61 win 8676 (DF)

14:06:14.621253 D.500 > B.2040: F 177:177(0)- ack 89 win 8672 (DF)

14:06:14.621602 B.2040 > D.500: . ack 178 win 8584 (DF)

14:06:14.804743 A.2775 > D.500: . ack 177 win 8560 (DF)

@A 3 : DE ¢35 718 ARY] A3 3& Z|AESAA Key Change WAAS A5 HTh

14:06:14.804920 D.500 > A.2775: P 177:245(68) ack 61 win 8676 (DF)

14:06:14.805821 A.2775 > D.500: P 61:81(20) ack 245 win 8492 (DF)

14:06:14.921479 D.500 > A.2775: . ack 81 win 8656 (DF)

[J=! 16] Session Leave Request, Session LeaveQ| Mg}
[Fig. 16] Simulation Result of Session Leave Request and Session Leave
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