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Design of a Role-Based Access Control Model for
Web-based Applications

Lee, Ho+

ABSTRACT

The access controls are the methods which are generally used in such systems
as computer operating systems, workflow systems, information security systems
and etc.. In the paper, is proposed a role-based access control model which not
only has fundamental security functions such as security, integrity and flow
control, but also meets the access control requirements of role-based social
organizations. The proposed role-based access control model is designed in order
to perform its functions in simple and secure way, largely in the environment of
web-based applications.
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role_acr(s, o, p)

{

if ( exist ACI(s) and exist_ ACI(o) )
then
role < get_ACI(s)
if ( p == permit(role, 0) ) then
return TRUE
else if
retun FALSE
endif
else if
return FALSE
endif

}
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rule_acr(s, o, p)

{

case p = 'c’
if ( S_Level(s) == S_Level(o) and
I_Level(s) == I_Level(o) )
then
return TRUE
endif
case p = 'r’
if ( S_Level(s) = S_Level(o)
I Level(o) = I_Level(s) )
then
return TRUE
endif
case p ='W

and

’

if ( s == owner(o) and
S_Level(s) == S_Level(o) and
I_Level(s) == I_Level(o) )
then
return TRUE
endif
case p = 'xX’
if ( S_Level(s)
I_Level(s) ==
then
return TRUE
endif
case p = 'd’

> S_Level(o} and

I_Level(o) )

if ( s == owner(o) and

S_Level(s) == S_Level{lo) and
I_Level(s) == I_Level(o) )
then

retun TRUE

endif
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otherwise
return FALSE
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flow_acr(s, ol, 02)
{
if ( s == owner(ol) and
S_Level(s) = S_Level{ol) and
S_Level(s) = S_Level(o2) and
S_Level(ol) == S_Level(02) and
I_Level(ol) == I_Level(o2) )
then
return TRUE
else if
return FALSE
endif
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