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ABSTRACT

To implement elliptic curve cryptosystem in GF(2™) at high speed, a fast divider is required. Although
bit-parallel architecture is well suited for high speed division operations, elliptic curve cryptosystem requires large
m(at least 163) to support a sufficient security. In other words, since the bit-parallel architecture has an area
complexity of O(mz), it is not suited for this application. In this paper, we propose a new serial-in serial-out
systolic array for computing division operations in GF(2") using the standard basis representation. Based on a
modified version of the binary extended greatest common divisor algorithm, we obtain a new data dependence
graph and design an efficient bit-serial systolic divider. The proposed divider has O(m) time complexity and O(m)
area complexity. If input data come in continuously, the proposed divider can produce division results at a rate
of one per m clock cycles, after an initial delay of 5m-2 cycles. Analysis shows that the proposed divider
provides a significant reduction in both chip area and computational delay time compared to previously proposed
systolic dividers with the same IfO format. Since the proposed divider can perform division operations at high
speed with the reduced chip area, it is well suited for division circuit of elliptic curve cryptosystem. Furthermore,
since the proposed architecture does not restrict the choice of irreducible polynomial, and has a unidirectional
data flow and regulariy, it provides a high flexibility and scalability with respect to the field size m.
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Input: two positive integers x and y.
Output: integers a, b, and z such that
ax + by = z, where z = GCD(x, y).

1. g=1;

2. while x and y are both even do
3. x=x/2, y=y/2, g=2g;

4. end while

5. s=x, r=y, A=1, V=0, C=0, U=1;
6. while r is even do

7. r=r/2;

8. If C=U=0 (mod 2) then
9. C=C/2, D=U/2;

10. else

11. C=(C+y)/2, U=(U-x)/2;
12. end if

13. end while

14. while s is even do

15. s=5/2;

16. If A=V=0 (mod 2) then
17. A=A/2, V=V/2,

18. else

19. A=(A+y)/2, V=(V-x)/2;
20. end if

21. end while

22. If r=s then

23. r=r-s, C=C-A, U=U-V;

24. else

25. s=s-r, A=A-C, V=V-U;

26. end if

27. If r==0 then

28. a=A, b=V, return(a, b, z=g * s);
29. else

30. go to step 6;

31l. end if

(@32 % 21 - GF@)¥9 welud &3 GCD
dudg

Input: G(x), A(x), B(x)
Output: V has P(x)=A(x)/B(x) mod G(x)
Initialize: R=B(x), S=G=G(x), U=A(x), V=0

1. while R # 0 do

2. while ro == 0 do

3. R = R/x;

4. if wo == 0 then

5. U = U/x mod G;
6. else

7. U = (U+G)/x;

8. end if

9. end while

10. while so == 0 do

11. S = S/x;

12. if vo == 0 then

13. V = V/x mod G,
14. else

15. V = (V+G)/x:

16. end if

17. end while

18. if R = S then

19. (S, R)=(S, R+S); (V, U)=(V, U+V),
20. else

21. (S, R)=(R+S, R); (V, UN=(U+V, U\
22. end if

23. end while.
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[232]Z 318 EAlenm otaelZe] wix|et \b
B8 "]Zh%_]' wl count®} statet= A} 10 Hrh=
*W-- 2k glek wei Vkele obfel d3e
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[@aeE]E 3] : GFR™AY Y& A%
¢ volvg 3 GCD ¢
Input: G(x), A(x), Bx)
Output: V has P(x)=A(x)/B(x) mod G(x)
Initialize: R=B(x), S=G=G(x), U=A(x), V=0,
count=0, state=0

1. fori =1 to 2m do

2. if state == 0 then

3. count = count+1;
4. if ry == 1 then

3. (S, R)=(R, R+S): U)=(U, U+V),
6. state = 1:

7. end if

8. else

9. count = count-1;
10. if v == 1 then
11. (S, R)=(S, R+S), (V, U)=(V, U+V);
12. end if

13. if count == 0 then
14. state = 0:

15. end if

16. end if

17. R = R/x;

18. if up == 0 then

19. U= U

20. else

21 U= (U+G)/x

22. end if

23. end for

E 2. (9] 3ol wkE GFRYAIA S Al o

[ state count I S U V
Init 0 0 x'xrl Xl xdex 0

i1 1 il xhxrl Xl xtdex

2 0 0 Xoxo xharl o xx Xt

3.0 1 1 Xl D X

4 2 x xtl xhx x+1

5 1 1 x x+1 xhx X'+l

6 0 0 1 x+]1 x+1 X'+l

7 1 1 1 1 x+1 x+1

8 0 0 0 1 0 x+1
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