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ABSTRACT

In this paper, with targeting on the drawback of RSA of operation speed, a new 1024-bit RSA cryptosystem
has been proposed and implemented in hardware to increase the operational speed and perform the
variable-length encryption. The proposed cryptosystem mainly consists of the modular exponentiation part and
the modular  multiplication part. For the modular exponentiation, the RL-binary method, which performs
squaring and modular multiplying in parallel, was improved, and then applied. And 4-stage CSA structure and
radix-4 booth algorithm were applied to enhance the variable-length operation and reduce the number of partial
product in modular multiplication arithmetic.

The proposed RSA cryptosystem which can calculate at most 1024 bits at a time was mapped into the
integrated circuit using the Hynix Phantom Cell Library for Hynix 0.35um 2-Poly 4-Metal CMOS process. Also,
the result of software implementation,which had been programmed prior to the hardware research, has been

used to verify the operation of the hardware system. The size of the result from the hardware implementation
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was about 190k gate count and the operational clock frequency was 150MHz. By considering a variable-length

of modulus number, the baud rate of the proposed scheme is one and half times faster than the previous

works. Therefore, the proposed high speed variable-length RSA cryptosystem should be able to be used in

various information security system which requires high speed operation.
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H|E2] o wle} 3] Zad 4 ook & FE
HE (n—pollA] 7 of 371N 2g=] FAo) b
Bo] a5 dAE] ALFaE dojy EHEE A
33] F7igic) ofE A2HES 512-0|Edie] &
HE-g Holw gl AU AladoMx 512-]
EE Tedick fE BB (512-0)9l FHetel A%
o4 E252 <f 300kbps(bit per second)Z 7|ZE
o] dFA|~elz fARleh sHARE R H|ES] 4
7} 400-v]|Eolmi ZHES 380kbpsE AtiHoz
A3 FRRieE aER 718 $EAl~gEr}
FAETE JFH2E oF 1.5u) FFdEck

E 529 dlo]g] EHE 150kbpsE 1024-H]E
kF X2l fE W= (1024 —-0) 2! FHote] AL
o] Zsolck

V.8 E

2 =EollMe RSA tEAsEe] FAEes &
713 Fhie] el FhsstEs sk e
F& Al ol & sl=dol2 Fssichk F2k
=5 AT fEiM mEE FA7le 7]a-4
Booth dx2|5E A-83led ¥ &2 58 < n2
2 ZaAzm, 2 el aFsEe s ax ¥
Foll 45tA] CSA FZF AHg3te] siz] dIEs A
Azt BAel sjolzeplstsle] dlole] £HEL
A w3k mEe F47)e] £l 3 s
2o} F @t BFE mEe FAs19 dHoB A
slod CPAS AAToZH 7|82 ALEY ofgo]
Fzo| 7)%3 RSA EAlzdm S mEe|
T4 uHRE2E JIXEE sledch ze]3 CSA
zo] BAE ol83] REw|x Fol wE 7PHo|
dE3} mE B A ST 5+ YT sl
719 wHERrt dole 2HES A

Aokl 1024-0]E 7pHAe] 34 RSA FEA|x
2 Flold A 0.35um 2-poly 4-metal CMOS FH

[ol

I



= 71 de] 4 RSA gEA2ele] HA 2 sh=de] 74

4 9}8} slo]l Phantom Cell libraryE Al8-3}o]
stedlol 2 FEsidck 3 adlelM ARSEL Al
olE = o 190ko]glon, o] w Fx} Fulgs
[SOMHzolgc). o] &&= 7]&e] CPAE AM&3F
updEe] HAste £koln, ZEEL N f&
HES7L ZR4E 9ol 7189 RSA ISR ~H
ueh BFAOE o L5e) A 43 diole] 2%
2 H4ch a8la CSAE ARshe 7iEdhst
wmsled oF 3u) ol4te) FA4E 71 Uxich

ujebd] 2 =goll4] AokgE RSA EA| 2wl
ge AR des s oy Aslerven?)
ozl B-Es}, Al MY z=ln 7] 2% 59 7
Z N7 S8 Aadlely oS 783 Zer 3
oEld). w738 RSA 9FEA] 28l e [P(Intellec-
tual Property) Fol(core)® WA W= F2H4To)
394 T 4% Auus A2de 75DE =
B Aladeg A8E 5 glg R J)dRcr

Z 2

Ho
rok

(1] olwtd, AR, T4, F4l, dF4, oldd,
“ArdA 2ot 71e”, 45 2744 8, 1999

[2] William Stallings, “Cryptography and Network
Security: Principles and Practice”, Prentice-Hall,
Inc., 2fe , pp.163-203, 1999.

[3] W. Diffie, and M. E. Hellman, “New directions
in cryptography”, IEEE Trans. Inform. Theory,
vol. 22, pp.644-654, Nov. 1976.

[4] R. L. Rivest, A. Shamir, and L. Adleman, “A
method for obtaining digital signatures and
public-key cryptosystems”, Communications of
the ACM, vol. 21, pp.120-126, Feb, 1978.

(5] $=HRESAE], “RSA 37H7] A 2w
33, 1998,

[6] P. L. Montgomery, “Modular
without trial division,” Math. Computation, vol.
44, pp.519-521, 1985.

[71 P. S. Chen, S. A. Hwang, and C. W. Wu, “A
systolic RSA public key cryptosystem”, in Proc.
ISCAS, 1996, vol. 4, pp.408-411.

[8] C. C. Yang, T. S. Chang, and C. W. Jen, “A
new RSA cryptosystem hardware design based
on Montgomery’s [EEE  Trans.
Circuits and Systems, vol. CAS-45, pp.908-913,
July 1998.

multiplication

algorithm,”

91 J. H. Guo, C. L. Wang, H. C. Hu, “Design and

RSA  public-key
cryptosystem,” Circuits and Systems, 1999.
ISCAS ’'99. Proceedings of the 1999 IEEE
International Symposium on, vol 1, pp.504 -507,
1999.

[10] I. H. Hong, C. W. Wu, “Radix-4 modular

multiplication and exponentiation algorithms for

implementation of an

the RSA public-key cryptosystem,” Design
Automation Conference, 2000. Proceedings of
the ASP-DAC 2000. Asia and South Pacific,
pp-565 -570, 2000.

[11] T. W. Kwon, C. S. You, W. S. Heo, Y. K.
Kang, J. R. Choi, “Two implementation methods
of a 1024-bit RSA cryptoprocessor based on
modified Montgomery algorithm”, Circuits and
Systems, 2001. ISCAS 2001. The 2001 IEEE
International Symposium on, vol 4, 2001 age(s):
650 -653.

[12] T. Cormen, C. Leiserson, R. Rivest, “Introduc-

tion to Algorithms”, Cambridge, MA: MIT
Press, 1990.

[13] Behrooz Parhami, “Computer arithmetic
algorithms and hardware design“, Oxford
university press, 2000.

gt X[ 2d(Jin-Young Park) F3]9

2000 84 : FFofistw
A 23 BUEFHD
g 2002 84 FEoiishar
LRRES [CL Ry
20021 94 ~&z) : (=
o‘:_]:rL_%i

<Al Fob tzsh, feiebd, daHe

M A4 Z(Young-Ho Seo)

19993 24 : LS st
Az E3-ak2 &4
(FEHAD.

TR 2001 29 : oot
SR AEA(T A,

2000 34~2001d 129 :
U254 (F) A4

2001 3~3ix) : B-Lohstw A2 Tsk wpa}

iy
p

869



T EA18 3] =F2] 029 Vol.27 No.9C

7.
<F3A] Hol> Image Processing/Compression, ¢
Ein}s), k&3, FPGA/ASIC A7

e-mail : axl@explore.gwu.ac.kr

2 £ 2(Dong-Wook Kim) 3

19833 24 : ghofdEtw
Az ZU(FEAD.

198511 29 : ghofuieta
tfetd Sd(FEHAD.

19913 99 : Georgia 3-3})s}
ArzsE &4
(F32HAD.

199713 1249~3A)] : F-¢oskal IDEC 22394

20000 34~A : Ae|2GFEF) A7

<Z3}4] Bol> t]2|¥ VLSI Testability, VLSI CAD,
DSP AlA|, Wireless Communication

e-mail : dwkim@disy.zwu.ac.kr

810



