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Analysis of Network Traffic using Classification and Association Rule

Chang Un Lee, Ung Mo Kim

Abstract

As recently the network environment and application services have been more
complex and diverse, there has. In this paper we introduce a scheme the extract useful
information for network management by analyzing traffic data in user login file. For
this purpose we use classification and association rule based on episode concept in
data mining. Since login data has inherently time series characterization, convertible
data mining algorithms cannot directly applied. We generate virtual transaction, classify
transactions above threshold value in time window, and simulate the classification
algorithm.
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FUNCTION : TranGenerator
INPUT : time series source file, windowsize, threshold
OUTPUT : VTS(virtual transaction sets)

/et REE Ul 2P oPdESS Fer)
while(start.compareTo(preprocess.endDate)<=0)
{ end=getDate(start,timewindowsize);
chk++;
for(j=m;j<tmpuser.getlog TimeList().getListCount(}j++X

if(tmpuser.getlog TimeList().getlogtimeAt(j).getLog Time().compareTo(end
)<=0){
tmplist.add(tmpuser.getlog TimeList().getlogtimeAt(j).getLog Time());
waittime+=tmpuser.getlog TimeList().getlogtimeAt(j}).getLogwait Time();
}
else
break;
mt#,
}
/A" %k A8
if(tmplist.size()>=threshold{
TranGubun++;
logcount=tmplist.size();
Date tmpdate;
total TrnasacitonCount++;
for(k=0;k<tmplist.size()-1;k++){
tmpdate=(Date)tmplist.get(k);

/M ERRY Bl2Ed oJPEES 1P

timeList.get TranDataSet(tmpuser.getUser()).setAddTimeList(tmpdate, Tra
nGubun,logcount, waittime);

}

tmpdate=(Date)tmplist.get(k):

timeList.get TranDataSet(tmpuser.getUser()).setAdd TimeList(tmpdate,true
, TranGubun,Jogcount, waittime);

k=0

start=end:

tmplist.removeAllElements();

if(chk==1}

timeList.get TranDataSet(tmpuser.getUser()).setCheck(true);

}

if(continueCount){

count++;

}

continueCount=true;

}
else{ -
TranGubun++;

start=end;
tmplist.removeAllElements();
continueCount=false;
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FUNCTION : setTranAvg
INPUT : AH&-219) 714 BdA4 22E, 7134
OUTPLT : AH8#te] A& g4 disg

//2zte ALg Y EJAY 2l LEE JHA L
for(int =0;i<tranGen.timeList.getListCount();i++){

tds=tranGen.timeList.geTranDataSet(i);

//Bd & W& WE A&FA vEL 7o

if(tds.get TranCount ()1 =0)
tmplogin=(tds.getloginRate()/100/preprocess.total_login/tds.get TranCount(
Jxlogin'W);
tmpwail=(tds.getloginwaitRate()/100/preprocess.total_wait/tds.get TranCou

ntO*loginwaitw);

tmpT ranAvg =tmplogin+tmpwait;

} else {
tmpTranAvg=0; }

TotalAVG+=tmpTranAvg;
/3 AL e] WE H NEgE
tds.setTranrate(tmpTranAvg);
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FUNCTION : setGroup
INPUT : B 34 YEE, A2 93 A% UEd
OUTPUT : AHg-z 2143

BT S NEETH ASA BT A4 UEd & R
if(clsvalue <= tmpTranAvg){
if((clsvalue+cisvalue/2) <= tmpTranAvg){
tds.setGroup(”" L #4");
Jelse(
tds.setGroup(" 2 #3");  }
}

else{
if((clsvalue/2) <= tmpTranAvg){
tds.setGroup(" 2 #2");
}
else{
tds.setGroup("1-§1");
}
)
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