4 1R B 2 WA X E
$12% 6%, 2002 12

XTRS 713 8308 FAs= 44

= * [ 2 o Ak ALK P24 51 =lkkk
StE =3, AR, BT, FEF, HEE 4 &3

e ’ * ’

—
-

The Most Efficient Extension Field For XTR

Dong-kuk Han, Sang-woon Jang, Ki-sun Yoon, Nam-su Jang,
Young-Ho Park, Chang-han Kim

2 o
XTRE 434 GF(p%)9 FATY 38279 94 AFA Fdste wheld, 484 GF(™oze duksizt
7F5aleh B 8o XTRe] A4 7Fsdt F34A FollA A YA Addch HA 445 Ad=slr] 98 o
ulslel 37 274 3 (Generalized Optimal Extension Fields : GOEFs)S Aojsir], 4% po 22, GF(p)NM GF(p"™&
Aolabe kA, GF(p™)ellA) W §84 d4ke Adsy] ax GF(p?™MA whE FA e Aokt B
EEe 78 AREYE, GF(®) — GF(p™)o]l XTRE 4% 7H Eshel gabdlels), GF(p™) M Tr(g)el
Folal o Tr(g")e Adbss 2L HFHOZ XTR Al2de Aatuct ¥ o) of4f whach™® (32 bits, Pentium MY/
700MHzol 4] 783 Azh

ABSTRACT

XTR is a new method to represent elements of a subgroup of a multiplicative group of a finite field GF(p%) and it can
be generalized to the field GF( 25).%°" This paper progress optimal extention fields for XTR among Galois fields
GF(p*™) which can be aplied to XTR. In order to select such fields, we introduce a new notion of Generalized Opitimal
Extention Fields(GOEFs) and suggest a condition of prime p, a defining polynomial of GF(p*™) and a fast method of
multiplication in GF(p?) to achieve fast finite field arithmetic in GF(p*”). From our implementation results, GF(5%)

— GF(p") is the most efficient extension fields for XTR and computing Tr(g") given Tr(g) in GF(»") is on average
more than twice faster than that of the XTR system on Pentium [[I[/700MHz which has 32-bit architecture.''"
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Window 2000, MSVC )& 7Kz XTR <4k&
Agstal.

5.1 XTRO| thst 82

B Ao dA (£ 1eA RodAE A} 7o)
25 ps} 71¢ thak e 4] XTRS ¢% H=g=
detulel & Adeitt, (F 1A 29 ¢ 1608]E
olA& Al=lsledol 3t pseudo-Mressen & p
of sl ¢& Adalof sk FAAY HYwjEo
300 HlE Az 4245 dHAeg Al
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(Z 1) XTRE2 9t &% 74

A Exp | A2 | 48] Ael=
GF(p®) — GF(#") | 247 | AOP | 323 W=
GF(p™y — GF(p*) | 2847 | AOP | 234 H]E
GF(p*) = GF(#®) | 2%+15 | AOP | 354 ®|=E
GF(p*®) —> GF(p") | 2943 | AOP | 302 vj=
GF(p®) — GF(p®) | 2517 | AOP | 320 ml=

(E 2) 7l25et 2RIS 0|88 mf GF(p™ oM Fd%

. GF(p)A | GF(p) W | GF(p)el
© ¥4 A A 44
GF($%) — GF(p%) 3 5 2
GF(p") — GF(p") | 9(16) 13(11) 8(4)
GF(p"™) — GF(s%) | 18(36) | 39(29) | 23(6)
GF($®) — GF(»™)| 54(144) | 130(131) | 118(12)
GF(p%) — GF(p™)| 147(484) | 345(461) | 377(22)

(¥ 3) XTRE @8t &3 34

A2 Enal S,.(c) (msec)
GF($%) — GF(p) 247 10.174
GF(p'") — GF(p*) 2847 28.393
GF(p") — GF(p%) 250 +15 50.276
GF(p®) — GF(p") 2%+3 4.932
GF(t*) — GF(?) 2817 6.789

(E 4) GF(pHolAM XTR® 1t GF(p?)ollM XTRE |1

£ =Eelde GF(p™) ol FA9] 284E & o]
71 918l Tkl v AHSiT (& 20 GF(H™)
o] ¥ Y45 FH3ke dl 8% GF(poliAd #4, A
Al ML) £E RFT 9ok 974 7k ot
Ale- AOP7} AH&sglel. &% <ke] & school-
book #Hfel ojgt & w3irh

(E 3)eAME, (E 1, 2, 6)9 oy X4y
FAA S (& Aisle AAE AlAec

GF((2¥+3)%)elld XTR o 255 St
A9 XTR @ Agsict 5 o o4 wEs
o‘-l' ‘jl: 9\11.;}_.[10]

(X 4)9 AFAZHRH XTR @& A5 4%
£ 3AA717] 98l pseudo-Mersenne A%<} 7}
ghpal ubdo] dasitle 2 UA Hrl

epxjto 2 (& 5]ol4 XTRE& & GOEF9
el g S

vz B

2 =i, GF(pMAA A Ak £x8
w2 A e ok IS AAEen, fEAS
Zedl2 GOEFE =dlstglon GOEF® vio|zR
Z2 A A AAbel] s A Al A5
§ o8t & =AM AAE Fo RAHE &
AL ol WE FAs FTA A4S wEsA

733) 2 p FA uby (0 S.{c) (msec) ]
6 ’ general 7helarat v (10) AOP 11.910
GF(p") = GF(p°)
2™ 47 Feharal W (10) AOP 10.174
general Schoolbook w4 AOP 129.338
GFU™ — GFG™) general Zlelal oy (%) AOP 67.822
2%+3 Schoolbook #hy AQOP 8.218
2¥+43 Fhebarual wh (1-8) AQOP 4.932
(E 5) GF(p™) oM FHEE 259 f(x)
A e f(x) g9 Atelz=
2% +3 %22 302 vlE
2047, (7=23-1) AQOP 355 ¥ &
CFO™ — GF™ 2%+129, (129=2"+1) AOP 351 M=
2% 057, (257=28+1) AOP 269 BlE
2% —513.(513=2°+1) AOP 341 v =
2% —513 x%-3 341 "=
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(¥ 6] GOEFolM dM4AIZHTO0MHz)

g3 9 p FA4 (psec) A ( pusec) A (usec)
GF($%) — GF(p) 247 0.761 0.431
GF(»"%) — GF(p" 2847 0.53 0.67
GF(p"™®) — GF(t%) 281+ 15 0.5 0.31
GF(p®) — GF(p") 2%+3 0.006 0.006
GF(p™) — GF(p®) 2117 0.006 0.006

317] 43 Hetelele] o] & Moot 9] A
& 72, XTRE $i% 34 44 &, GF(p®)
— GF(p"H) & ANt GF(p)& Aoshe 7]
ohAe 12-th AOPeI™ £& 259 FRxe 2943
ot T ARENE] At FitA= Tr(e" S
Astshed] XTRECHY 5 o) o4 whax 7] 4
o]z ¥l XTRA o} wlebA kgt XTRE
A% HA FAA= SSL/TLS(Secure Socket
Layers, Transport Layer Security)2t 277
7|4k ~vlEFle . WAP/WTLS(Wireless Appli-
cation Protocol, Wireless Transport Layer
Security)e} 2Z& S8¥opllA RSAY ECCe]
g tjere sy XTREGY g $43heh
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=
w £

1. GF(p)A 4 59 vz

A2 Al Nl AME freelip version 1.122 FAH® gz wizlet £ sz B =7 2A 3} AFelr},

2. GF(p)olA Fhekirt ol &1 5 Ae) 34

GF(p")e] = 92 A, Bol W3},

2
A=ax+ a4+ apxt,

B=bux+ byx® + -+ bpx® (a;, b; eGF(p)eka 817F. 71¢k thglrl o2 AOPE AH&-3hedc).
C=cx+ o+ +cpx?(mod 1+x+- +29& AR} o3} 28 Ak Alakeke) Basje},

(£ 7)& A, BE 32 mod 1+ +x222 reduction ¥ AFE 7|&stzn g} (B 8)e 43

reduction@AE A3t GR(pllA F ArbekE A=t ot

STEP 1 G,=a)b,
Gy= G3— G,— G
G1= GGy
G ="{ay+ a)(by+ by)
Gi3=Gn—G4—Gg

Gi= Gut Gs
Gy= a3t ay
STEP 2 H,= asbs
Hy=H;— H\— H,
H;= HyyHy
Hy = (ag+ ag)(bs+ b)
Hy=H,— H;— Hy
Hyg=Hy+ H;
Hy=a;+ag
STEP 3 1= Iyl
L=I—I—1I,
L= I I
Ty= by Iy
Ip=Iy—L— I
Lg=14+1;
Iy=a;+a;
Ly =by+ bg
Is= G+ Iy
Ig= I3+ Iy
STEP 4 J, = agh,
h=h—5—1
Ji=TwJn
Jo=Julu
Juo=lu—Ji— ]
Je=JutJs
Jw=an+tayp

Joo = by+ by

Gy =ay by

Gs= azb;

Gy= Gy— Gs— G

G = (Gt GG+ Gy)
Gu= Gy— G— G
Gp=a,ta

Gy = bs+ by

Hy= agbg

Hy= a;t;

Hy= H;— H;— Hg

Hy = (Hy+ Hy)(Hyg+ Hy)
Hy=Hy— Hy— Hg

Hy= a5+ ag

Hayp= b+ by

Ly=1Iy Iy

Iy = Igly
Li=L~I—I

Iy = (In+ In)Ig+ I3)
Ly=ny— L~ I
Iy=a1+as

120 = b3+ b7

123 =ayt ag

Iy= G+ Iy

1292 121+ 123
Jo=ayby

Js=auby
Js=l~I—Js

Ju= g+ Te)s+ Jn)
Ju=Jw—Jl— T
Jn=as+ay

Ju= byt by

Jn=aptanp

G3s=Gp Gy

Ge=a, by

Gy=(a,+ a3)(b; + b3)
Gr=Gy—G—Gs
Gi5=Gpt Gy

Gi= b+ by

Hy=H;Hyg

Hg= agbg

Hy= (as+ a;)(bs+ b7)
Hy=Hy— H,— H;
Hys= Hyp+ H,

H]gz b5+ bs

Ii=(Gp+ I G+ Ij)
Iy=Inly

Ly=Inly
lp=1li—1—1Is
Ls=Ipt+ 1,

Iig= b+ bs

L= a2+ ag

Ly = by+ by

Iy= I+ Iy

Iy = I+ Iy

Js=Juls
Jo=anbyp
Jo=Inlz
Je=Jl—1—Js
Jis=Jt ]2
Jis= byt by
Ja=ag+ap
Joa= byt by
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STEP 5 K,=K;;Kis Ky,= Ky Ky K;= KKz
Ki=K3~ K — K, K;= KKy Kg=KpnKy
K=Ky Ky Ky= K7;— K;— K Ky= Ky Ky
Kp=KnKy Ky = (Ky+ KKyt Kyg) K=Ky~ K —K;
K=Ky~ K~ Ky K=K~ K;— Kp Kis=Kpt K,
K=Kyt Ks Ky=ata Kig= b+ by
Ky= a3t ay Kyp= b3t by Ky =aztay
Ky = byt by Kn=astap Koy = byt by
Kyx=Ky+ Ky Ky=Kigt+ Ky Ky =Kyt Ky
Kp=Kpt+ Ky Ky= K+ Ky K=K+ Ky
Ky =K+ Ky Ky =Kyt Ky

Ly =(Ky+ as)(Kyg+ bs)
Ly=L3—L—L,

Ly=(Ky+ ag)( Kz + b)
Ls= (Kt ar)(Ky+ by)

Ly= (Kt Hi7)(Ky+ Hig)
L6 = (K23+ dg)(Km + bg)

Ly=(Ky+ Hg(Kgp+ Hy) Lg=L;—Ls— Lg Ly=LyLy
Lyp=LyLy Ly=(Ky+ L)L+ Ly) Lp=Ly—Li—L;s
Lyy=Ly—Ly— Ly Ly=Ly—Ly— Ly Lis=Lpt+ L,
Lig=Ly+ Ls Ly=In+Jy Lyg=Ix+Je
Lig=In+Jn Loy= Iy+ Joy
STEP 7 M,=I1,—G,—H,+Gy My=1,—G,— H,+ Gy
M3=Is—G—HytGs My=I1—Gy—HygtH,
Ms=13—Gs— Hgz+H, Meg=1I¢~Ge—HgtHyg
Q=Hp+K;3—Gpi—Ji
(£ 7) Reduction THAIOIA izt
2 A 54 i A)
1 Hg+ K+ Ly~ Ky— Hi— My— J—@ 2 5
2 G+ Hg+ Kyt Ly— Ky— Hy— My— J3—@Q 3 5
3 Gyt Het+ Ke+ Ly~ Ky~ Hyy— M3— J5—@Q 3 5
4 Gis+ Ly~ Ky— Hy— Ig+ G+ Hy—@Q 3 4
5 Gut Hi+ L~ Kg— Hig— M4+ J,—0Q 3 4
6 M+ Hy+ Lg— Kg— Hg— M5+ J,—Q 3 4
7 My+ Hig+ Lg— Kg— Hg— Mg+ Ji5—Q 3 4
8 Mi+ J3—@Q 1 1
9 Ip— Gp— Hypt+ J—@ 1 3
10 K\— G— 1+ M+ J3—@Q 2 3
11 Ky— Gy— Jy+ M5+ Jg—@Q 2 3
12 Kis— G~ Js+ Mg—Q 1 3
A 27 44
(E 8) & ointg
<t A 5 7 A
%4 9 9 9 54
L 12 12 20 12 20 20 7 27 130
wj A 10 10 10 10 10 10 14 44 118
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