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Network Anomaly Detection based on Association among Packets
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ABSTRACT

Recently, intrusions into a computer have been increased rapidly and also various intrusion methods have been developed. As
a result, many researches have been performed to detect the activities of intruders effectively. In this paper, a new association
mining algorithm for anomaly network intrusion detection is proposed. For this purpose, the proposed algorithm is composed of
two different phases: intra-packet association and inter-packet association. The performance of the proposed anomaly detection
system is evaluated based on several experiment according to various system parameters in order to identify their practical

ranges for maximizing its detection rate. As a result, an anomaly can be detected effectively.
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generate candidate n packet-sets /*SQL like code®/

begin
insert into candidate n packet-sets
select p.idy, ... p.idy, q.idea

from large n-1 packet-sets p, gq
where p.id; = q.id; and ... and p.id.; < q.id.
end

generate large n packet-sets
begin
for each ¢ € candidate n packet-sets
begin
sup = 0;
while get t € LOG do begin
ifc Cpt then sup++;
end
if (sup = min_support) then
add c to large n packet-sets
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